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Abstract:  The same micro-targeted programmatic advertising that has become central to the
digital media and marketing ecosystem has now migrated into election campaigns in the US and
elsewhere, raising a host of issues around privacy, discrimination, and manipulation. This paper
examines the digital strategies and technologies of today’s political campaigns, explaining how
they will be deployed in the upcoming 2020 election cycle, and assessing regulatory and policy
responses — both enacted and proposed — for increasing transparency and accountability in
digital politics.
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In March 2018, The New York Times and The Guardian/Observer broke an explosive story that
Cambridge Analytica, a British data firm, had harvested more than 50 million Facebook profiles
and used them to engage in psychometric targeting during the 2016 US presidential election
(Rosenberg, Confessore, & Cadwalladr, 2018). The scandal erupted amid ongoing concerns over
Russian use of social media to interfere in the electoral process. The new revelations triggered a
spate of congressional hearings and cast a spotlight on the role of digital marketing and “big
data” in elections and campaigns. The controversy also generated greater scrutiny of some of the
most problematic tech industry practices — including the role of algorithms on social media
platforms in spreading false, hateful, and divisive content, and the use of digital micro-targeting
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techniques for “voter suppression” efforts (Green & Issenberg; 2016; Howard, Woolley, & Calo,
2018). In the wake of these cascading events, policymakers, journalists, and civil society groups
have called for new laws and regulations to ensure transparency and accountability in online
political advertising.

Twitter and Google, driven by growing concern that they will be regulated for their political
advertising  practices,  fearful  of  being  found  in  violation  of  the  General  Data  Protection
Regulation (GDPR) in the European Union, and cognisant of their own culpability in recent
electoral controversies, have each made significant changes in their political advertising policies
(Dorsey, 2019; Spencer, 2019). Despite a great deal of public hand wringing, on the other hand,
US federal policymakers have failed to institute any effective remedies even though several
states have enacted legislation designed to ensure greater transparency for digital political ads
(California  Clean  Money  Campaign,  2019;  Garrahan,  2018).  These  recent  legislative  and
regulatory initiatives in the US are narrow in scope and focused primarily on policy approaches
to political advertising in more traditional media, failing to hold the tech giants accountable for
their deleterious big data practices.

On the eve of the next presidential election in 2020, the pace of innovation in digital marketing
continues unabated, along with its further expansion into US electoral politics. These trends
were clearly evident in the 2018 election, which, according to Kantar Media, were “the most
lucrative midterms in history”, with $5.25 billion USD spent for ads on local broadcast cable TV,
and digital — outspending even the 2016 presidential election. Digital ad spending “quadrupled
from 2014” to $950 million USD for ads that primarily ran on Facebook and Google (Axios,
2018; Lynch, 2018). In the upcoming 2020 election, experts are forecasting overall spending on
political ads will be $6 billion USD, with an “expected $1.6 billion to be devoted to digital
video…  more  than  double  2018  digital  video  spending”  (Perrin,  2019).  Kantar  (2019),
meanwhile, estimates the portion spent for digital media will be $1.2 billion USD in the 2019-
2020 election cycle.

In two earlier papers, we documented a number of digital practices deployed during the 2016
elections,  which were emblematic of  how big data systems,  strategies and techniques were
shaping contemporary political practice (Chester & Montgomery, 2017, 2018). Our work is part
of a growing body of interdisciplinary scholarship on the role of data and digital technologies in
politics and elections. Various terms have been used to describe and explain these practices —
from  computational  politics  to  political  micro-targeting  to  data-driven  elections  (Bodó,
Helberger, & de Vreese, 2017; Bennett, 2016; Karpf, 2016; Kreiss, 2016; Tufekci, 2014). All of
these labels highlight the increasing importance of data analytics in the operations of political
parties,  candidate campaigns, and issue advocacy efforts.  But in our view, none adequately
captures the full scope of recent changes that have taken place in contemporary politics. The
same commercial digital media and marketing ecosystem that has dramatically altered how
corporations engage with consumers is now transforming the ways in which campaigns engage
with citizens (Chester & Montgomery, 2017).

We have been closely tracking the growth of this marketplace for more than 25 years, in the US
and abroad, monitoring and analysing key technological developments, major trends, practices
and players, and assessing the impact of these systems in areas such as health, financial services,
retail,  and youth (Chester,  2007; Montgomery,  2007,  2015;  Montgomery & Chester,  2009;
Montgomery, Chester, Grier, & Dorfman, 2012; Montgomery, Chester, & Kopp, 2018). CDD has
worked closely  with  leading  EU civil  society  and data  protection  NGOs to  address  digital
marketplace issues. Our work has included providing analysis to EU-based groups to help them
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respond critically to Google’s acquisition of DoubleClick in 2007 as well as Facebook’s purchase
of WhatsApp in 2014. Our research has also been informed by a growing body of scholarship on
the role that commercial and big data forces are playing in contemporary society. For example,
advocates,  legal  experts,  and scholars  have written extensively  about  the  data  and privacy
concerns raised by this commercial big data digital marketing system (Agre & Rotenberg, 1997;
Bennett, 2008; Nissenbaum, 2009; Schwartz & Solove, 2011). More recent research has focused
increasingly on other, and in many ways more troubling, aspects of this system. This work has
included,  for  example,  research  on  the  use  of  persuasive  design  (including  “mass
personalisation” and “dark patterns”) to manage and direct human behaviours; discriminatory
impacts of algorithms; and a range of manipulative practices (Calo, 2013; Gray, Kou, Battles,
Hoggatt, & Toombs, 2018; Susser, Roessler, & Nissenbaum, 2019; Zarsky, 2019; Zuboff, 2019).
As digital marketing has migrated into electoral politics, a growing number of scholars have
begun to examine the implications of these problematic practices on the democratic process
(Gorton, 2016; Kim et al., 2018; Kreiss & Howard, 2010; Rubinstein, 2014; Bashyakarla et al.,
2019; Tufekci, 2014).

The  purpose  of  this  paper  is  to  serve  as  an  “early  warning  system”  —  for  policymakers,
journalists,  scholars,  and the  public  — by  identifying  what  we see  as  the  most  important
industry trends and practices likely to play a role in the next major US election, and flagging
some of the problems and issues raised. Our intent is not to provide a comprehensive analysis of
all the tools and techniques in what is frequently called the “politech” marketplace. The recent
Tactical  Tech  (Bashyakarla  et  al,  2019)  publication,  Personal  Data:  Political  Persuasion,
provides a highly useful compendium on this topic. Rather, we want to show how further growth
and expansion of the big data digital marketplace is reshaping electoral politics in the US,
introducing  both  candidate  and  issue  campaigns  to  a  system  of  sophisticated  software
applications and data-targeting tools that are rooted in the goals, values, and strategies for
influencing consumer behaviours.1 Although some of these new digitally enabled capabilities are
extensions of longstanding political practices that pre-date the internet, others are a significant
departure from established norms and procedures. Taken together, they are contributing to a
major shift in how political campaigns conduct their operations, raising a host of troubling
issues concerning privacy, security, manipulation, and discrimination. All of these developments
are taking place, moreover, within a regulatory structure that is weak and largely ineffectual,
posing daunting challenges to policymakers.

In the following pages, we: 1) briefly highlight five key developments in the digital marketing
industry since the 2016 election that are influencing the operations of political campaigns and
will  likely  affect  the  next  election  cycle;  2)  discuss  the  implications  of  these  trends  and
techniques for the ongoing practice of  contemporary politics,  with a special  focus on their
potential for manipulation and discrimination; 3) assess both the technology industry responses
and recent policy initiatives designed to address political advertising in the US; and 4) offer our
own set of recommendations for regulating political ad and data practices.

THE GROWING BIG DATA COMMERCIAL AND POLITICAL
MARKETING SYSTEM
In the upcoming 2020 elections, the US is likely to witness an extremely hard-fought, under-
the-radar, innovative, and in many ways disturbing set of races, not only for the White House
but also for down-ballot candidates and issue groups. Political campaigns will be able to avail
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themselves of  the current state-of-the-art  big data systems that were used in the past  two
elections, along with a host of recent advances developed by commercial marketers. Several
interrelated trends in the digital media and marketing industry are likely to play a particularly
influential role in shaping the use of digital tools and strategies in the 2020 election. We discuss
them briefly below:

Recent mergers and partnerships in the media and data industries are creating new synergies
that will extend the reach and enhance the capabilities of contemporary political campaigns.
In the last few years, a wave of mergers and partnerships has taken place among platforms, data
brokers, advertising exchanges, ad agencies, measurement firms and companies specialising in
advertising technologies (so-called “ad-tech”). This consolidation has helped fuel the unfettered
growth  of  a  powerful  digital  marketing  ecosystem,  along  with  an  expanding  spectrum  of
software systems, specialty firms, and techniques that are now available to political campaigns.
For example, AT&T (n.d.), as part of its acquisition of Time Warner Media, has re-launched its
digital  ad division,  now called Xandr (n.d.).  It  also acquired the leading programmatic  ad
platform AppNexus.

Leading  multinational  advertising  agencies  have  made  substantial  acquisitions  of  data
companies, such as the Interpublic Group (IPG) purchase of Acxiom in 2018 and the Publicis
Groupe takeover of Epsilon in 2019. One of the “Big 3” consumer credit reporting companies,
TransUnion (2019),  bought  TruSignal,  a  leading digital  marketing firm.  Such deals  enable
political campaigns and others to easily access more information to profile and target potential
voters (Williams, 2019).

In the already highly consolidated US broadband access market, only a handful of giants provide
the bulk of internet connections for consumers. The growing role of internet service providers
(ISPs) in the political ad market is particularly troubling, since they are free from any net
neutrality,  online  privacy  or  digital  marketing  rules.  Acquisitions  made  by  the
telecommunications  sector  are  further  enabling  ISPs  and  other  telephony  companies  to
monetise their highly detailed subscriber data, combining it with behavioural data about device
use and content preferences, as well as geolocation. (Schiff, 2018).

Increasing  sophistication  in  “identity  resolution”  technologies,  which  take  advantage  of
machine  learning and artificial  intelligence  applications,  is  enabling greater  precision in
finding and reaching individuals across all of their digital devices. The technologies used for
what is known as “identity resolution” have evolved to enable marketers — and political groups
— to target and “reach real people” with greater precision than ever before.  Marketers are
helping perfect  a  system that  leverages and integrates,  increasingly in real-time,  consumer
profile data with online behaviours to capture more granular profiles of individuals, including
where they go, and what they do (Rapp, 2018). Facebook, Google and other major marketers are
also using machine learning to power prediction-related tools on their digital ad platforms. As
part  of  Google’s  recent  reorganisation of  its  ad system (now called the “Google Marketing
Platform”), the company introduced machine learning into its search advertising and YouTube
businesses  (Dischler,  2018;  Sluis,  2018).  It  also  uses  machine  learning  for  its  “Dynamic
Prospecting” system, which is connected to an “Automatic Targeting” apparatus that enables
more  precise  tracking  and  targeting  of  individuals  (Google,  n.d.-a-b).  Facebook  (2019)  is
enthusiastically  promoting  machine  learning  as  a  fundamental  advertising  tool,  urging
advertisers to step aside and let automated systems make more ad-targeting decisions.

Political  campaigns have already embraced these new technologies,  even creating a special
category  in  the  industry  awards  for  “Best  Application of  Artificial  Intelligence  or  Machine
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Learning”, “Best Use of Data Analytics/Machine Learning”, and “Best Use of Programmatic
Advertising” (“2019 Reed Award Winners”, 2019; American Association of American Political
Consultants, 2019). For example, Resonate, a digital data marketing firm, was recognised in
2018  for  its  “Targeting  Alabama’s  Conservative  Media  Bubble”,  which  relied  on  “artificial
intelligence and advanced predictive modeling” to analyse in real-time “more than 15 billion
page loads per day. According to Resonate, this process identified “over 240,000 voters” who
were judged to be “persuadable” in a hard-fought Senate campaign (Fitzpatrick, 2018). Similar
advances in data analytics for political efforts are becoming available for smaller campaigns
(Echelon Insights, 2019). WPA Intelligence (2019) won a 2019 Reed Award for its data analytics
platform that generated “daily predictive models, much like microtargeting advanced traditional
polling. This tool was used on behalf of top statewide races to produce up to 900 million voter
scores, per night, for the last two months of the campaign”. Deployment of these techniques was
a  key  influence  in  spending  for  the  US  midterm  elections  (Benes,  2018;  Loredo,  2016;
McCullough, 2016).

Political  campaigns  are  taking advantage  of  a  rapidly  maturing commercial  geo-spatial
intelligence complex, enhancing mobile and other geotargeting strategies. Location analytics
enable companies to make instantaneous associations between the signals sent and received
from Wi-Fi routers, cell towers, a person’s devices and specific locations, including restaurants,
retail  chains,  airports,  stadiums,  and  the  like  (Skyhook,  n.d.).  These  enhanced  location
capabilities have further blurred the distinction between what people do in the “offline” physical
world and their actions and behaviours online, giving marketers greater ability both to “shadow”
and to reach individuals nearly anytime and anywhere.

A  political  “geo-behavioural”  segment  is  now  a  “vertical”  product  offered  alongside  more
traditional  online  advertising  categories,  including  auto,  leisure,  entertainment  and  retail.
“Hyperlocal” data strategies enable political campaigns to engage in more precise targeting in
communities (Mothership Strategies, 2018). Political campaigns are also taking advantage of the
widespread use of consumer navigation systems. Waze, the Google-owned navigational firm,
operates its own ad system but also is increasingly integrated into the Google programmatic
platform  (Miller,  2018).  For  example,  in  the  2018  midterm  election,  a  get-out-the-vote
campaign for one trade group used voter file and Google data to identify a highly targeted
segment of likely voters, and then relied on Waze to deliver banner ads with a link to an online
video  (carefully  calibrated  to  work  only  when  the  app  signalled  the  car  wasn’t  moving).
According to the political data firm that developed the campaign, it reached “1 million unique
users in advance of the election” (Weissbrot, 2019, April 10).

Political television advertising is rapidly expanding onto unregulated streaming and digital
video  platforms.  For  decades,  television  has  been  the  primary  medium  used  by  political
campaigns  to  reach  voters  in  the  US.  Now  the  medium  is  in  the  process  of  a  major
transformation that will dramatically increase its central role in elections (IAB, n.d.-a). One of
the most important developments during the past few years is the expansion of advertising and
data-targeting capabilities, driven in part by the rapid adoption of streaming services (so-called
“Over the Top” or “OTT”) and the growth of digital video (Weissbrot, 2019, October 22). Leading
OTT  providers  in  the  US  are  actively  promoting  their  platform  capabilities  to  political
campaigns, making streaming video a new battleground for influencing the public. For example,
a “Political Data Cloud” offered by OTT specialist Tru Optik (2019) enables “political advertisers
to use both OTT and streaming audio to target specific voter groups on a local, state or national
level across such factors as party affiliation, past voting behavior and issue orientation. Political
data can be combined with behavioral, demographic and interest-based information, to create
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custom voter segments actionable across over 80 million US homes through leading publishers
and ad tech platforms” (Lerner, 2019).

While political advertising on broadcast stations and cable television systems has long been
subject  to  regulation  by  the  US  Federal  Communications  Commission,  newer  streaming
television and digital video platforms operate outside of the regulatory system (O’Reilly, 2018).
According to research firm Kantar “political advertisers will be able to air more spots on these
streaming video platforms and extend the reach of their messaging—particularly to younger
voters” (Lafayette, 2019). These ads will also be part of cross-device campaigns, with videos
showing up in various formats on mobile devices as well.

The expanding role of digital platforms enables political campaigns to access additional sources
of personal data, including TV programme viewing patterns. For example, in 2018, Altice and
smart TV company Vizio launched a new partnership to take advantage of recent technologies
now being deployed to deliver targeted advertising, incorporating viewer data from nearly nine
million smart TV sets into “its footprint of more than 90 million households, 85% of broadband
subscribers and one billion devices in the U.S.” (Clancy, 2018). Vizio’s Inscape (n.d.) division
produces technology for smart TVs, offering what is known as “automatic content recognition”
(ACR) data. According to Vizio, ACR enables what the industry calls “glass level” viewing data,
using “screen level measurement to reveal what programs and ads are being watched in near-
real time”, and incorporating the IP address from any video source in use (McAfee, 2019).
Campaigns have demonstrated the efficacy of OTT’s role. AdVictory (n.d.) modelled “387,000
persuadable cord cutters and 1,210 persuadable cord shavers” (the latter referring to people
using various  forms of  streaming video)  to  make a  complex  media  buy in  one state-wide
gubernatorial  race  that  reached  1.85  million  people  “across  [video]  inventory  traditionally
untouched by campaigns”.

Further  developments  in  personalisation  techniques  are  enabling  political  campaigns  to
maximise their ability to test an expanding array of messaging elements on individual voters.
Micro-targeting now involves a more complex personalisation process than merely using so-
called behavioural data to target an individual. The use of personal data and other information
to influence a consumer is part of an ever-evolving, orchestrated system designed to generate
and  then  manage  an  individual’s  online  media  and  advertising  experiences.  Google  and
Facebook,  in  particular,  are  adept  at  harvesting  the  latest  innovations  to  advance  their
advertising  capabilities,  including  data-driven  personalisation  techniques  that  generate
hundreds of highly granular ad-campaign elements from a single “creative” (i.e., advertising
message). These techniques are widely embraced by the digital marketing industry, and political
campaigns across the political spectrum are being encouraged to expand their use for targeting
voters (Meuse, 2018; Revolution Marketing, n.d.; Schuster, 2015). The practice is known by
various  names,  including  “creative  versioning”,  “dynamic  creative”,  and “Dynamic  Creative
Optimization”, or DCO (Shah, 2019). Google’s creative optimisation product, “Directors Mix”
(formerly called “Vogon”), is integrated into the company’s suite of “custom affinity audience
targeting capabilities, which includes categories related to politics and many other interests”.
This product, it explains, is designed to “generate massively customized and targeted video ad
campaigns”  (Google,  n.d.-c).  Marketing  experts  say  that  Google  now enables  “DCO on an
unprecedented scale”, and that YouTube will be able to “harness the immense power of its data
capabilities…” (Mindshare, 2017). Directors Mix can tap into Google’s vast resources to help
marketers  influence  people  in  various  ways,  making  it  “exceptionally  adept  at  isolating
particular users with particular interests” (Boynton, 2018). Facebook’s “Dynamic Creative” can
help transform a single ad into as many as “6,250 unique combinations of title, image/video,
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text, description and call to action”, available to target people on its news feed, Instagram and
outside of Facebook’s “Audience Network” ad system (Peterson, 2017).

IMPLICATIONS FOR 2020 AND BEYOND
We have been able to provide only a partial preview of the digital software systems and tools
that are likely to be deployed in US political campaigns during 2020. It’s already evident that
digital strategies will figure even more centrally in the upcoming campaigns than they have in
previous elections (Axelrod,  Burke,  & Nam, 2019;  Friedman,  2018,  June 19).  Many of  the
leading Democratic  candidates,  and President  Trump,  who has  already ramped up his  re-
election campaign apparatus,  have extensive experience and success  in  their  use of  digital
technology. Brad Parscale, the campaign manager for Trump’s re-election effort, explained in
2019 that “in every single metric, we’re looking at being bigger, better, and ‘badder’ than we
were in 2016,” including the role that “new technologies” will play in the race (Filloux, 2019).

On the one hand, these digital tools could be harnessed to create a more active and engaged
electorate, with particular potential to reach and mobilise young voters and other important
demographic  groups.  For  example,  in  the US 2018 midterm elections,  newcomers such as
Congresswoman Alexandria Ocasio-Cortez, with small budgets but armed with digital media
savvy, were able to seize the power of social media, mobile video, and other digital platforms to
connect with large swaths of voters largely overlooked by other candidates (Blommaert, 2019).
The real-time capabilities of digital media could also facilitate more effective get-out-the-vote
efforts, targeting and reaching individuals much more efficiently than in-person appeals and
last-minute door-to-door canvassing (O’Keefe, 2019).

On the other hand, there is a very real danger that many of these digital techniques could
undermine the democratic process. For example, in the 2016 election, personalised targeted
campaign messages were used to identify very specific groups of individuals, including racial
minorities and women, delivering highly charged messages designed to discourage them from
voting (Green & Issenberg, 2016). These kinds of “stealth media” disinformation efforts take
advantage  of  “dark  posts”  and  other  affordances  of  social  media  platforms  (Young  et  al.,
2018).Though such intentional  uses (or misuses)  of  digital  marketing tools  have generated
substantial controversy and condemnation, there is no reason to believe they will not be used
again.  Campaigns  will  also  be  able  to  take  advantage  of  a  plethora  of  newer  and  more
sophisticated  targeting  and message-testing  tools,  enhancing  their  ability  to  fine  tune  and
deliver precise appeals to the specific individuals they seek to influence, and to reinforce the
messages throughout that individual’s “media journey”.

But there is an even greater danger that the increasingly widespread reliance on commercial ad
technology tools in the practice of  politics will  become routine and normalised,  subverting
independent and autonomous decision making, which is so essential to an informed electorate
(Burkell & Regan, 2019; Gorton, 2016). For example, so-called “dynamic creative” advertising
systems are in some ways extensions of A/B testing, which has been a longstanding tool in
political campaigns. However, today’s digital incarnation of the practice makes it possible to test
thousands of message variations, assessing how each individual responds to them, and changing
the content in real time and across media in order to target and retarget specific voters. The data
available  for  this  process  are  extensive,  granular,  and  intimate,  incorporating  personal
information that extends far beyond the conventional categories,  encompassing behavioural
patterns,  psychographic  profiles,  and TV viewing histories.  Such techniques  are  inherently
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manipulative (Burkell & Regan, 2019; Gorton, 2016; Susser, Roessler, & Nissenbaum, 2019).
The increasing use of digital video, in all of its new forms, raises similar concerns, especially
when delivered to individuals through mobile and other platforms, generating huge volumes of
powerful, immersive, persuasive content, and challenging the ability of journalists and scholars
to review claims effectively. AI, machine learning, and other automated systems will be able to
make predictions on behaviours and have an impact on public decision-making, without any
mechanism for  accountability.  Taken together,  all  of  these  data-gathering,  -analysis,  and -
targeting tools raise the spectre of a growing political surveillance system, capable of capturing
unlimited amounts of detailed and highly sensitive information on citizens and using it for a
variety of purposes. The increasing predominance of the big data political apparatus could also
usher  in  a  new  era  of  permanent  campaign  operations,  where  individuals  and  groups
throughout the country are continually monitored, targeted, and managed.

Because all of these systems are part of the opaque and increasingly automated operations of
digital  commercial  marketing,  the  techniques,  strategies,  and  messages  of  the  upcoming
campaigns will be even less transparent than before. In the heat of a competitive political race,
campaigns are not likely to publicise the full extent of their digital operations. As a consequence,
journalists, civil society groups, and academics may not be able to assess them fully until after
the election. Nor will it be enough to rely on documenting expenditures, because digital ads can
be inexpensive, purposefully designed to work virally and aimed at garnering “free media”,
resulting in a proliferation of messages that evade categorisation or accountability as “paid
political advertising”.

Some scholars have raised doubts about the effectiveness of contemporary big data and digital
marketing  applications  when  applied  to  the  political  sphere,  and  the  likelihood  of  their
widespread  adoption  (Baldwin-Philippi,  2017).  It  is  true  we  are  in  the  early  stages  of
development and implementation of these new tools, and it may be too early to predict how
widely they will  be used in electoral politics,  or how effective they might be. However, the
success of digital marketing worldwide in promoting brands and products in the consumer
marketplace, combined with the investments and innovations that are expanding its ability to
deliver highly measured impacts, suggest to us that these applications will play an important
role in our political and electoral affairs. The digital marketing industry has developed an array
of measurement approaches to document their impact on the behaviour of individuals and
communities  (Griner,  2019;  IAB  Europe,  2019;  MMA,  2019).  In  the  no-holds-barred
environment of highly competitive electoral politics, campaigns are likely to deploy these and
other tools at their disposal, without restraint. There are enough indications from the most
recent uses of these technologies in the political arena to raise serious concerns, making it
particularly urgent to monitor them very closely in upcoming elections.

INDUSTRY AND LEGISLATIVE INITIATIVES
The largest US technology companies have recently introduced a succession of internal policies
and transparency measures aimed at ensuring greater platform responsibility during elections.
In November 2019, Twitter announced it was prohibiting the “promotion of political content”,
explaining that it believed that “political message reach should be earned, not bought”. CEO
Jack Dorsey (2019) was remarkably frank in explaining why Twitter had made this decision:
“Internet political ads present entirely new challenges to civic discourse: machine learning-
based optimization of messaging and micro-targeting, unchecked misleading information, and
deep fakes. All at increasing velocity, sophistication, and overwhelming scale”.
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That same month, Google unveiled policy changes of its own, including restricting the kinds of
internal data capabilities available to political campaigns. As the company explained, “we’re
limiting election ads audience targeting to the following general categories: age, gender, and
general location (postal code level)”. Google also announced it was “clarifying” its ads policies
and “adding examples to show how our policies prohibit things like ‘deep fakes’ (doctored and
manipulated  media),  misleading  claims about  the  census  process,  and ads  or  destinations
making demonstrably false claims that could significantly undermine participation or trust in an
electoral or democratic process” (Spencer, 2019). It remains to be seen whether such changes as
Google’s and Twitter’s will actually alter, in any significant way, the contemporary operations of
data-driven political campaigns. Some observers believe that Google’s new policy will benefit the
company, noting that “by taking away the ability to serve specific audiences content that is most
relevant  to  their  values  and  interests,  Google  stands  to  make  a  lot  MORE  money  off  of
campaigns, as we’ll have to spend more to find and reach our intended audiences” (“FWIW: The
Platform Self-regulation Dumpster Fire”, 2019).

Interestingly, Facebook, the tech company that has been subject to the greatest amount of public
controversy over its political practices, had not, at the time of this writing, made similar changes
in its political advertising policies. Though the social media giant has been widely criticised for
its refusal to fact-check political ads for accuracy and fairness, it has not been willing to institute
any mechanisms for intervening in the content of those ads (Ingram, 2018; Isaac, 2019; Kafka,
2019). However, Facebook did announce in 2018 that it was ending its participation in the
industry-wide practice of embedding, which involved sales teams working hand-in-hand with
leading political campaigns (Ingram, 2018; Kreiss & McGregor, 2017). After a research article
generated extensive news coverage of this industry-wide marketing practice, Facebook publicly
announced it  would  cease  the  arrangement,  instead  “offering  tools  and advice”  through a
politics portal that provides “candidates information on how to get their message out and a way
to get authorised to run ads on the platform” (Emerson, 2018; Jeffrey, 2018). In May 2019, the
company also announced it would stop paying commissions to employees who sell political ads
(Glazer  & Horowitz,  2019).  Such a  move may not  have  a  major  effect  on sales,  however,
especially  since  the  tech  giant  has  already  generated  significant  income  from  political
advertising for the 2020 campaign (Evers-Hillstrom, 2019).

Under pressure from civil rights groups over discriminatory ad targeting practices in housing
and other areas, Facebook has undergone an extensive civil rights audit, which has resulted in a
number of internal policy changes, including some practices related to campaigns and elections.
For  example,  the  company  announced  in  June  2019  that  it  had  “strengthened  its  voter
suppression policy” to prohibit “misrepresentations” about the voting process, as well as any
“threats  of  violence  related  to  voting”.  It  has  also  committed  to  making  further  changes,
including investments designed to prevent the use of the platform “to manipulate U.S. voters
and elections” (Sandberg, 2019).

Google, Facebook, and Twitter have all established online archives to enable the public to find
information on the political advertisements that run on their platforms. But these databases
provide only a limited range of information. For example, Google’s (2018) archive contains
copies of all political ads run on the platform, shows the amount spent overall and on specific
ads by a campaign, as well as age range, gender, area (state) and dates when an ad appeared, but
does  not  share  the  actual  “targeting  criteria”  used  by  political  campaigns  (Walker,  2018).
Facebook’s (n.d.-b) Ad Library describes itself as a “comprehensive, searchable collection of all
ads currently running across Facebook Products”. It claims to provide “data for all ads related to
politics or to issues of national importance” that have run on its platform since May 2018
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(Sullivan, 2019). While the data include breakdowns on the age, gender, state where it ran,
number of impressions and spending for the ad, no details are provided to explain how the ad
was constructed, tested, and altered, or what digital ad targeting techniques were used. For
example,  Facebook  (n.d.-a-e)  permits  US-based  political  campaigns  to  use  its  “Custom or
Lookalike Audiences” ad-targeting product, but it does not report such use in its ad library.
Though all of these new transparency systems and ad archives offer useful information, they
also place a considerable burden on users. Many of these new measures are likely to be more
valuable for  watchdog organisations and journalists,  who can use the information to track
spending, identify emerging trends, and shed additional light on the process of digital political
influence.

While these kinds of changes in platform policies and operations should help to mitigate some
of the more egregious uses of social media by unscrupulous campaigns and other actors, they
are not likely to alter in any major way the basic operations of today’s political advertising
practices. With each tech giant instituting its own set of internal ad policies, there are no clear
industry-wide “rules-of-the-game” that apply to all participants in the digital ecosystem. Nor are
there strong transparency or accountability systems in place to ensure that the policies are
effective. Though platform companies may institute changes that appear to offer meaningful
safeguards, other players in the highly complex big data marketing infrastructure may offer
ways to circumvent these apparent restrictions. As a case in point, when Facebook (2018, n.d.-c)
announced in the wake of the Cambridge Analytica scandal that it was “shutting down Partner
Categories”,  the  move  provoked  alarm  inside  the  ad-tech  industry  that  a  set  of  powerful
applications  was  being  withdrawn (Villano,  2018).  The  product  had  enabled  marketers  to
incorporate  data  provided  by  Facebook’s  selected  partners,  including  Acxiom  and  Epsilon
(Pathak, 2018). However, despite the policy change, Facebook still enables marketers to bring a
tremendous  amount  of  third-party  data  to  Facebook for  targeting  (Popkin,  2019).  Indeed,
shortly after Facebook’s  announcement,  LiveRamp offered assurances to its  clients that no
significant  changes  had  been made,  explaining  that  “while  there’s  a  lot  happening  in  our
industry, LiveRamp customers have nothing to fear” (Carranza, 2018).

The controversy generated by recent foreign interference in US elections has also fuelled a
growing call to update US election laws. However, the current policy debate over regulation of
political advertising continues to be waged within a very narrow framework, which needs to be
revisited in light of  current digital  practices.  Legislative proposals have been introduced in
Congress that would strengthen the disclosure requirements for digital political ads regulated by
the Federal Election Commission (FEC). For example, under the Honest Ads Act, digital media
platforms would be required to provide information about each ad via a “public political file”,
including  who  purchased  the  ad,  when  it  appeared,  how  much  was  spent,  as  well  as  “a
description of the targeted audience”. Campaigns would also be required to provide the same
information for online political ads that are required for political advertising in other media. The
proposed legislation currently has the support of Google, Facebook, Twitter and other leading
companies (Ottenfeld, 2018, April 25). A more ambitious bill, the For the People Act is backed
by  the  new  Democratic  majority  in  the  House  of  Representatives,  and  includes  similar
disclosure requirements, along with a number of provisions aimed at reducing “the influence of
big  money  in  politics”.  Though  these  bills  are  a  long-overdue  first  step  toward  bringing
transparency measures into the digital age, neither of them addresses the broad range of big
data  marketing  and targeting  practices  that  are  already in  widespread use  across  political
campaigns. And it is doubtful whether either of these limited policy approaches stands a chance
of passage in the near future. There is strong opposition to regulating political campaign and ad
practices at the federal level, primarily because of what critics claim would be violations of the
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free speech principle of the US First Amendment (Brodey, 2019).

While the prospects for regulating political advertising appear dim at the present time, there is a
strong bi-partisan move in Congress to pass federal  privacy legislation that would regulate
commercial  uses of  data,  which could,  in turn,  affect  the operations,  tools,  and techniques
available for digital political campaigns. Google, Facebook, and other digital data companies
have long opposed any comprehensive privacy legislation. But a number of recent events have
combined to force the industry to change its strategy: the implementation of the EU General
Data  Protection  Regulation  (GDPR)  and  the  passage  of  state  privacy  laws  (especially  in
California); the seemingly never-ending news reports on Facebook’s latest scandal; massive data
breaches of personal information; accounts of how online marketers engage in discriminatory
practices and promote hate speech; and the continued political fallout from “Russiagate”. Even
the leading tech companies are now pushing for privacy legislation, if only to reduce the growing
political pressure they face from the states, the EU, and their critics (Slefo, 2019). Also fuelling
the debate on privacy are growing concerns over digital media industry consolidation, which
have triggered calls by political leaders as well as presidential candidates to “break up” Amazon
and Facebook (Lecher, 2019). Numerous bills have been introduced in both houses of Congress,
with  some  incorporating  strong  provisions  for  regulating  both  data  use  and  marketing
techniques. However, as the 2020 election cycle gets underway, the ultimate outcome of this
flurry of legislative activity is still up in the air (Kerry, 2019).

OPPORTUNITIES FOR INTERVENTION
Given the uncertainty in the regulatory and self-regulatory environment, there is likely to be
little or no restraint in the use of data-driven digital marketing practices in the upcoming US
elections. Groups from across the political spectrum, including both campaigns and special
interest groups will continue to engage in ferocious digital combat (Lennon, 2018). With the
intense  partisanship,  especially  fuelled  by  what  is  admittedly  a  high-stakes-for-democracy
election (for all sides), as well as the current ease with which all of the available tools and
methods are deployed, no company or campaign will voluntarily step away from the “digital
arms race” that US elections have become. Given what is expected to be an extremely close race
for the Electoral College that determines US presidential elections, 2020 is poised to see both
parties use digital marketing techniques to identify and mobilise the handful of voters needed to
“swing” a state one way or another (Schmidt, 2019).

Campaigns will have access to an unprecedented amount of personal data on every voter in the
country, drawing from public sources as well as the growing commercial big data infrastructure.
As a consequence, the next election cycle will be characterised by ubiquitous political targeting
and messaging, fed continuously through multiple media outlets and communication devices.

At the same time, the concerns over continued threats of foreign election interference, along
with the ongoing controversy triggered by the Cambridge Analytica/Facebook scandal, have re-
energised  campaign  reform and privacy  advocates  and  engaged  the  continuing  interest  of
watchdog groups and journalists. This heightened attention on the role of digital technologies in
the political  process  has created an unprecedented window of  opportunity  for  civil  society
groups, foundations, educators, and other key stakeholders to push for broad public policy and
structural changes. Such an effort would need to be multi-faceted, bringing together diverse
organisations and issue groups, and taking advantage of current policy deliberations at both the
federal and state levels.
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In  other  western  democracies,  governments  and  industry  organisations  have  taken  strong
proactive measures to address the use of data-driven digital marketing techniques by political
parties  and candidates.  For example,  the Institute for  Practitioners in Advertising (IPA),  a
leading UK advertising organisation, has called for a “moratorium on micro-targeted political
advertising online”. “In the absence of regulation”, the IPA explained, “we believe this almost
hidden form of political communication is vulnerable to abuse”. Leading members of the UK
advertising industry, including firms that work on political campaigns, have endorsed these
recommendations  (Oakes,  2018).  The  UK Information  Commissioner’s  Office  (ICO,  2018),
which regulates privacy, conducted an investigation of recent digital political practices, and
issued a report urging the government to “legislate at the earliest opportunity to introduce a
statutory code of practice” addressing the “use of personal information in political campaigns”
(Denham, 2018). In Canada, the Privacy Commissioner offered “guidance” to political parties in
their  use  of  data,  including  “Best  Practices”  for  requiring  consent  when  using  personal
information (Office  of  the  Privacy Commissioner  of  Canada,  2019).  The European Council
(2019)  adopted  a  similar  set  of  policies  requiring  political  parties  to  adhere  to  EU  data
protection rules.

We recognise that the United States has a unique regulatory and legal system, where First
Amendment protections of free speech have limited regulation of political campaigns. However,
the dangers that big data marketing operations pose to the integrity of the political process
require a rethinking of policy approaches. A growing number of legal scholars have begun to
question whether political uses of data-driven digital marketing should be afforded the same
level of First Amendment protections as other forms of political speech (Burkell & Regan, 2019;
Calo, 2013; Rubinstein, 2014; Zarsky, 2019). “The strategies of microtargeting political ads”,
explain Jacquelyn Burkell and Priscilla Regan (2019), “are employed in the interests not of
informing, or even persuading voters but in the interests of appealing to their non-rational
biases as defined through algorithmic profiling”.

Advocates and policymakers in the US should explore various legal and regulatory strategies,
developing a broad policy agenda that encompasses data protection and privacy safeguards;
robust transparency, reporting and accountability requirements; restrictions on certain digital
advertising techniques; and limits on campaign spending. For example, disclosure requirements
for digital media need to be much more comprehensive. At the very least, campaigns, platforms
and networks should be required to disclose fully all the ad and data practices they used (e.g.,
cross-device tracking, lookalike modelling, geolocation, measurement, neuromarketing), as well
as  variations of  ads  delivered through dynamic creative  optimisation and other  similar  AI
applications. Some techniques — especially those that are inherently manipulative in nature —
should not be allowed in political campaigns. Greater attention will need to be paid to the uses
of data and targeting techniques as well, articulating distinctions between those designed to
promote robust participation, such as “Get Out the Vote” efforts, and those whose purpose is to
discourage voters from exercising their rights at the ballot box. Limits should also be placed on
the sources and amount of data collected on voters. Political parties, campaigns, and political
action committees should not be allowed to gain unfettered access to consumer profile data, and
voters  should  have  the  right  to  provide  affirmative  consent  (“opt-in”)  before  any  of  their
information can be used for political purposes. Policymakers should be required to stay abreast
of fast-moving innovations in the technology and marketing industries, identifying the uses and
abuses  of  digital  applications  for  political  purposes,  such  as  the  way  that  WhatsApp  was
deployed during recent elections in Brazil for “computational propaganda” (Magenta, Gragnani,
& Souza, 2018).
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In addition to pushing for government policies, advocates should place pressure on the major
technology  industry  players  and  political  institutions,  through  grassroot  campaigns,
investigative journalism, litigation, and other measures. If we are to have any reform in the US,
there must be multiple and continuous points of pressure. The two major political parties should
be encouraged to adopt a proposed new best-practices code. Advocates should also consider
adopting the model developed by civil rights groups and their allies in the US, who negotiated
successfully with Google, Facebook and others to develop more responsible and accountable
marketing and data practices (Peterson & Marte, 2016). Similar efforts could focus on political
data and ad practices.  NGOs, academics,  and other entities outside the US should also be
encouraged to raise public concerns.

All of these efforts would help ensure that the US electoral process operates with integrity,
protects privacy, and does not engage in discriminatory practices designed to diminish debate
and undermine full participation.
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