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Abstract: Operational risk is defined as the potential losses resulting from events caused by inade-
quate or failed processes, people, equipment, and systems or from external events. One of the most
important challenges for the management of the company is to improve its results through its opera-
tional risk identification and evaluation. Most of Enterprise Risk Management (ERM) scholarship
has roots in the finance/risk management and insurance (RMI) discipline, mainly in the banking
sector. This study proposes an innovative operational risk assessment methodology (OpRAM), to
evaluate operational risks focused on telecommunications companies (TELCOs), on the basis of
an operational risk self-assessment (OpRSA) process and method. The OpRSA process evaluates
operational risks through a quantitative analysis of estimates which inputs are the economic impact
and the probability of occurrence of events. The OpRSA method is the “engine” for calculating the
economic risk impact, applying actuarial techniques, which allow estimation of unexpected losses
and expected losses distributions in a TELCO. The results of the analyzed business unit in the field
work were compared with standardized ratings (acceptable, manageable, critical, or catastrophic),
and contrasted against the company’s managers, proving that the OpRSA framework is a reliable
and useful management tool for the business, and leading to more research in other sectors where
operational risk management is key for the company success.

Keywords: enterprise risk management (ERM); operational risk management; COSO; risk evaluation;
risk self-assessment; risks in telecommunications

1. Introduction

It is known that business organizations find their fundamental purpose through value
creation for stakeholders, usually represented by their customers, shareowners, employees,
shareholders, suppliers as well as by the social impact they produce (Krause and Tse 2016).
A common aspect of the organizations is that in their strategic and operational decisions,
they face uncertainty. ERM (Enterprise Risk Management), a basic reference of this research
study, is a framework (COSO 2004; COSO 2017) that covers various risk types that organi-
zations face (Karaca and Senol 2017). Beals et al. (2015) explains that ERM facilitates the
awareness of risk factors which helps management in making decisions. The focus of ERM
is the deployment of a risk management process for the business, enabling the adoption of
best practices with the stakeholders’ support. A key step of the risk management process is
risk evaluation (COSO 2017).

Rubino (2018) explains that risk and uncertainty bring negative outcomes, as well as
positive opportunities; in order to implement this philosophy within the company, events
need to be identified and evaluated, stating that the published ERM frameworks have some
limitations, such as the lack of risk evaluation techniques to be implemented in specific
sectors. Accordingly, one of the most important challenges for the management of the
company is to improve its results through its operational risk identification, evaluation,
and management, being the operational risks the basic and most common events for
any business unit in an organization (Callahan and Soileau 2017). The most studied tested
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experiences about the use of operational risk evaluation methods belong to financial and
insurance disciplines (Chernobai et al. 2007; McShane 2018), particularly in the banking
sector, through models such as Basel II (Basel Committee on Banking Supervision 2006, 2009).
There is a lack of contrasted references in the telecommunications sector. In fact, while
McShane et al. (2011) rely on the financial services industry to analyze good practices in
risk evaluation techniques, Monda and Giorgino (2013) indicate the limitations of finding
similar quantitative evaluation methods for other industries, such as telecommunications.

This paper seeks to address the aforementioned limitations and it has the objective
of building a risk assessment methodology (based on a risk self-assessment process and
method) to establish a reference for operational risk evaluation of companies in the telecom-
munications sector, enhancing their business results. The companies implementing risk
management models based on ERM for risk evaluation, achieve high financial results and
receive best evaluations from the market (Florio and Leoni 2017), which is related to the
idea of “what you don’t measure, it is difficult to know if it can be improved” (Ruiz-Canela
López 2004).

1.1. ERM and the Value for the Shareholders

Among all the stakeholders, it is relevant to stress the importance of ERM in shaping
shareholder value both in developed and developing economies. In their study of ERM pro-
grams implementation for specific firms, Hoyt and Liebenberg (2011, 2015) found a positive
correlation between firm value and the deployment of ERM. McShane et al. (2011) also found
a positive association between Standard and Poor’s ERM Quality rating and company
value within the insurance industry. In the case of financial organizations, risk management
has always played a central role based on shareholder value concepts (Dickinson 2001).
Additionally, for non-financial firms a positive relationship was found between ERM and
their values, even over financial crisis period from 2001 to 2011 (Anton 2018). Bertinetti
et al. (2013) found a positive statistically relation between the ERM implementation and
firm value, for both financial and non-financial industries. Manab and Ghazali (2013)
conclude in their research that each type of organization, whether profit or non-profit,
provides value for its stakeholders. They also analyze that risk management practices
have an effect on shareholder value on certain aspects of risk management variables; for
non-financial companies, less regulated compared to financial companies, almost all vari-
ables have an impact on shareholder value. Lechner and Gatzert (2018) findings show that
size, international diversification, and the industry sector (banking, insurance, and energy)
positively impact the implementation of an ERM framework, leading to shareholder value
creation. Furthermore, Gatzert and Martin (2015) conducted a comparative assessment of
empirical evidence study regarding the determinants of ERM and its value once imple-
mented, which showed a relevant positive impact on corporate value and performance.
Additionally, the research of Altuntas et al. (2020) reviews various studies to confirm the
positive relationship between ERM adoption and value creation for firms, pointing out that
their performance increase after ERM programs implementation.

1.2. Literature Review

Starting with the literature review, in addition to the abovementioned sources and all
references included in the rest of the sections, we must say that ERM began to take root in
the late 1990s and has since created positive expectations for effective management and
good corporate governance. However, as evidenced by research, such as the study of Fraser
and Simkins (2016) applied to a best practice business case in risk management deployment,
many companies belonging to different sectors still struggle with ERM implementation.
Nevertheless, over the last two decades, ERM approach has gained substantial momentum,
and many firms have implemented risk management processes for risk identification,
evaluation, and management. Despite its growing experience in practice, ERM frameworks
have attracted little attention research compared to other disciplines. However, relevant
literature on specific ERM-related issues has been developed and has inspired this study.
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In order to initially understand the overall context of this research, it has been necessary
to review the following: one set of papers that examine the factors that influence ERM
adoption (Beasley et al. 2005; Kleffner et al. 2003; and Liebenberg et al. 2003); other research
works that study the effects of ERM adoption on performance (Beasley et al. 2008; and
Gordon et al. 2009); as well as another cluster of papers that explores risk management
practices in specific organizational settings (Mikes 2009; Wahlström 2009; and Woods 2009).
As studied by Nocco and Stulz (2006), a carefully designed ERM approach can be a source
of long-run competitive advantage through its effects at both a “macro” or company-wide
level (i.e., enabling senior management to identify, measure, and manage to acceptable
levels the risks faced by the firm) and “micro” or business-unit level (e.g., adding value by
ensuring that relevant risks are efficiently evaluated by operating managers and employees
throughout the company).

The discipline of operational risk management has been maturing for decades within
the financial sector, supported by regulatory initiatives such as Basel II Accord (Basel Com-
mittee on Banking Supervision 2006), and business factors due to increasing competition,
improved risk-based decision making and value creation for stakeholders. Major strides for
this sector have been developed in areas such as risk evaluation and loss data collection in
line with the main objective of Basel II which is “to enhance the stability and soundness of
the international banking system, in particular by strengthening risk management practices
and developing significantly more risk-sensitive capital requirements” (Basel Committee
on Banking Supervision 2006). Pakhchanyan (2016) performed a complete survey of op-
erational risk management literature for financial institutions, that provides evidence of
advanced techniques based on operational losses distributions for risk evaluation for the
financial sector. The author also develops the operational risk concepts following Basel
framework where the foundations are the operational loss data. Being financial risks central
to the business, every financial institution is also exposed to multiple non-financial risks
which tend to be hard to evaluate, decreasing transparency in the activities of management.
Successful financial institutions have a sophisticated understanding for evaluating their
core financial risks (primarily, credit and market risks); however, these institutions also face
operational risks exposures related to customers, information technology and processes,
among others, defined as “non-traditional” risks in this sector. While non-traditional risks
can have a real impact on the financial performance of an entity, they have been considered
as incidental, and therefore denominated as non-financial risks. The professionals in the
financial units tend to be expert in evaluating the activities that generate the financial
risks, but they are less knowledgeable about the non-financial risks, including operational
risks (Brown et al. 2019). In fact, operational risk is not a new concept for financial institu-
tions, as operational losses have been reflected in banks’ balance sheets for many decades
(Chernobai et al. 2007).

Another lesson learnt from financial services organizations attribute considerable
importance to benchmarking themselves against their peers only, instead of looking outside
of their sector. For this reason, in order to gain knowledge and experience for enhancing
performance and results, it is reasonable to build ERM models for other sectors and
consider a business case or case study approach (Ashby 2008), which is the focus of
this research. Therefore, it is recognized that despite these advances for the financial
services, there should be relevant lessons to be learnt from other industry sectors such
as manufacturing and energy production, or from others where knowledge about risk
management is scarce, such as in the telecommunications industry. One fundamental
difference between the financial sector and other major industrial services is that financial
factors, such as capital analysis, are better studied and modelled than risk management
and evaluation in other industrial services where operational events and losses are the
result of multiple interrelating operational causes and events. Nevertheless, in every
sector, financial and non-financial, loss prevention activities, such as risk evaluation, are
needed for the success of firms; however, literature review shows that most of ERM
studies for evaluating risks are focused on entities belonging to non-telecommunications
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sector. Baxter et al. (2013) relied on the financial services industry to evaluate ERM
operating performance; however, the samples of their studies were only limited to firms
within financial and insurance sectors, which are not generalizable to other industries
such as the telecommunications industry. Prior economic and finance literature differ
from non-financial firms in concepts related to investment and regulation which have
implications for implementing risk assessment techniques, where financial firms have been
developing studies for financial leverage, profitability, and price setting behavior, while
non-financial firms have not performed this vast knowledge and research (Armstrong
et al. 2016). Furthermore, as studied by Breden (2008), operational risk evaluation for
non-financial firms is not an easy practice for the following reasons: (i) operational risk is
highly context-dependent: it is concerned with the risk of loss resulting from the failure of
systems, processes, people, and from external events, and all firms have different processes,
systems and practices to face them; (ii) there is no static portfolio of operational risks: the
new challenges are showing up every day due to innovation and new technology (e.g.,
cyber risk); and (iii) there is no defined risk portfolio: while, for example, considering and
individual credit risk it is easy to identify the amount of exposure, for an operational risk
(e.g., fraud or systems failure) it is very difficult to evaluate how great a firm’s exposure
might be. Nevertheless, recent research for non-financial industry is becoming more
frequent as the study developed by Ibrahim and Esa (2017) for the construction industry
where it can be found an interesting approach for data collection and analysis which
led the authors to conclude that ERM implementation has positive significance to be
applied in an organization to enhance the firm performance either in financial or non-
financial aspects. Wieczorek-Kosmala (2014) reviews why and how risk management
issues grow in importance within both financial and non-financial firms. The main reason
for this trend is the rapid dynamics and constant hardening of the business operations.
An efficient implemented risk management approach is helpful in overcoming obstacles
and in providing organizations a competitive advantage over those companies that do
not manage risk. ERM frameworks are usually perceived as the procedures applicable for
financial entities, due to the fact that in the financial sector the problem of over-excessive
assumption of risk is the main concern where the regulatory bodies address the issue of
capital adequacy, providing clear evaluation methods the financial institutions are expected
to meet (Basel Committee on Banking Supervision 2006). However, ERM and its associated
methodologies should be implemented in any type of organization, regardless of its sector.

Additionally, and following with the literature review of reference papers, the research
based on case studies and best practices on ERM has proven to be an efficient approach
(Woods 2009; Fraser et al. 2014), not only for the risk management discipline but also for
related subjects such as sustainability (Forcadell and Aracil 2019). Ching and Colombo
(2015) also base their research case studies for analyzing the behavior patterns in the
adoption of risk management practices by the companies surveyed, as well as for moving
into a convergence between theoretical practices and those adopted by the firms in a
diversity of industry segments.

Within every national economy, the companies in the telecommunications sector
stands out a specific segment of the service sector characterized by increasing competitive
challenges and exploration of new opportunities for generating innovative networks and
services, which lead these companies to redefine their role in the market as well as to
create new business models for new sources of profit, based on ERM frameworks and tools
(Wu et al. 2011). In fact, due to the type of services provided by large telecommunications
services companies, very much capital intensive and in somehow intangible compared
to other physical products, make it necessary for them to pay attention to ERM, from
risk identification and risk evaluation to selection and implementation of the appropriate
risk management methodology. This is key for protecting the company’s property and
profit by decreasing potential losses. An interesting study for telecommunications busi-
ness operations was developed by Dos Santos et al. (2005) where the concept of service
level assessment is explained, which is a theoretical concept related to operational risk
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evaluation. Arena et al. (2010) used a case study of a wide range of telecommunications
services provider to highlight the importance of using risk self-assessment and scenario
analysis for helping organizations in linking risk management with business strategy and
objective-setting for the business decision making process. Gandini et al. (2014) develops
an empirical investigation on sustainable development for telecommunications companies,
which depends on the ability to manage risks in a responsible way. Literature reveals that
risks in telecommunications domain are complex to evaluate due to lack of methodologies
for predicting emerging threats to the services and this is costing telecommunication op-
erators billions of dollars (Yesuf 2017). One main reason for this loss may be that there is
little emphasis given to the important step of risk evaluation process, unlike other sectors
where there is much more research and experiences in risk assessment approaches. Foto
et al. (2018) use a case study for risk management in the telecommunication industry. They
reviewed the advantages and disadvantages of financial risk management in the telecom-
munications industry. The study included an assessment of financial risk management
practices for the industry based on reliable data and statistical research. There are recent
studies (e.g., Sehrawat 2019) that examine the nature and strategies of risk management in
large telecom companies such as Nokia, where general and theoretical patterns and drivers
for risk management are described to ascertain how the company’s strategy is managing
risk. They describe the “what needs to be done” but leave for future research the “how
to implement ERM”, in particular the way to evaluate operational risks. Kozarevic and
Besic (2015) describe the efficiency of existing procedures for risk management and the
possibility for improving the existing situation in the telecommunications sector, using the
methodology of case study for “BH Telecom” company. Their paper develops the specifici-
ties of risk management in telecommunications services including a risk classification and
a brief general description of methods based on the postulates on statistics and actuarial
mathematics (through a theoretical model and questionnaires) for this sector, highlighting
the importance of measures for loss reduction of perils and risks. They conclude that it is
necessary to provide constant evaluation of a company’s risks to understand their impact
and probability of occurrence for every operational risk.

Following with the literature review, the methodology of this research considers var-
ious concepts studied by Renn (2008) such as: (i) the definition of risk, which contains
three elements: outcomes that have an impact, likelihood of occurrence, and the specific
context in which the event may materialize; (ii) the scope of negative effects about the
undesirable outcomes; (iii) the conceptualization of uncertainty for qualifying or quanti-
fying (evaluating) the risks; and (iv) the rule of aggregation for practical conclusions of
risk impact and probability of occurrence. Several authors support in their studies the use
of actuarial analysis (Cohen 1996), probabilistic risk assessment and scenario techniques
(Bedford and Cooke 2001) in an attempt to predict risk impacts and likelihood, and loss-
probability functions for showing distributions of information gathered in the interviews
with managers (Kolluru 1995) and data aggregation through Monte Carlo simulations
(Forester et al. 2006). Operational risk quantification can be based on the extreme value
theory (EVT) (Embrechts et al. 1997) applied in the way that the tail of the operating loss
distribution (the distribution of losses estimated for value-adding process using a statisti-
cal method) is fitted separately by fat-tail distributions, such as the Weibull distribution,
whereas the empirical distribution is used for the lower part of the loss distribution. Addi-
tionally, Diebold et al. (2000) review and study the applicability of extreme value theory
to risk management as well as the Value at Risk (the cumulative value of the operating
losses at a specific confidence level and for a specific period) and threshold (the value of
loss in the distribution that separates losses using the EVT) concepts. In accordance with
Barton et al. (2012) indications, ERM and risk evaluation cannot be stagnant, it should be
organic and alive. To be consistent with this recommendation, the methodology considers
a unique data set obtained from management through surveys and interviews, in order to
estimate the variables for the loss distribution. The use of qualitative data to be collected
and then quantitatively analyzed is becoming most natural in recent research (Saleem et al.



J. Risk Financial Manag. 2021, 14, 139 6 of 26

2019), where the process of analysis is based on questionnaires distributions, resulting data
to be expressed as statistical figures as well as to apply statistical tools needed to test the
hypotheses or to build risk management methodologies. In fact, surveying through ques-
tionnaires the top/middle managers to obtain data related to operational risks evaluation
is considered a best practice (Beasley et al. 2005). Furthermore, one of the most useful
approaches for establishing a framework for operational risk uses the technique of control
self-assessment (Wade and Wynne 1999). In this, a questionnaire or series of workshops
are used to identify and evaluate relevant risks for the firm by asking the responsible
parties within the company to subjectively assess various parts of the organization and
its characteristics. In order to implement the control self-assessment (CSA) framework,
the identification of events is needed for every business unit within the organization. For
each event category, specific questions are answered to gain insight into the associated risk
and their severity and probability of occurrence. As explained by Jacobus (2015), control
self-assessment, the basic element for a risk self-assessment (RSA) approach, is at the core
of ERM as a process and method to engage management and employees in evaluating risks;
it also drives the growth of risk and control ownership among the employees. Finally, an
important aspect is that the accuracy of risk evaluation methods depends on the soundness
of risk model and the availability of data. The appropriateness of those risk models, such as
ERM, is inherently linked to data availability and the impact and probability of occurrence
of events. Whatever methodology is chosen, the firm needs to understand the likelihood
and potential impact of the risks that it faces (Breden 2008). Furthermore, the accuracy of
risk evaluation methods depends on the measurability of outcomes and understanding of
effects (Muermann and Oktem 2003).

Blanco-Mesa et al. (2019) conclude about the importance of ERM implementation
in large companies, where control measures to be implemented for risk evaluation are
key for the management team. The executives need to prioritize risk management efforts,
including the use of methodology and tools for evaluating and treating the information to
improve the process of decisions-making in uncertain contexts. Furthermore, the lack of a
clear understanding of the alignment between the firm ERM programs and the industry’s
ERM frameworks, as well as the lack of vast literature, may limit the development and
implementation of ERM, including operational risk evaluation systems for financial and
non-financial firms. Karanja (2016) explains the two main industry-sanctioned ERM models,
COSO and ISO 31000, that firms refer to when implementing ERM approaches. Further
details are included and described in the next section, as these frameworks are the essential
pillars on which this research is based on the methodological point of view.

The article is organized as follows. After Section 1 (Introduction, including literature
review), in Section 2 (Materials and Methods) we present and explain the methodology we
propose and we define operational risk, a list of main ERM frameworks, and a description
of the chosen one to support risk evaluation. In Sections 3 and 4 (Results and Discussion)
we provide the output of the study, the methodology for evaluating operational risks for
a TELCO (Telecommunications Company) and the results analysis for the TELCO and
their interpretation. Finally (Section 5), some conclusions, where we include a summary of
findings, implications for researchers and practitioners, future research directions as well
as the limitations of the study.

2. Materials and Methods

In order to understand the methodology of this research, it is important to consider
that the main objective of this study is precisely to build, describe, and apply an op-
erational risk assessment methodology (OpRAM) for evaluating operational risks in a
telecommunications company, based on two interrelated components: an operational risk
self-assessment process (OpRSA process) and an operational risk self-assessment method
(OpRSA method). Both components were built, illustrated, and analyzed using a case
study approach (e.g., Ashby 2008; Ching and Colombo 2015; Forcadell and Aracil 2019;
Foto et al. 2018; Fraser et al. 2014; and Woods 2009) applied to a specific TELCO company
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(hereinafter named “TELCO”). The TELCO is a global telecommunications company listed
in Lima, Madrid, and New York. It is one of the largest telephone operator and mobile
network providers in the world. It provides fixed and mobile telephony, broadband and
subscription television, operating in Europe and in America, operating in 12 countries
and with presence in 24, with an average of 115,000 employees, revenues of 350+ million
euros, and 280+ million accesses (customers). TELCO’s risk management approach under
continuous development and improvement is COSO and the reasons for ERM adoption
include: legal and market requirements, corporate governance and internal controls re-
inforcement, as well as good practices deployment. The specific scope of the field work
applied to TELCO, that supports the results and conclusions of this research, is defined in
the first step of the OpRSA process.

2.1. Methodology

For the OpRSA process, the methodology is based on COSO ERM (COSO 2004)
components (in particular, the event identification and risk assessment ones). The sub-
section “Operational Risks. ERM Standards and Frameworks” analyzes this methodological
approach. Risk identification and evaluation workshops and semi-structured interviews
and brainstorming were the risk assessment tools for building the OpRSA process, as means
of collecting a broad set of ideas, ranking them by the team of the TELCO. Two inputs
were considered to initiate the construction of the OpRSA process. First, the definition
of operational risks for a TELCO, as well as on prior identification of its main events
(Renn 2008). This definition was done by the TELCO’s management team considering
the concepts defined in COSO (2004), and by benchmarking of the financial and banking
sector experiences; in this case the definition of operational risk included in Basel II (Basel
Committee on Banking Supervision 2006) was chosen in order to create a common language
within the organization to implement an ERM framework. The risk typology to classify and
identify all operational failures or possible loss events, which are inputs for this study, was
articulated through interviews and brainstorming sessions with the managers of different
areas of the TELCO, which led to an event identification model (Gandini et al. 2014; and
Kozarevic and Besic 2015). It includes the following 9 risk types: (1) end customer and sale
of products and services; (2) poor quality/interruption of service; (3) failures/damage to
assets (equipment, networks, systems, facilities, buildings); (4) suppliers, counterparties,
contractors and other agents; (5) processes; (6) breach of/non-compliance with laws and
standards; (7) fraud and unauthorized activities; (8) employment practices and on-the job
safety; and (9) harm to environment or to third parties. Both COSO framework and ISO
31000 standard include this identification step.

The second component of the methodology is the evaluation of the operational risks
in the following way. For the OpRSA method, and once the risks had been previously
identified, detailed facilitated workshops were conducted with top/middle managers
to gather the required information, considering the best practice of surveying through
questionnaires. The survey instrument, based on control self-assessment method, provided
the key inputs for structuring the OpRSA method defined in this research. The main data
was collected from managers who were considered knowledgeable and reliable informants
about risk evaluation process inputs (events impact and likelihood). For every organi-
zational unit under the scope of the TELCO case study, it was performed a quantitative
analysis of subjective estimates which inputs are the economic impact and the probability
of occurrence of every event for calculating expected, unexpected losses and rating classes
for risk evaluation, applying robust actuarial techniques based on scenario analysis. The
statistical concepts previously reviewed in the literature were implemented to build the
OpRSA method, where additional references are included.

2.2. Operational Risks: ERM Standards and Frameworks

Some useful definitions of risk are: “risk is the possibility that events will occur and
affect the achievement of objectives” (COSO 2017) and “risk is the effect of uncertainty on
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objectives and an effect is a positive or negative deviation from what is expected” (ISO
31000 2009). Basel II Agreements of July 2004 define operational risk as “potential losses
resulting from events caused by inadequate or failed processes, people, equipment and
systems or from external events” (Basel Committee on Banking Supervision 2006). There
are a number of standards and frameworks to guide companies in their implementation
of ERM. Some of them are mentioned by Lundqvist (2014) and Perera (2019): COSO,
ISO 31000, the joint Australia/New Zealand 4360-2004 standards, the Turnbull guidance,
the Casualty Actuarial Society framework, the International Association of Insurance
Supervisors framework, COBIT for Information Technology, Standards and Poor’s ERM
framework, and Basel II. The most frequently mentioned, and particularly used for risk
evaluation in this study, are COSO’s ERM integrated frameworks (COSO 2004 or COSO II;
COSO 2017 or COSO IV) and ISO 31000 standards (ISO 31000 2009; ISO 31000 2018).

The reference model used for risk evaluation in this study is COSO II for two reasons:
(i) it includes all the key elements for building a risk assessment methodology (process
orientation, effected by people of an organization and strategically related to a top man-
agement approach, designed to manage potential events within its risk appetite-value of
resources that the organization is willing to put at risk, and goal oriented). This is evident
in this framework’s definition of Enterprise Risk Management as “a process, affected by an
entity’s board of directors, management, and other personnel, applied to strategy setting
and across the enterprise, designed to identify potential events that may affect the entity,
and manage risk to be within its risk appetite, to provide reasonable assurance regarding
the achievement of entity objectives” (COSO 2004); and (ii) the prior existence of a COSO
based internal control framework for assessing the TELCO’s risk map that was already in
place and known in the organization and that was intended to be developed and improved
to allow economic quantification of risks.

ISO 31000 2009 (2009), as shown in Figure 1, develops a risk management process
which “involves the systematic application of policies, procedures and practices of commu-
nicating and consulting, establishing the context and assessing, monitoring, and reviewing
risk”.

J. Risk Financial Manag. 2021, 14, x FOR PEER REVIEW 9 of 28 
 

 

 
Figure 1. The Risk Management Process from ISO. Source: author own study on ISO 31000 (2009). 

ISO 31000 implementation for risk management implies an in-depth understanding 
of all the concepts detailed in the standard by the managers involved in a risk evaluation 
process and method (e.g., risk analysis, risk evaluation, risk assessment, risk treatment, 
and the interrelation among them), and for this reason ISO 31000 was not considered a 
practical approach for the objectives of this study. In summary, ISO 31000 (2009) does not 
create challenges for those who use language and approaches that are unique to their area 
of work but different from this standard (Purdy 2010). Furthermore, as studied by Lalonde 
and Boiral (2012), in managing risks through ISO 31000, managers must question their 
own assumptions in the implementation of such a standard, and consider the specificities 
of their organizational environment while being vigilant in its monitoring, a hard task for 
people who are not subject matter experts on standards deployment. COSO is quite well 
adapted to the global market, as well as to its organizations, while ISO 31000 standard 
works better for companies that have ISO 9001 (2015) quality certification (Dias 2017). 
Nevertheless, standards such as ISO/IEC 31010 (2009) help in applying risk assessment 
techniques. 

COSO II provides a practical approach for risk evaluation. Moeller (2007) is a good 
reference for a clear understanding of the COSO II framework. COSO II framework 
(COSO 2004), the one which supports this research and depicted in Figure 2, presents 
eight components of ERM: (i) the internal environment sets the tone of an organization 
and its philosophy of risk management and risk appetite; (ii) objective setting aligned with 
the organization´s strategy and consistent with its risk appetite; (iii) event identification 
of all risks, where operational risks are relevant for the business; (iv) risk assessment, the 
main component for this study, to consider the extent to which potential events may affect 
a company´s ability to achieve its objectives; (v) risk response for avoiding, accepting, re-
ducing, or sharing risk; (vi) control activities to ensure that risk responses are carried out; 
(vii) information and communication to link together each of the other components; and 
(viii) monitoring for the framework to work effectively on a continuous basis. It also has 
four categories of objectives: strategic, operations (where operational risks need to be eval-
uated), reporting, and compliance with laws and regulations. 

Figure 1. The Risk Management Process from ISO. Source: author own study on ISO 31000 2009 (2009).

ISO 31000 implementation for risk management implies an in-depth understanding
of all the concepts detailed in the standard by the managers involved in a risk evaluation
process and method (e.g., risk analysis, risk evaluation, risk assessment, risk treatment, and
the interrelation among them), and for this reason ISO 31000 was not considered a practical
approach for the objectives of this study. In summary, ISO 31000 2009 (2009) does not create
challenges for those who use language and approaches that are unique to their area of
work but different from this standard (Purdy 2010). Furthermore, as studied by Lalonde
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and Boiral (2012), in managing risks through ISO 31000, managers must question their own
assumptions in the implementation of such a standard, and consider the specificities of their
organizational environment while being vigilant in its monitoring, a hard task for people
who are not subject matter experts on standards deployment. COSO is quite well adapted
to the global market, as well as to its organizations, while ISO 31000 standard works better
for companies that have ISO 9001 2015 (2015) quality certification (Dias 2017). Nevertheless,
standards such as ISO/IEC 31010 2009 (2009) help in applying risk assessment techniques.

COSO II provides a practical approach for risk evaluation. Moeller (2007) is a good
reference for a clear understanding of the COSO II framework. COSO II framework
(COSO 2004), the one which supports this research and depicted in Figure 2, presents eight
components of ERM: (i) the internal environment sets the tone of an organization and its
philosophy of risk management and risk appetite; (ii) objective setting aligned with the
organization’s strategy and consistent with its risk appetite; (iii) event identification of
all risks, where operational risks are relevant for the business; (iv) risk assessment, the
main component for this study, to consider the extent to which potential events may affect
a company’s ability to achieve its objectives; (v) risk response for avoiding, accepting,
reducing, or sharing risk; (vi) control activities to ensure that risk responses are carried
out; (vii) information and communication to link together each of the other components;
and (viii) monitoring for the framework to work effectively on a continuous basis. It also
has four categories of objectives: strategic, operations (where operational risks need to be
evaluated), reporting, and compliance with laws and regulations.
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COSO IV, which is the latest version of this framework, pays more emphasis of how
ERM links strategy, risk, and performance, but it does not add to COSO II any relevant
aspect for risk evaluation purposes.

3. Results

The main result of this study is the building, description, and application of an
operational risk assessment methodology (OpRAM) which has two components: an opera-
tional risk self-assessment process (OpRSA process) and an operational risk self-assessment
method (OpRSA method), for evaluating operational risks in a telecommunications com-
pany (TELCO). The OpRAM development is based on the use of data collection analysis
(Saleem et al. 2019; and Ibrahim and Esa 2017), through questionnaires (Beasley et al. 2005)
responded by managers of the TELCO, statistical techniques on operational loss distri-
butions (Pakhchanyan 2016), risk assessment tools (ISO/IEC 31010 2009), as well as the
application of control and risk self-assessment approaches (Jacobus 2015; and Wade and
Wynne 1999), actuarial analysis (Cohen 1996), probabilistic risk assessment and scenario
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techniques (Bedford and Cooke 2001), Basel II recommendations (Basel Committee on
Banking Supervision 2006), and COSO and ISO 31000 frameworks (Karanja 2016), among
other theories referenced in the following sections.

The risk assessment methodology is based on the identification of the various opera-
tional event categories already in place in the TELCO, and it is grounded in the following
factors: (ii) the belief that the opRAM is particularly appropriate to an environment of
fast paced business, organizational, and technological changes, because the predictive
perspective of the scenario analysis allows such changes to be included immediately
in the measurement of risks, whereas in a model based on historical loss data, there
would be some delay (2–3 years); and (ii) the existence of operational risk management
methodologies in enterprises of similar characteristics and size of the TELCO (for example,
in the banking sector, based on Basel Models) (Basel Committee on Banking Supervision
2006, 2009).

The main characteristics of the OpRAM are: (i) involvement of the business units
(BUs), in the economic quantification of the risk, following the OpRSA process through
estimates of the average economic impact and probability of occurrence of each of the
operational events; and (ii) calculation of the economic impact of the risk, applying robust
actuarial techniques (OpRSA method), based on scenario analysis (Fraser and Simkins
2016), that reflects the risk appetite of each BU which is analyzed, and provide reliability
and credibility and, consequently, the use of the risk measurement for making decisions
(Wu et al. 2011).

3.1. Operational Risk Self-Assessment Process

The concept of risk self-assessment process is based on the process of control self-
assessment (Arena et al. 2010) which helps in identifying, analyzing, and mitigating risks
through cooperative problem solving (Hubbard 2005). The operational risk self-assessment
process (OpRSA process) is articulated in six phases as showed in Figure 3.
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3.1.1. Definition of the Scope of the OpRSA Process

The activities of this phase are the definition of the approach, top-down (top/middle
management involved) vs. bottom up (operational staff); and integral (whole organization)
vs. partial (the relevant units of the TELCO in terms of potential losses). The identification
of the organizational units to be evaluated is decided in this phase. The nature of the
different types of operational events makes it necessary their assessment to be done in a
single session with the participation of all the people in the BU with responsibility and
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knowledge for estimating the inputs of the OpRSA method (mean frequency, mean severity,
and worst case).

For the TELCO field study, a top-down and partial approach has been analyzed,
looking for the management commitment and faster implementation of the OpRSA process
as well as for being focused on the main BU and segment which generates most of the
operational events in the company. In line with the partial approach, the scope of the field
study analyzes the Residential segment of the Fixed Line BU of the TELCO.

3.1.2. Adjustment and Parametrization of the OpRSA Method

The objectives of this phase are the creation of the questionnaires, the definitions of
the risk thresholds (cut-offs) and assessment ranges (rating classes), and the setting and
parametrization of the calculation engine embedded in the OpRSA method and supported
by the OpRSA SW (a TELCO’s internal software for managing data). The core element is
the questionnaire, which must be designed for each organizational unit, where the event is
the driving element. The questionnaires are composed of a number of questions that are
put to the managers, who must respond for each type of event regarding the estimates.
The OpRSA method allows an estimate of the economic impact of the risk being evaluated
and expressed in terms of expected loss (EL) and unexpected loss (UL). The EL is what the
TELCO expects to lose in the specified time period. The UL is what the TELCO could lose
if an unexpected event happens in the BU.

The risk thresholds, which are needed to identify the risk levels (rating classes), are
an expression of the risk appetite of the TELCO. The objective of the rating process is to
associate the risk type to a specific rating class. Since it is difficult to obtain an exact risk
measure, it is useful to work with a low number of rating classes. Based on the economic
acceptability of certain levels of UL, three risk thresholds have been defined to establish
four rating classes: rating A acceptable (best situation with minimum risk of operational
losses), rating B manageable (non-worrisome risk of loss, first sign of alert), rating C
critical (problematic situation where a deeper analysis should be performed to evaluate the
opportunity of mitigating actions), and rating D catastrophic (very critical situation which
needs an immediate mitigating action). The use of ranges to measure risks is described
by Hargreaves (2010). When defining risk thresholds, these may be fixed in two ways:
(i) direct identification of an economic sum that is representative of the organizational unit.
This amount represents the absolute economic “unexpected losses” related to the BU’s risk
appetite; and (ii) exposure indicator, which is the parameter that best represents the BU’s
activity in order to define the limit points that mark the different ranges or thresholds. The
exposure indicator is basic to provide aggregated information regarding the size of the BU
under analysis, but it should also be a proxy of the effective operational riskiness of the
BU, since only such a driver would allow a meaningful normalization of unexpected loss
(UL). More precisely, since the objective of the analysis is the single question (i.e., a single
event), UL should be compared to a monetary indicator considered meaningful and able to
express the exposure of the BU for that specific operational loss event. Another relevant
aspect in the choice of the exposure indicator is related to its availability in the management
information system. For these reasons, accounting indicators are typically used; more
specifically P&L (Profit and Loss) measures, since they are particularly good in expressing
size and exposure characterizing the operations within a time horizon. Main options for
exposure indicators are “gross margin”, “OIBDA” (Operative Income Before Depreciations
and Amortizations)”, “gross revenue”, and “total costs”. The chosen indicator should be
representative and reliable of “operational volumes” expected for the next year. Following
this, an exposure indicator (EI) needs to be defined for every BU. In general, this indicator
shows the size of the organizational unit and the risk thresholds are identified by fixing
cutoffs (percentages) over these indicators. This normalized measure of unexpected loss
(UL) in relation with a risk indicator ratio (UL/EI) allows to create a common scale for all
the BUs and define “universal” thresholds based on this ratio. For this reason, as explained
before, the EI is a proxy of the effective operational riskiness of the organizational unit,
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since it is a driver that allows a meaningful normalization of the UL. Figure 4 shows an
illustration of risk thresholds, expressed in terms of exposure indicator ratio (UL/EI).
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The risk thresholds based on the OpRSA method used in this study, were supported
by the finance department of the TELCO, and were validated with the managers of the
different organizational units. The risk thresholds of the different BUs were established
using two exposure indicators, the trade margin for units with income statements and the
operating expenses for the rest of the units. The percentages established in the TELCO for
the two exposure indicators are presented in Table 1.

Table 1. Exposure Indicators for the TELCO (Telecommunications Company).

Threshold
Exposure Indicator

Trade Margin Operating Expenses

Manageable 99% 101%
Critical 98% 103%

Catastrophic 97% 105%
Source: author own study based on TELCO’s data.

As an example, if a BU has a target trade margin of €1000 Million (MM), its thresholds
would be established as shown in Table 2.

Table 2. Example of Thresholds based on EI.

Exposure Indicator 1000 MM €

Percentage 99% 98% 97%
Expected value 990 MM € 980 MM € 970 MM €

Threshold 10 MM € 20 MM € 30 MM €
Source: author own study.

For this BU, a risk would be considered acceptable if the losses are less than €10 MM,
manageable if they are between €10 MM and €20 MM, critical if they are between €20 MM
and €30 MM, and potentially catastrophic if they are higher than €30 MM.

3.1.3. Execution of Questionnaires

In this phase there is a quantitative answers collection with the BU managers in terms
of mean frequency, mean severity, and worst cases estimates (Barton et al. 2012), which are
the inputs of the framework for the scenario analysis performed by the OpRSA method.
The process of executing the questionnaires was completed as follows: once the questions
were identified, meetings with the managers were held with the staff of the BU under study
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in order to validate the questions and for them to answer. For the probability of occurrence
(likelihood) of the events, once the risk thresholds were validated by the BU, the question
is asked in terms of the estimated average frequency, i.e., the average number of loss events
expected for the considered time period (one year), considering the quality of the existing
controls and the available assets. After this question was answered, the managers estimated
the average economic severity, defined as the mean economic impact expected for an event,
considering the existence of controls and recoveries. Finally, the managers answered the
worst case question, which is defined as the economic impact of an event in the worst
possible situation. The last phase of the execution of questionnaires process was the on-site
validation of the results obtained when the assessment was completed, providing the
average expected losses, the average unexpected losses and the rating obtained, indicating
that they were reasonable. Fraser (2010) presents relevant information which was used for
conducting the risk interviews.

3.1.4. Review and Optimization of the OpRSA Process

In this phase, the OpRSA process performed the analysis of results, shared them with
the organizational units of the BU and made the fine tuning of the results and ratings. This
phase involved studying the results in order to achieve consistency in terms of expected
and unexpected losses and standardized rating. The results obtained in the BU under study
were analyzed by checking them with the audit and finance departments.

3.1.5. Reporting of Results of the OpRSA Process

This is the phase of the OpRSA process where risk reports are designed, prepared, and
shared with the organization. This is relevant for this study to prove the effectiveness of the
proposed OpRAM methodology. Reports constitute a reliable tool that provided strategic
and operational information, giving a global overview of the TELCO’s risk exposure to be
managed, alerting on anomalous or critical situations, and providing reliable information
for making decisions.

3.1.6. Maintenance of the OpRSA Process

Basic activities to be included in this phase of maintenance are: periodic review of
the OpRSA methodology, review of the level of execution of the questionnaires, update
of questions (events in the TELCO) included in each questionnaire and risk thresholds, as
well as assurance of flow of information to management.

3.2. Operational Risk Self-Assessment Method

The operational risk self-assessment method (OpRSA Method) consists of a quanti-
tative analysis of subjective estimates (mean frequency, mean severity, and worst case)
collected through the OpRSA process to get an output expressed in terms of risk (unex-
pected loss). This quantitative analysis is based on an actuarial approach for modelling
frequency and severity of risks in order to characterize the potential operational losses.
This information, essential to estimate severity dispersion around its mean value, is useful
to obtain an output in terms of UL and to define the risk thresholds.

The scheme of the OpRSA method for every event is defined as follows: the inputs
are the subjective information coming from the three estimates. The outputs are the EL
distribution, the UL distribution, and the rating percentages based on UL results. The
scheme structure for transforming the inputs into outputs has been performed through the
following elements: an actuarial approach and hypotheses on statistical distributions for
frequency and severity and their convolution for building EL and UL density curves, an UL
map based on these hypotheses, i.e., quantitative classes for frequency and impact (number
of events per year for frequency and € classes for severity and worst case), and definition of
risk thresholds of normalized unexpected losses (based on appropriate exposure indicators)
to build the risk levels (rating classes). The statistical features basics for creating the OpRSA
method are described by Basel framework, Chernobai et al. (2007), and Strzelczak (2008).
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3.2.1. Actuarial Approach

The logic of the actuarial approach is to consider separately the distribution of the
number of occurrences within a certain time horizon (frequency) and the distribution of the
impact of the single event in that period (severity); and then proceed at their convolution
to get a unique distribution, the loss distribution, to be cut at the preferred quantile to get
the Value at Risk (VaR) at the desired confidence level (Diebold et al. 2000). According
to this approach, expected loss-EL is the expected value of the potential loss distribution,
while unexpected loss-UL is the difference between the quantile at 99.9% (Value at Risk) of
the loss distribution and the expected value of the same loss distribution (EL). It evaluates
the degree of dispersion of the distribution in relation to its average value (mean), so it can
be considered as a risk measurement (Guillen et al. 2007 and Jobst 2007).

The following parametric hypotheses have been adopted: for the frequency, that can
be described by a single parameter (mean frequency), the Poisson distribution. For the
severity, to be described by two parameters, the Weibull distribution (Embrechts et al. 1997),
which can be associated with mean severity and worst case, representing quantile at 99.9%
on severity distribution. Once the frequency and severity distributions which describe
specific loss event types are defined, loss distribution can be obtained via Monte Carlo
convolution (Forester et al. 2006). Monte Carlo simulation consists of a random sampling
from the severity of many events that have been analyzed according to the previous chosen
sample made on the frequency distribution. Through this distribution, the unexpected loss
can be determined at the desired confidence level as shown in Figure 5.
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This means that for each combination (L, a, b) in the 3-D space identified by mean
frequency (Poisson- L, mean severity (Weibull-a) and worst case (Weibull-b)), a precise
level of expected and unexpected loss can be determined (Martínez-Sánchez et al. 2016).

The next step consists of identifying in this space all the points with the same level
of unexpected loss, defined as “iso-UL surface”. In particular the attention is focused on
those three iso-UL surfaces identified by the three critical levels of unexpected loss, coming
from the definition of cut-offs on the ratio UL/EI.
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3.2.2. Classes of Frequency, Severity, and Worst-Case Thresholds

The risk thresholds are based on every BU depending on their size and their strategic
objectives. Therefore, it is necessary to define a measure expressing the risk level that
can be associated with a specific risk type and for this reason, the risk thresholds are
identified through specific rating classes, being the unexpected loss the way to represent
the risk. Starting from these abovementioned iso-UL surfaces, the rating classes for the
collection of the subjective estimates can be determined. The collection of the answers
related to frequency corresponds to a mean severity-worst case plane identified by the
mean frequency value suggested by the interviewees according to the proposed Table 3 as
a reference scale.

Table 3. Frequency classes.

Frequency Classes (Average Number Events/Year)

Every 10 years 0.1
Every 4 years 0.25
Every 2 years 0.5

Annual 1
Half-yearly 2
Quarterly 4
Monthly 12

Every 2 weeks 26
Weekly 52

2–3 times a week 150
Daily 250

More times a day 500
Source: author own study.

This plane (iso-UL plane), cutting the iso-UL surfaces, which represent the three critical
levels of UL stemming from the cut-offs previously defined, identifies, by intersection, the
iso-UL curves which determine groups of points with the same unexpected losses (UL1,
UL2, and UL3, respectively), as shown in Figure 6.
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Two properties for these curves emerge: linearity and parallelism. On this plane, the
relevant area to be considered for the analysis is limited the following two constraints. First,
mean severity worst case (since the quantile at 99.9% on severity distribution is associated
to worst case, it is reasonable, by construction, that the mean of this distribution is less than
or equal to the worst case itself). Second, mean severity 1/100 worst case (the hypothesis is
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not to consider too extreme cases in which worst case is equal to more than one hundred
times the mean severity). Therefore, the range under analysis is determined considering
the upper limit (intersection between the bisector-first constraint- and the highest iso-UL
curve), and the lower limit (intersection between the lowest constraint and the lowest
iso-UL curve), as shown in Figure 6. The answer about frequency, together with cut-off
on the UL and the abovementioned constraints, brings to the identification of the severity
range, on which the severity classes will be concentrated to discern the rating classes.

This aspect is important because it strongly reduces the relevant interval to be con-
sidered for severity during the analysis, allowing focusing the limited number of severity
classes to be proposed to the interviewee. Once the relevant range of severity has been
determined, the criteria for the determination of the severity classes need to be defined.
Severity classes depend on the calibration linked to the size of the unit and on the first
answer given to the mean expected frequency for the loss event. In the definition of these
division criteria the first choice is related to the number of severity classes to be proposed
to the interviewee to collect the subjective estimates. The number of classes adopted has to
be sufficient to be able in discerning between the different rating classes (the OpRSA SW
was parametrized with 8 rating classes); this number is constant, independent from the
frequency answer. Once the number of classes to be used has been set, starting from the
intersections of the iso-UL curves and the constraints, the identification of the boundaries of
each class can be performed in the following way which summarizes the abovementioned
criteria: we only keep the three main thresholds deriving from the intersection of the
iso-UL curves with the bisector (mean severity ≤ worst case), and are kept together with
the lowest threshold given by the intersection of the first iso-UL curve with the lowest
constraint. The criteria to be followed for the definition of the questions on worst case
also need to be defined. The only estimate on the mean severity does not allow to get
a full description of the whole distribution of the impact of the single event. This third
estimate makes the problem fully determined, allowing a precise identification of a finite
area characterizing the set of collected answers (frequency-mean severity-worst case). The
intersection between the mean level of the chosen severity class and iso-UL critical curves
identifies the thresholds to be proposed for the question on the worst case.

3.2.3. Analysis of the OpRSA Method Outputs

The subjective estimates treatment of the three parameters and the techniques for
output analysis need to be described to understand the results of this study. The answer to
each question for frequency, mean severity, and worst case is not punctual, but in classes,
so, a priori, loss distribution is not available to determine expected and unexpected loss.
The three estimates provided by the interviewee for each risk type allow the individuation
of a specific area in the three-dimensional space: the trapezium (area) that represents the
aggregated expression of the three collected estimates. Starting from this area, each answer
for frequency, severity and worst case can be characterized in terms of expected loss (EL)
and unexpected loss (UL). The “average severity-worst case” plane to be analyzed after the
collection of the first estimate (average frequency) represents a situation of mean frequency
by construction and considering the characterized area by the set of answers, the following
relation applies: EL = (average frequency) * (average severity); i.e., for each average severity,
since the average frequency is constant on this plane, a different level of EL will correspond
to it. Based on this, the area under analysis (outputs) can be characterized in terms of
expected loss. The information collected through the three subjective estimates can be
understood in terms of probability distribution for the expected loss. This implies that
within the severity interval chosen by the interviewee, a distribution can be associated to
the analyzed loss event and not simply to a single value of EL. The characterization of
the outputs in terms of UL has similar considerations to the abovementioned ideas. As
shown in Figure 7, moving at constant levels of UL, i.e., parallel to the iso-UL curves, it is
easier to identify those areas to be considered. According to this rationale, each answer
(frequency-severity-worst case) can be characterized by a distribution of UL. It is important
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to highlight the fact that even for the UL, the output is not simply a point estimate but a
confidence interval.
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As shown in Figure 8, the UL distribution obtained from each answer can be aggre-
gated into the total UL distribution related to the whole questionnaire or to a generic group
of answers. Aggregation of risk measures is a main pillar for ERM implementation, as
described by Brown et al. (2019). This distribution represents the basic set of information
used to get aggregated results in term of total UL (for organizational unit or specific loss
event type across the whole organization) and in terms of rating.
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4. Discussion
4.1. Empirical Results for the TELCO

The following results are the empirical outputs applied to the TELCO case study
based on the implementation of the OpRAM methodology, which main components are:
the inputs from the questionnaires (mean frequency, mean severity, and worst case), the
economic evaluation of the results in terms of expected loss (EL) and unexpected loss (UL),
the Value at Risk (defined as the sum of EL and UL expressing the maximum expected loss
in one year with a confidence level of 99.9%), and the three risk thresholds which identify
the four rating classes (acceptable, manageable, critical, catastrophic).

In order to distribute the risk thresholds, defined at BU level, among the different
events included in the questionnaire, a quadratic relationship was used, with the assump-
tion of statistical independence and same weighting for every event. After calculating the
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EL and UL for every event, they were compared against the risk thresholds in order to
obtain the rating classes. The UL of every individual event is aggregated at the BU type of
risk level. For the aggregation at whole BU level, and arithmetic sum is considered. These
are the quantitative results to be described in this section for the organizational unit under
the scope of this study: Fixed Line BU for the Residential segment. The thresholds for this
segment, and the exposure indicator used in its calculation, is shown in Table 4 (it also
includes the thresholds for the rest of organizational units within the BU, out of the scope
of this field study).

Table 4. Exposure Indicators and Thresholds of BUs (Business Units).

OpRSA Exposure Indicator Threshold 1 Threshold 2 Threshold 3

Fixed Line Business Unit

Residential Trade Margin 32,210,000 64,420,000 96,630,000
Professionals Trade Margin 21,800,000 43,590,000 65,390,000

Carrier Services Trade Margin 10,270,000 20,550,000 30,820,000
Quality, Products

and Processes Operating Expenses 3,660,000 10,980,000 18,300,000

Multimedia Operating Expenses 310,000 590,000 810,000
Source: author own study based on TELCO’s data. Figures in €.

When interpreting the information, we need to consider that the results in terms of
UL are not represented by punctual data but through a distribution of probability, and
therefore when the UL is compared with the risk appetite defined by the BU, this UL
distribution surface may be shared among the different four rating classes. Figure 9 shows
an example of a type of risk with UL of 100 € and 99.9% of confidence level, where the
results are: 30% probability rating B (manageable) and 70% probability rating C (critical).
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In the case of the application of the OpRSA methodology to Residential organizational
unit, the results are shown in Table 5.
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Table 5. Results of Residential organizational unit.

EVENT TYPE
TYPE 1 TYPE 2 TYPE 4 TYPE 5 TYPE 6 TYPE 7 TOTAL

End
Customer

Poor
Quality Suppliers Processes Non-

Compliance Fraud

TOTAL

EL 28,060,000 84,490,000 2,540,000 3,730,000 40,000 2,820,000 121,670,000

UL 8,000,000 19,780,000 5,540,000 17,920,000 1,380,000 2,840,000 55,460,000

Rating A 100.00% 0.50% 81.20% 41.00% 100.00% 100.00%

Rating B 94.40% 18,80% 59.00% 94.00%

Rating C 0.90% 6.00%

Rating D

UL.I 16,820,000 13,730,000 6,870,000 16,820,000 9,710,000 9,710,000 32,210,000

UL.II 33,640,000 27,470,000 13,730,000 33,640,000 19,420,000 19,420,000 64,420,000

UL.III 50,460,000 41,200,000 20,600,000 50,460,000 29,140,000 29,140,000 96,630,000
Source: author own study and outputs of OpRSA SW. Figures in €.

The Residential organizational unit estimated an average expected loss of 122 MM €
in one year, and an average unexpected loss of 55 MM €; the rating classes defined the
situation as manageable (94%) based on the risk thresholds proposed by the unit (32 MM €,
64 MM €, and 96 MM €), which indicated a non-worrisome loss, just a first sign of alert.
It was found a global result where the unexpected loss was lower than the expected loss.
This indicated an overall events typology characterized by a high frequency with a limited
severity (small/medium). In this case, the mitigating actions had to be focused on main
events to solve failures in order to reduce probability of occurrence of the events and the
associated losses. Analyzing the types of events, it was found that the “poor quality” event
(risk type 2), together with the “processes” event (risk type 5) had a manageable classification,
being acceptable the rest of them (risks types 1, 4, 6, and 7). The Residential organizational
unit was mainly oriented to commercial activities and this is the reason why “poor quality”
had more importance than the rest of them. The expected and unexpected losses of this
event showed, respectively, 69% and 35% over the total unit. Based on the identification of
events, “poor quality” had four associated risks: “poor quality in the service provision due
to internal causes” of the TELCO, “poor quality in the service provision due to external
causes”, “poor quality in the service provision for new customers” and “poor quality due to
the rest of causes (interruptions, fraud and billing, as most relevant). The “poor quality in
the service provision due to internal causes”, with an expected loss of 42 MM €, represented
the largest expected loss in the Residential organizational unit. It had an unexpected loss
of 5 MM €, far below the expected loss, which implied that the event had a high frequency
of occurrence, as well as a medium or low impact every time it was materialized. The main
“poor quality event due to internal causes” was the churn of customers and the ARPU
(Average Revenue Per User) was the impact variable. The largest unexpected loss event
was “poor quality in the service provision for new customers”, 17 MM € as unexpected loss,
being a critical rating class. As the expected loss was 14 MM €, it could be considered that
this event had lower frequency and bigger impact than the previous one. Finally, within
the “processes” type, the event “errors and delays in the formalization of contracts” was
evaluated, with a critical rating class (56%) and 17 MM € of unexpected loss, 8 times higher
than the expected loss. This is a low frequency event, once every two years, a with big
impact. The interviewed managers argued about the lack of updated contracts with their
suppliers due to different reasons.

This quantitative data is the result of the application of the operational risk assessment
methodology, and it was contrasted against the business unit managers, providing relevant
information for the budgeting exercise across the company for the expected and unexpected



J. Risk Financial Manag. 2021, 14, 139 20 of 26

losses, improving their decision making for capital allocation and, therefore, helping in
cost reduction for the business unit.

4.2. Interpetation of Results

In order to give an appropriate interpretation of this research, it is important to sum-
marize some key issues revealed by the literature review for connecting this paper’s results
to previous studies: (i) many companies belonging to various sectors still struggle with
risk evaluation techniques based on an ERM approach; (ii) in general, ERM have attracted
little attention research compared to other disciplines; (iii) risk management approach is
in a state of maturity for financial firms, particularly in advanced techniques, methods
and tools for operational risk assessment; (iv) operational risk evaluation for non-financial
firms is not an easy practice; (v) there is a lack of research in ERM for no-financial compa-
nies, in particular for those in the telecommunications sector; (vi) ERM and its associated
methodologies should be implemented in any type of organization, regardless of its sector,
for creating value for its stakeholders; (vii) no practical risk evaluation methodology based
of risk self-assessment and scenario analysis with the statistical and actuarial approach
used in financial firms, has been found and applied in the telecommunications sector; and
(viii) the research based on case studies has proven to be a best practice in ERM studies in
order to build, contrast and illustrate ERM implementation results.

The results show that it is possible and useful to build a practical methodology
(process and method) to help a telecommunications company (TELCO) in evaluating
its operational risks, despite the abovementioned key aspects revealed by the literature
review. In fact, the results of this research lead to a practical risk evaluation approach for
the business of a large company in contrast to other theoretical studies that are focused
on the fundamentals of the ERM process but that they do not provide a pragmatic and
customized implementation of methodology and practices, even in different sectors or
other types of organizations (e.g., Meidell and Kaarboe 2017; Chen et al. 2019). In fact, it
has been relevant to review various studies on telecommunications companies. They are all
mainly focused on empirical investigations about general characteristics of the sector due
to globalization which determines a continuous increase of risks for companies, particularly
for large companies in a dynamic environment.

Another result of this study is the convergence between theoretical practices and those
illustrated by the TELCO’s case study, in building a practical management tool for sup-
porting the decision-making processes within a company. This is described in the OpRSA
process phases and its embedded OpRSA method. In this respect, two innovative aspects
resulting from this study are: (i) the use, enhancement, and application of the conceptual
COSO ERM framework for evaluating operational risks; and (ii) the extrapolation and
adjustment of methods and techniques of common use in the financial sector to a TELCO.
These two aspects need to be put in the context that even though academics are increas-
ingly examining the adoption and impact of ERM, their studies are commonly too general,
inconsistent, and inconclusive, due to an inadequate specification of how ERM is used in
practice, applying specific methodology for its implementation (Mikes and Kaplan 2013).
This idea is extended to the building and application of risk evaluation methodology and
is due to the lack of knowledge of specific risk management techniques for non-financial
large sectors such as the telecommunications (Fraser and Simkins 2016). In this sense, for a
large organization, such as the TELCO chosen as a case study for this research, it has been
practical to organize regular workshops and questionnaires for data gathering of the risk
self-assessment technique, for the field work of the chosen business unit, together with the
key business representatives (managers). This approach was led and supported by senior
management to ensure that the OpRSA process was conducted with rigor.

4.3. Contributions and Practical Implications

The analysis of the results provides a significant understanding of the proposed
methodology and its practical application, and therefore offers several theoretical and
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managerial contributions and practical implications. The research adds to our theoretical
understanding of the topic (ERM) at several levels. First, the study proposes an innovative
operational risk evaluation methodology based on universally-accepted ERM frameworks.
Second, the research considers operational risks proven and robust experiences from the
financial and insurance sector (e.g., loss distribution approach, actuarial approach). Third,
as the evaluation step is key in the risk management process, the research provides a
practical approach for its implementation based on the theoretical concepts included in
the ERM frameworks. In this sense, the contribution of this work is based on the effective
construction and application of an operational risk management methodology (OpRMA)
for a TELCO which would allow to establish, as a “best practice”, the implementation of
operational risk management evaluation models, totally aligned with commonly accepted
frameworks (COSO) and standards (ISO 31000) on this subject. The research also has
several managerial implications. First, as organizations have to focus on developing risk
management practices to evaluate their operational risks, the proposed methodology is
a practical approach to achieve it for the telecommunications industry where there is a
lack of literature and research. Second, companies from other sectors, apart from financial,
insurance, and TELCOs, can extrapolate the content of this research for measuring their
operational risks using robust and contrasted methodology (process and method). Third,
the results imply that there is a strong and direct impact of risk management practices on
firm performance, as the operational risk which can be evaluated are key for the business.
Fourth, the study can be appreciated by managers for contrasting their previous knowledge
about operational risk impact; in fact, outstanding organizations focus on learning from
failures and improving organizational processes for risk prevention in the future, and
better responsiveness performance in the present, where this risk evaluation methodology
can be a relevant “management tool” for the decision-making process.

Regarding practical implications, the results of the application of the OpRMA were
contrasted with the TELCO’s business managers who confirmed their reliability and
usefulness for their decision-making processes. This research work would help TELCO
companies to understand the usefulness and applicability of the OpRMA to provide value
for their stakeholders for: (i) obtaining relevant information to allow management to
effectively assess overall capital needs; (ii) reducing operational surprises and losses and
improving risk response decisions; (iii) managing multiple and cross-enterprise risks,
considering a full range of potential events, in order to realize business opportunities; and
(iv) aligning risk appetite and strategy. Milliman Risk Institute, in 2014, performed a survey-
based study that indicated the top 5 ways ERM creates value for firms, including improved
performance management, enhanced board oversight, higher quality of strategic planning,
improved risk-adjusted decision making, and improved capital efficiencies (allocation).
The last two ways have been covered by this study by efficiently evaluating the operational
risks in a TELCO. Additionally, additional practical implications of this study are linked to
some benefits of a sound ERM framework and the fact that risk managers should refrain
from only focusing on theoretical models but strive to produce risk evaluation that can be
practical for decision-making to identify concrete outcomes. The business units and risk
owners should gain from having a comprehensive view of risks, as well as analyzing the
risk profile of their activity under adverse conditions. The risk discipline and risk culture
can be promoted by an active risk management contribution (Fiol 2019). Furthermore, the
implementation of risk management models for the companies in the telecommunications
sector, results in the improvement of decision-making processes on risks, it enables control
activities, it contributes to efficient allocation of the company’s capital and funds, and
it protects and increases the company’s property. Balancing between the benefit that a
certain method brings and the costs it creates, is the basic criterion for the application of
risk management frameworks in the companies in the telecommunications sector. In some
cases, the outer influence such as state regulations can affect the selection of the method to
be applied in risk management.
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5. Conclusions

There is a general consensus that enterprise risk management’s (ERM) frameworks
growth in popularity has resulted from a response to requirements on organizations to
manage risk. However, several ERM studies (Lundqvist 2014) question the validity of these
models arguing that, being accepted in the communities which study on risk management,
they may turn out to be theoretical and general models to have a successful practical
application in the companies. This limitation is even bigger in respect of the challenge of
evaluating operational risks for a large telecommunication company, where there is a lack
of contrasted references versus all the assessment models implemented in the banking sec-
tor (Basel Committee on Banking Supervision 2006; Dutta and Perry 2006; Fontnouvelle and
Jesús 2003; and Singh and Hong 2020). This study attempted to examine how telecommuni-
cations companies can evaluate their operational risks. The OpRAM methodology presents
a relevant process and method, including the steps that practitioners can find useful and
meaningful for telecommunications firms. Furthermore, the OpRAM methodology and
its results, the main contribution of this research, were empirically validated with the
TELCO’s managers and showed high levels of reliability and validity. This study highlights
that in a dynamic and complex world of business, ERM frameworks can be customized
for firm needs, in particular for managing their and evaluating their operational risks
for enhancing performance and value creation. McShane (2018) argues that “even with
two prominent ERM frameworks (COSO ERM and ISO 31000), organizational contexts
make a one-size-fits-all method of implementing ERM impossible”, and this is basic reason
for research in creating innovative risk management and evaluation methodology such
as OpRAM.

Regarding the implications for researchers and practitioners, this study for evaluating
operational risks might be used as a benchmarking tool for other entities and industrial
sectors, not only for practitioners but also for researchers. Researchers following the path
described in this study might be interested in proposing a similar OpRAM methodology for
the application in other industries and develop business cases to illustrate the usefulness of
the approach. Bromiley et al. (2015) provides a critical review of ERM research for identify-
ing limitations and gaps that management scholars are best equipped to address, including
the need for management research for ERM development. Their study contributes with
relevant insights for measurement of risk in ERM, analyzing concepts such how managers
assess risk may differ from objective measures of risk, as individuals at the top of firms
probably have even greater confidence in their judgments than the normal individual,
being managers more experienced for the risk management process. Finally, this research
could also contribute to the academic community in consolidating theoretical concepts and
a practical approach for the ERM discipline.

For future research directions, this study provides an initial foundation that can spawn
additional research on operational risk evaluation. Researchers should be encouraged
to examine other TELCOs approaches to ERM, as well as to explore other sectors, as the
methodology could be extrapolated to them. I believe that the academic community is
positioned to greatly contribute to this growing risk management policy need for more
effective ERM in multiple sectors. As far as it has been analyzed and based on the literature
review of ERM, this study could be considered as an innovative research to explore a
practical methodology for operational risks evaluation in a large TELCO, as well as a good
reference for further research, not only in the telecommunications sector, but also in other
industries in addition to finance and insurance. Therefore, future studies could conduct
an in-depth case study of additional firms in every sector (Singh and Hong 2020). Future
research may also revisit the cultural factor of attention to detail. This may be because
ERM maturity in not good enough yet and attention to may translate an excessive focus
on documents and standard operating procedures, more than customized methodologies
for firms, which may have adverse consequences for the effective implementation of
risk management practices. Other proposals for further research could include the ERM
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relationship with related disciplines such as business sustainability, corporate governance,
corporate social responsibility, and compliance.

Limitations in this research approach are also acknowledged. First, due to the dimen-
sion and scope of the TELCO, the field work had to be limited to one specific business
unit, while the exploration of a bigger sample could have provided with additional and
richer results about the validity of the results. Second, it is uncertain that a similar research
could be performed and tested in any other telecommunications company without an
ERM strategy in place. An ERM program for evaluating risks must have an organizational
mandate to be implemented effectively and the right people in place to identify, measure
and manage the risks of the firm. In this sense, we used survey data (questionnaires)
obtained from the managers. To the extend those executives might not have accurate first-
hand knowledge about the risks to be evaluated within their business units, the research
results could be limited as one of the steps of the OpRSA methodology (the execution of
questionnaires) is the potential biased that would likely limit our ability to find inputs
consistent with the business results. This situation could be minimized and enhanced based
on the knowledge and experience of the interviewees (managers), as it was double-checked
along the study. Third, other statistical approaches and distributions in the OpRSA method
could contribute with different and unexpected results. Finally, one relevant limitation
is that various previous studies have relied on the practice of Chief Risk Officer (CRO)
appointments as a proxy for risk management and evaluation (Beasley et al. 2008; Hoyt
and Liebenberg 2011; Pagach and Warr 2011), and the results of the research could not be
contrasted with this non-existent function in the TELCO.

A final “food for thought” comment, as a personal opinion, is that research in risk
management in telecommunications and information technology companies is a worth-
while “investment”, as the activities of these sectors stipulate the functioning of not only
the entire social system needs, but also the life of the contemporary individual, improving
the welfare state.
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