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Abstract: The utilization of new technology in the form of blockchain technology for a Value
Added Tax (VAT) acceptance system is relatively new and has not been widely encountered thus far.
This research analyzes how blockchain technology can be applied to a VAT system, particularly for
electronic invoices (e-Invoice). A qualitative approach was used in this study to analyze blockchain
technology models that could be applied in a VAT system. The results of this study indicate that due
to its characteristics, blockchain technology can only be applied to taxpayer data that do not require
privacy. Data that are considered safe if distributed to nodes in the blockchain technology network
include the Tax Invoice Serial Number (TISN). A TISN system based on blockchain technology
will produce a faster and more efficient system. Transactions on the TISN in Indonesia can also be
monitored and tracked directly by the Directorate General of Taxation (DGT). Blockchain technology
can be applied in the TISN system by using a permissioned private blockchain type.

Keywords: blockchain technology; e-Invoices; taxation; Value Added Tax (VAT)

1. Introduction

Currently, all countries are entering the era of industrial revolution 4.0, where almost all aspects of
human life are facilitated by technological developments. The rapid development of technology brings
new innovations that will provide vast potential for growth in businesses and markets. If countries
do not move quickly in adapting and following the flow of digital trends, they will experience a
lag in various government sectors, infrastructure, and society. However, if the era of industrial
revolution 4.0 is carefully prepared for, then positive impacts, such as an increased speed of information
development, higher productivity, and increased ease of access to information will be obtained [1].
Therefore, these opportunities must be put to good use, especially by developing countries, to improve
the economy and the welfare of the people.

The economy and people’s welfare can be improved because the increasing flow of trade
transactions between businesses and their counterparties results in a greater potential for governments
to obtain tax receipts. The taxation sector is one of the sectors that must adapt itself to the
industrial revolution 4.0 era to improve the economy and the people’s welfare. The Organization for
Economic Co-operation and Development (OECD) states that rapid technological advances, digitization,
and business patterns have led to continuous transformation and adjustment in tax systems [2].

As one of the largest sources of state revenue, the tax sector should always be able to adapt to any
developments that could occur. The type of tax that needs to be considered in the industrial revolution
4.0 era is a tax on consumption, which is commonly called a Goods and Services Tax (GST) or Value
Added Tax (VAT). This type of tax provides a significant contribution to government revenues because
it is accrued for community and business activities. Therefore, GST or VAT performance will affect
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the tax performance of a country. One indicator for assessing the VAT performance is the VAT ratio,
which is calculated by dividing the realization of VAT receipts by the Gross Domestic Product (GDP)
over a given period [3].

In this study, we used Indonesian data for an analytical framework. However, because the focus of
this research is on the development of blockchain applications in a type of VAT administration system
that is widely implemented in other countries, this study can be of broad use to other countries that
use this VAT system for collecting taxes on consumption. Based on data from the Indonesian Central
Bureau of Statistics (2019), the collection of VAT revenue compared to Indonesia’s GDP tended to be
low over the period 2014–2017. Indonesia’s VAT ratio was at its highest for this period in 2014 at 3.87%
and at its lowest in 2016 at 3.32%. One of the causes for a low VAT collection rate is the absence of an
efficient VAT administration system [3]. The inefficiency of a VAT system makes identifying fictitious
tax invoices more difficult and undermines the inability to reach the maximum performance that VAT
technology can provide. With Indonesia’s entry into the industrial revolution 4.0 era, its government
must utilize and develop VAT administration digital technology infrastructure to solve this problem.
Therefore, it is necessary for the government to pursue new strategic measures, one of which is to
develop new technologies.

One of the new technologies that is in development today is blockchain technology. This technology
can provide guaranteed transparency, accuracy, and data security for all relevant parties. It allows
authorized public users and controlled users to use its distributed ledgers, as well as to participate in
transactions that can be approved by the parties involved. When a transaction has been completed,
no party can change its transaction records [4]. Blockchain technology allows peer to peer interactions
to occur. Its characteristics, such as autonomy, equality, and transparency, have the potential to detect
both corruption and fraud [5].

Apart from that, blockchain technology also provides benefits in terms of data veracity, data security,
and data inter-operationality [6]. Another advantage of blockchain technology is that its dimensions,
i.e., decision rights, accountability, and incentives, are in line with the literature on good Information
Technology (IT) governance [7]. The most important blockchain features for supporting competitive
performance are traceability and immutability [8].

The challenges and barriers to adopting blockchain technology include issues of usability and
security, legal issues, conflicts of values, and criticism of its political dimensions [9]. The features and
challenges of blockchain technology can also explain that there are some business models going to
apply blockchain technology in the future [10].

Several previous studies have shown that blockchain technology has been widely applied in various
sectors, including both government [11] and business sectors [12]. The fields of accounting, finance,
and auditing have benefited greatly from the presence of blockchain technology [13]. In addition,
blockchain technology can also be applied for effective and efficient tax administration, for example in
the context of VAT. The use of technology provides a much more efficient message transfer mechanism
between different parties [14]. Blockchain technology provides a reliable ledger, meaning no party will
be able to manipulate it because every transaction in the system will always be retained through the
smart contract, and because it provides transparent records.

These are the two reasons why this technology has shown promise for being applied to the
VAT system in Saudi Arabia [15]. However, several matters need to be considered for the successful
adoption of blockchain technology in VAT systems. Notably, there are at least four alternatives that
can be considered and used by governments in the utilization of electronic technology to develop VAT
systems. These alternatives include developing regulations and legal products, creating databases and
developing infrastructure as the main means of support in the implementation of electronic information
and technology in the tax system, developing technical equipment, and developing database software
used for efforts to increase the ability of tax authorities to carry out their tax obligations [16].

Blockchain technology makes VAT taxable and charged in real time under the direct supervision
of tax authorities [17]. Automation compliance on blockchain technology enables the verification
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and automation of tax filing [18], which could significantly reduce the risk of tax avoidance, fraud,
and evasion [19]. Blockchain technology can transparently confirm, verify, and track e-Invoice
and e-Nofa. With strong transparency, this technology can also ensure that it will be difficult
or even impossible for the parties involved in the chain of administration to commit fraud [20].
However, despite its potential, blockchain technology is not yet widely known by the public nor
utilized by the government.

Based on the discussion above, this study focused on the adoption of blockchain technology in the
VAT system. Therefore, the purpose of this study is to analyze how blockchain technology models can
be applied in the VAT system, particularly in the e-Invoice system. There is currently not much research
on the application of blockchain technology in the taxation sector. The utilization of new technology,
namely blockchain technology, in the Value Added Tax (VAT) acceptance systems is relatively new and
has not yet been widely implemented today. As studies regarding the implementation of blockchain
technology in the VAT system are few, this study is expected to provide an overview and a reference for
other countries that are planning to adopt blockchain technology to build their GST or VAT systems.

This research has academic and practical contributions. Reviewed from an academic angle,
this research is expected to complement similar previous studies related to the development and
utilization of new technologies for VAT systems i.e., blockchain technology. As all countries are
entering the era of the industrial revolution 4.0, blockchain technology is growing and gaining more
attention, particularly in developing countries.

This technology enhances the transparency, accuracy, and data security of VAT systems related to
tracking e-Invoice and TISN delivery through e-Nofa. The literature review in this study discusses
the application of blockchain technology for both the government and taxation sectors but some of
the references do not focus on providing an idea of how blockchain technology can be applied in
VAT systems. Thus, the novelty of this research lies in the in-depth description of the application of
blockchain technology in a VAT system, particularly in terms of e-Invoice issuance. We hope that this
study will provide additional information as well as a reference for other researchers who desire to
conduct research on similar topics in the future.

In terms of practical contributions, this research can provide information and input to related
parties, including the government and policymakers, i.e., the Directorate General of Taxation (DGT),
the Fiscal Policy Agency, the Ministry of Communications and Information Indonesia, and the Center
for Financial Information Systems and Technology Ministry of Finance Indonesia, which are directly
related to the application of technology in the VAT system. We hope this research can be used as a
reference and be considered by the government and stakeholders when making policies related to the
application of blockchain technology in VAT systems in Indonesia or other countries.

This paper starts with an introduction that explains the background, purpose, and the academic
and practical contributions of this research. Next, the theoretical review contains a literature review of
relevant studies and the theoretical framework used in this study. This is followed by the research
methodology, which describes the qualitative research method used and the data collection through
in-depth interviews. The next section presents the results and discussion, which addresses the
application design of blockchain technology on the VAT system and the views of the government,
academics, practitioners, and associations regarding the application of blockchain technology in VAT
systems. The conclusions of the research are presented at the end of the article.

2. Theoretical Review

2.1. Blockchain Technology

A blockchain consists of several blocks that merge and link to each other until a block “chain”
is formed [21]. Each block identifies the previous block using a hashing function that forms a single
unbroken chain set [22]. When a piece of information has already been recorded in the blockchain
database, it is difficult to delete or modify that data [23]. The blockchain uses a decentralized and
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distributed ledger method referred to as a distributed ledger. A distributed ledger is a record that
contains all transactions in a network and can be accessed by all parties in the network [24].

As a result, there is no administrative control center governing the data in a blockchain network.
Any data or information available will be distributed both privately and publicly to servers in the
blockchain network. There are two networks in the blockchain, permissioned and permission-less.
The permissioned blockchain causes access to transaction details to be restricted to a limited number of
parties. Unlike the permissioned blockchain, every participant in the network has access to all the
details of a conducted transaction. Blockchain technology provides security, trust, data integration,
and anonymity without having to involve third party organizations [25].

The ledger method generally stores the database in a single system with centralized data storage
and processing. The ledger method used in the blockchain is a distributed ledger whose data storage
system is peer to peer (P2P). These conditions mean that there is no administrative control center
that manages the data in the blockchain network. There is a difference between a centralized ledger
system and a decentralized ledger system in a blockchain. In a centralized ledger, all data are stored in
storage, so that each party on the network must submit and retrieve data in the storage separately.
The decentralized ledger system in the blockchain allows all servers to access data in the P2P blockchain
network directly (in real time) [22]. The following are the four basic concepts that must be understood
before studying blockchains any further [21]:

a. Shared Ledger

A shared ledger is a record that contains all transactions in the blockchain network and can be
accessed by all parties on the network [21]. The shared ledger is immutable because it records all
transactions from the beginning until the end. The data recording of transactions in a shared ledger is
done only once. After this, it is distributed to all parties on the blockchain network, so that they all
have a copy of the same data. Thus, it can be said that a shared ledger is a recording system that plays
a major role as a trustee in the blockchain network.

b. Permissions

Permissions are access for parties who intend to enter the private blockchain network. There are
two networks on the blockchain, private (permissioned) and public (permission-less) networks.
Permissioned blockchain causes each participant to have a unique identity that is different from one
another. This identity allows each participant to enter the blockchain network and access existing
transactions [21]. Therefore, the permissioned blockchain makes data consistency monitoring more
effective. This effectiveness can be achieved because access to the transaction details is limited to only
a few parties. Unlike the permission-less blockchain, every participant on the network has access to all
the details of the transactions in the blockchain network. To increase the level of security and protect
anonymity, the transaction details displayed on the permission-less blockchain can be limited.

c. Smart Contracts

Smart contracts are stored and executed automatically in the blockchain as part of a transaction.
A smart contract is essentially the same as an ordinary contract made on a piece of paper in the real
world. The main difference is that smart contracts are digital. The purpose of smart contracts is to
provide a better security system than the traditional paper contract [21]. The storage of smart contracts
on the blockchain causes all statements in the contract to be distributed to all parties on the blockchain
network. If there are provisions that violate the contract, there is no need for a third party to conduct
a review. This means that the use of smart contracts eliminates the need for a third party on the
blockchain network. Smart contracts can be trusted because they have several characteristics that
are immutable and distributable. Immutable means that they cannot be changed, while distributable
means that the contents of the contracts will be distributed to all parties in the blockchain network so
that they can be validated immediately.
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d. Consensus

Consensus is an agreement made among all parties in a blockchain network regarding data
validation. Data replication and distribution causes the need for data validation by each node so that
the data in the block is valid and can be added to the blockchain network. Consensus eliminates
the need for third party intervention to run the blockchain system [26]. This proves that blockchain
technology is safe, verifiable, and authenticated [21]. The consensus mechanism implemented in
blockchain makes this technology less susceptible to fraud.

A blockchain consists of three core parts [23] as follows: (1) The block is the entire list of transactions
in the blockchain network which will be stored in the ledger. Each block in the blockchain network has
different sizes and periods. (2) The chain is a chain that connects one block to another. Thus, the role
of chains is to form links between blocks in the blockchain network. (3) The network is a network
consisting of all nodes. The nodes act as a network safeguard containing a complete record of the data
of all transactions that have been recorded in the blockchain network.

These three things are a core part that form the structure of the blockchain. In addition, Wijaya and
Darmawan [26] asserted that blockchains consist of three types, namely public, consortium, and private.
This is in line with the explanation given by [27] that, based on the nature of data accessibility,
blockchains can be categorized into three types as follows:

a. Public Blockchain

A public blockchain is a type of blockchain that can be easily accessed by the public. Everyone can
check and verify transactions directly in the public blockchain network and can also participate in the
process of obtaining consensus [27]. The openness of the network causes the data that exists in the
public blockchain network to be very accessible and transparent. Wijaya and Darmawan [26] stated
that there are several advantages in the public blockchain that can be improved, tested, and accessed
by those who are capable. Since the public blockchain does not use a centralized server system,
blockchain security and trust are guaranteed with cryptographic verification.

b. Consortium/Hybrid Blockchain

A consortium/hybrid blockchain is a distributed ledger whose consensus process is controlled by a
set of previously selected nodes [22]. This leads to the fact that not all nodes in the blockchain network
can have consensus rights in that network. Parties entitled to read and enter transactions into the
network in the consortium/hybrid blockchain are several organizations that have been predetermined
and form a joint association together [28].

c. Private Blockchain

A private blockchain is a type of blockchain whose data are stored centrally in a single organization.
Permission to read data or information in the network may be public or limited to a designated group
of parties only [22]. Each node or user in the blockchain network will be restricted so that there is strict
management authority in that network. This tight data management causes not all nodes to participate
in the blockchain network [27]. Thus, it can be stated that node membership in the private blockchain
network is controlled and not free to access blocks. In this type, only certain parties can read or submit
transactions i.e., an organization or a subsidiary in the same group [28].

The application of blockchain technology in the VAT system in Indonesia will have implications
for the optimization of the electronic VAT system. Blockchain technology can be applied in the TISN
award system from the DGT’s to the Taxable Enterprise (TE). The implementation of blockchain
technology in the TISN system makes the system performance faster and reduces the number of stages
that must be completed by the TE due to system automation. The application of blockchain technology
causes the positions of TE and DGT to be equal, resulting in no TISN requests from all TEs to one DGT
server. With a more distributed system and a peer-to-peer network, the TISN system can be faster and
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more efficient. The provisions for TEs to take the TISN themselves can be regulated by the DGT as
the smart contract authority. In the smart contract, it can be stated that the DGT retains full power to
supervise and check transactions.

2.2. Value Added Tax (VAT)

A VAT is a tax imposed on the consumption of goods and services carried out in the customs
area [29]. As a type of indirect tax, one of the characteristics of VAT is the multilevel stage where VAT
is imposed on each chain of taxable goods (TG) or taxable services (TS) production and distribution
lines [30]. The VAT calculation method is the crediting of Input Tax done by reducing tax on the
acquisition of taxable goods or taxable services (Output Tax) with tax on the submission of taxable
goods or taxable services (Input Tax). At the time of submission of taxable goods or taxable services
subject to VAT, there is proof of tax voting called a tax invoice. Both the seller and the buyer can make
tax credits if they have [31] received a tax invoice containing the information that must be included
in the tax invoice [24]. The obligation to make tax invoices is not related to the payment. As long as
taxable goods or taxable services have been submitted by a TE to the counterparty of the transaction
then the tax debt will arise thus causing the TE to make a tax invoice as proof of the tax collection
owed [30].

VAT has several positive characteristics, namely the legal characteristics of the Indonesian VAT [30].
It has eight legal characteristics, which need to be explained to understand the mechanisms for imposing
taxes on the consumption of goods and services.

a. VAT is an Indirect Tax

An indirect tax is a tax whose imposition can be borne by other parties. The transfer of charges
from the seller to the buyer can be made because the tax imposed is not attached to the subject but to
the object. This indicates that there is a difference in position between the party bearing the VAT burden
and the party responsible for paying the VAT to the state treasury. Buyers and sellers have different
positions in the VAT system. The buyer as the party that receives the TG or TS is the one that bears the
VAT burden, while the seller TE that provides the TG or TS acts as the party responsible for paying the
VAT to the state treasury [30]. The difference in that position occurs to provide legal certainty to all
parties, namely the buyers and sellers of TG or TS. Thus, it can be said that the obligation to pay VAT is
not directly imposed on the buyer but on the seller.

b. VAT is an Objective Tax

An objective tax is a tax imposed on a tax object without considering the condition of the taxpayer
as a tax subject [31]. Thus, the imposition of VAT does not take into consideration the ability of the tax
subject to pay VAT. It can be said that VAT is imposed whenever there is a tax object that can be subject
to VAT [21]. The characteristic of VAT as an objective tax causes a regressive impact. Regressive VAT is
a gap in the imposition of tax burdens, in which the higher the consumer’s ability, the lower the VAT
burden will be and vice versa. This regressive VAT occurs because it has a single rate, which is 10%
and does not consider the subjective conditions of the tax subject. Thus, the tax subject still must pay
VAT when consuming TG or TS [32] whether they are rich or poor.

c. VAT has a Multi-stage Levy Characteristic

Multi-stage levy is one of the advantages of VAT. The purpose of the multi-stage levy is to collect
VAT at each stage of production and distribution of TG or TS. The imposition of VAT is carried out at
each stage of the production and distribution line (multi-stage tax) [31]. The imposition of VAT at each
stage of the production and distribution lines shows that VAT is imposed repeatedly on consumers,
but for this repetition, the tax is not accumulated so that it will not cause double taxation [30].
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d. VAT uses Indirect Subtraction/Credit/Invoice Method

The indirect subtraction method is a method of calculating VAT by deducting taxes on the
acquisition of TG or TS (Output Tax) with taxes on submission of TG or TS (Input Tax) [31].
Taxpayers (known as TE in Indonesia) can use the Input Tax or Output Tax credit method in
every purchase or sale of a TG or TS transaction. Based on this, Indonesia’s VAT adopts the indirect
reduction method. This characteristic illustrates that the tax payable is obtained from a reduction
between the Output Tax and the Input Tax.

e. VAT is Non-cumulative

The indirect subtraction method is a method of calculating the VAT by deducting taxes on the VAT
is non-cumulative even though it has multi-stage levy characteristics due to the Input Tax crediting
mechanism. Non-cumulative means that, even though it is subject to repeated taxes payable in each
production and distribution stage, it is not accumulated. This causes the imposition of double taxation
and an anti-cascading effect. The noncumulative nature of VAT is a kontradiksio in terminis, which is a
figure of speech that means denying the provisions in general [30].

f. VAT uses a Single Rate

The Indonesian VAT uses a single rate, which is 10% for domestic delivery and 0% for TG exports.
Single rates have both positive and negative aspects. The positive side is that it is simple, while the
negative side is that it can provide sharper regression [30]. Even so, the government can still raise or
lower these rates.

g. VAT is a Domestic Consumption Tax

Indonesian VAT is a tax on domestic TG or TS consumption (customs) according to the destination
principle so that it is neutral in the context of international trade [30]. The purpose of the principle
of destination is that taxes are imposed only at the place where the TG or TS will be consumed [33].
The VAT will not be charged if the TG or TS is consumed outside the country or outside the Indonesian
customs area, which comprises the entire territory of the Republic of Indonesia. Therefore, the place
where TG or TS consumption occurs is an important factor in imposing VAT.

h. Indonesian VAT is a Consumption Type VAT

A consumption-type VAT is a tax imposed on TG or TS consumption, including general capital
goods and will become an Input Tax, which can be credited with an Output Tax. Thus, capital goods
will only be subject to the VAT once. Due to this, there will be no double taxation of capital goods
because of the tax crediting mechanism [30].

Blockchain technology can provide easy access for each node to check the e-Invoices issued by a
transaction counterparty. In a conventional system, the buyer TE must validate the e-Invoice issued by
the seller’s TE; however, in a blockchain technology-based system, this is no longer needed. On the
other hand, the DGT must also validate the e-Invoice issued by the TE seller. This is because the
e-Invoice issued by the seller’s TE is connected to the TISN in the blockchain technology-based system
using a hashing function. The hashing function makes it impossible to use unrecorded tax invoice data
to issue a fictitious e-Invoice that does not match the actual transactions.

In addition, blockchain technology can also solve problems that often arise in e-Invoice (digital tax
invoices) and e-Nofa (a website to apply online for a Tax Invoice Serial Number). Before issuing an
e-Invoice, a TE must request a TISN by applying directly to the tax office where the TE is confirmed.
TISN is data in the VAT system that is not confidential and does not cause problems if known by
others. The enormous number of TE accessing the Directorate General of Taxation’s (DGT) server
simultaneously causes frequent errors. These applications often cause TE to experience difficulties in
carrying out their tax obligations.
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There are several previous studies related to the use of blockchain technology. First, Myung San
Jun’s research [34], entitled Blockchain Government—A Next Form of Infrastructure for The
Twenty-First Century (Journal of Open Innovation: Technology, Market, and Complexity, 2018), aimed to
determine why blockchain is currently widely used by the government systems in several countries.
Jun’s research showed that many countries are adapting blockchain in their government because,
unlike other technologies, it is directly related to community organizations. The characteristics
of blockchain make it possible to implement social technology that can replace existing social
apparatus, including government bureaucracy. There are three similarities between blockchain and
bureaucracy. First, both are determined by a regulation and are carried out based on predetermined
rules. Second, they both work as information processing machines for society. Third, both work as
tools that are trusted by the community. Thus, it can be stated that blockchain technology could be
an excellent tool for social innovation not only for increasing government effectiveness, but also for
improving society.

Ayubjon Solehzoda’s research [16], entitled Information Technologies in the Tax Administration
System of VAT (Journal of Advanced Research in Law and Economics-2017), used a qualitative approach
that aims to explain the benefits of using information technology in tax administration, particularly in a
VAT system. Solehzoda’s research identified four alternatives that could be considered by governments
when utilizing electronic technology to develop a VAT system, namely developing regulations and
legal products, creating databases and developing infrastructure as the main support in implementing
electronic information and technology in the tax system, developing technical equipment and software
used in creating databases, and efforts to develop the ability of the tax authorities to serve taxpayers in
carrying out their tax obligations.

In addition, there is a research paper by Alkhodre, et al. [15], entitled A Blockchain-Based Value
Added Tax (VAT) System: Saudi Arabia as a Use-Case (International Journal of Advanced Computer Science
and Applications-2019), which aims to present ideas and solutions for using blockchain technology
in the design of a VAT collection system in Saudi Arabia. The results of Alkhodre’s research state
that the current era of computerization shaped the tax collection system into an unusual form and
changed the relationship between citizens and tax authorities. Digitalization in the VAT system has
become a concern for several countries as new regulations emerged such as the Standard Audit Files
for Tax (SAF-T) in Europe or real time invoicing mechanisms in South America and Brazil. In terms
of blockchain technology, there are two reasons why this technology can be implemented in the VAT
system in Saudi Arabia. First, blockchain provides a reliable ledger that cannot be manipulated
by any party because every transaction in the system will always be known by the smart contract.
Second, blockchain provides transparent record keeping.

The last one, Saragih and Setyowati’s research [35] aimed to determine the benefits of blockchain
in modernizing tax administration, the factors affecting blockchain technology in modernizing tax
administration, and the readiness of the government and related parties to use this technology in
modernizing tax administration in Indonesia. The results of this study showed that the use of blockchain
technology in the modernization of tax administration in Indonesia has several benefits, namely it
increases transparency, speeds up transactions through disintermediation, and is immutable and
accurate. The use of blockchain technology is influenced by infrastructure, capability, and government
policy factors. There is no government policy that regulates the readiness to implement blockchain
technology in Indonesia. The infrastructure that supports the application of blockchain technology
such as internet networks, server computers, and digital identities, has not been fulfilled. In addition,
blockchain technology in Indonesia is not yet fully developed and blockchain literacy is still low.

3. Research Method

We used a qualitative research approach because we aimed to provide a thorough picture of
a social phenomenon. The social phenomenon discussed in this study is the era of the industrial
revolution 4.0 and the application of blockchain technology in the VAT system in Indonesia. This type
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of purpose-based research is descriptive because its purpose is to analyze blockchain technology
models that can be applied in the VAT system in Indonesia. This type of research based on benefits
aims at developing the reader’s knowledge of the application of blockchain technology in the VAT
system in Indonesia. Blockchain technology is a new technology that is not yet known by many people
because it has not been massively implemented in Indonesia. Therefore, this research will increase the
readers’ knowledge regarding the role of blockchain technology in a VAT system.

Data collection techniques used were field studies through conducting in-depth interviews of
previously established speakers and literature studies by studying literary sources related to the
research topics. In-depth interviews were conducted to gather supporting data through immersive and
thorough discussions on this research topic with relevant parties. The interviewees were experts in their
fields that were relevant to this research. The selection of respondents was based on their experience
and competency in blockchain technology. We intended for the respondents to provide a detailed and
in-depth explanation of the topics and problems discussed in this study. Therefore the respondents
had to be carefully selected based on their understanding of the research problems and the actual
conditions regarding the application of blockchain technology in a VAT system. The information
obtained in the in-depth interviews was considered as primary data, which were processed to answer
the research questions.

The informants in this study were from 4 groups, namely government agencies, academics,
practitioners, and members of associations. Firstly, the informants from the government came from
5 agencies, namely the Directorate of Information and Communication Technology DGT, Directorate of
Taxation Regulation I DGT, Fiscal Policy Agency, Directorate General of Informatics Application of the
Ministry of Communication and Informatics Indonesia, and Center for Financial Information Systems
and Technology Ministry of Finance Indonesia.

In-depth interviews were conducted with staff of the Directorate of Information and
Communication Technology, DGT to gain a broader view of the extent to which technology is applied
in the VAT system and how to design suitable blockchain technology for the VAT system. DGT has
the role of regulator and implementer of the existing taxation policies in Indonesia. This indicates
that the DGT is directly involved in the Indonesian taxation system. Interviews were conducted with
the Directorate of Taxation Regulations I DGT with the hope of gaining more insight and creating a
broader view of the best design for implementing blockchain technology in the VAT system.

The Fiscal Policy Agency is an organization that plays an important role in formulating policies,
plans, programs, and recommendations related to fiscal policies in accordance with applicable laws.
In-depth interviews conducted with the Fiscal Policy Agency were expected to provide broader views
and information regarding policy formulation related to the application of blockchain technology in the
VAT system. In-depth interviews conducted with the Directorate General of Information Applications
of the Ministry of Communication and Information were expected to provide information and a
broader view of network infrastructure that can support the application of blockchain technology in
the VAT system. In-depth interviews conducted with the Center for Financial Information Systems and
Technology Ministry of Finance Indonesia were expected to provide information and a broader view
of how government plans and policies are related to the application and development of technology in
the VAT system.

Secondly, the informants representing the academics were lecturers of the Faculty of Administrative
Sciences and the Faculty of Computer Science, Universitas Indonesia. As academics, lecturers have
excellent knowledge and a theoretical understanding of the field. In this study, interviews were
conducted with lecturers of taxation, especially VAT, who had a broad understanding of the application
of technology in taxation.

Thirdly, informants in this research came from the field of taxation and blockchain technology.
As experienced parties with direct involvement in the field, the practitioners were judged to be able to
provide a deeper understanding of the practice in the field on how blockchain technology could be
applied in the Indonesian VAT system. The practitioners specified in this study included those working
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for Achilles Advanced Systems Ltd. (OnlinePajak); CITA (Center for Indonesia Taxation Analysis);
RSM Indonesia, one of the leading tax consulting offices in Indonesia; Blocktogo, an IT development
company in Indonesia; and Tokocrypto, a cryptocurrency exchange company in Indonesia.

Interviews conducted with OnlinePajak were expected to result in deeper knowledge about what
kind of application of blockchain technology is being applied at OnlinePajak from the start of planning
to date and were expected to provide their views on how to properly design blockchain technology
and the factors that support and hinder its application in the VAT system. CITA is an organization
that actively conducts research related to the latest issues in taxation. In addition, CITA also provided
views on the implications of blockchain technology for the taxation system.

RSM Indonesia is one of the leading tax consulting firms in Indonesia. In-depth interviews with
RSM Indonesia as a consultant in the practice of taxation were expected to add deeper insights into how
the VAT system is performing in the field and also the potential for developing blockchain technology
in the VAT system. In-depth interviews conducted with Blocktogo and Tokocrypto were expected to
add deeper insight into blockchain technology and provide an overview of the design of an appropriate
implementation model in the VAT system.

The last informants, from associations and organizations, were from the Indonesian Blockchain
Association and the Indonesian Blockchain Network. As a new technology that is still developing,
blockchain is still relatively unknown in Indonesia. Therefore, the existence and role of associations
and organizations that specifically delve into blockchain technology in Indonesia will be of great
benefit to many parties. In-depth interviews conducted with the Indonesian Blockchain Association
and the Indonesian Blockchain Network were expected to provide a detailed explanation of blockchain
technology and special views on the implications and application of blockchain technology in the
VAT system.

Semi-structured interviews were conducted using a list of questions prepared in advance and
followed the dynamics of the discussions with informants and the information gained. The interview
questions included: (a) views on the application of tax technology in the VAT system in Indonesia
(especially the e-Invoice system); (b) views on technology development to overcome problems in
the VAT system (especially the e-Invoice system); (c) understanding of blockchain technology and
its development in Indonesia; (d) an overview of the application of blockchain technology in the
e-invoicing system; (e) significant factors taken into consideration in applying blockchain technology
to the VAT system; (f) designing the appropriate blockchain technology (concepts, types, mechanisms,
participants, etc.) implementation model for the VAT system; and (g) matters to be considered by
the government in formulating policies related to the application of blockchain technology in the
VAT system.

It was very important to determine the research site because it had to be directly related
to the research topic. This research site was located in the DKI Jakarta area, which comprises
several agencies and practitioners, namely DGT, Fiscal Policy Agency, Ministry of Communication
and Information Indonesia, Center for Financial Information Systems and Technology Ministry of
Finance Indonesia, OnlinePajak, CITA, RSM Indonesia, Blocktogo, Tokocrypto, Indonesian Blockchain
Association, and Indonesian Blockchain Network. In addition, the academic environment was also
within the research site, namely Universitas Indonesia.

The study was conducted at one point in time and was not conducted at different times to make
comparisons with previous research possible. The primary data collection was conducted over a
period of approximately 5 months, from August to December 2019. The data analysis technique used
was a qualitative data analysis technique. This research began by studying the data of interviews with
informants, notes made during field studies, and a literature study of data in the form of documents
related to blockchain technology and VAT systems in Indonesia. This was followed by a reduction
and selection of data that was more focused and relevant to the research issue. This was followed by
further in-depth analysis of the data.
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Research analysis was performed by linking selected data to the research problems. The data
were then presented in the form of descriptions, tables, and graphs based on the results of interviews
and literature studies. The data were presented to support the analysis conducted in this study.
Finally, the results of the study were concluded based on the data and analysis presented.

This research is not without limitations as it only discusses the application of blockchain technology
in the VAT system in Indonesia. Blockchain technology is a transparent technology in which each
party belonging to the blockchain chain will know the data or information that are in the blockchain.
Therefore, blockchain technology can be used for transparent data only. In VAT, there are data that
is transparent and secure for others to know, namely the Tax ID Number and the TISN. The topic of
this research is limited to the scope of VAT because VAT is one of the types of taxes that is considered
appropriate for the application of blockchain technology.

4. Results

After completing the analysis, as shown in Figure 1, blockchain technology can be applied in the
TISN systems using the permissioned private blockchain type. This type of blockchain technology
allows the DGT to run a private but still customizable blockchain system so that it can determine which
parties are nodes and the extent of the authority those parties have in the blockchain technology network.
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Figure 1. Scheme of the research analysis stages.

Before applying blockchain technology in the VAT system in Indonesia, it is necessary to design
the desired implementation model in accordance with the DGT standards. The DGT should deepen its
knowledge on how blockchain technology can be utilized by VAT systems in Indonesia. This is because,
in principle, blockchain technology consists of various types of blockchains and implementation models
that can be tailored to the needs and benefits to be achieved. Figure 1 shows the steps performed by
the researcher to perform the analysis.

As an initial step, a description is presented of how conventional VAT electronic systems are
applied currently. A simple illustration, as in Figure 2, is provided to make it easy to understand
the process:
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Figure 2. Buyer and seller position scheme in the Indonesian VAT system.

When the seller (a party that is classified as a TE), conducts a transaction to submit the taxable
goods or taxable services to a buyer that is also classified as a TE, there is an obligation that must be
done, which is to collect VAT from the buyer, as in Figure 2. VAT rates are charged in accordance with
the provisions applicable in Law No. 42 of 2009 on VAT. Resmi [31] explained that there is a method of
calculating VAT by deducting the Output Tax from the input tax. This deduction method is called the
credit method or input tax crediting method.

At the time of the submission of taxable goods or taxable services subject to VAT, there is proof of
a tax collector payable called a tax invoice. The seller is required to create an Output Tax invoice for
the submission of taxable goods or taxable services while the buyer will receive the tax invoice as an
Input Tax invoice for the purchase of taxable goods or services. Both the seller and the new buyer can
perform the mechanism of crediting the Output Tax and Input Tax if the tax invoice has been issued.

Before issuing a tax invoice as proof of a tax deduction to make an Input Tax credit, a TE must
submit a request for a TISN to the DGT. The application can be made online or through a tax office
where the TE is confirmed. If the TE wants to create the TISN online, then the TE can make a request
through the e-Nofa application. After the TE has submitted the TISN request through an e-Nofa
application, the process of issuing the TISN to the TE will be carried out. For the TISN to be issued
by the DGT, several requirements must be met, i.e., the entity has been confirmed as a TE and is in
possession of an electronic certificate, as well as an activation code, and a password.

After the TE has submitted a TISN request and fulfilled the specified requirements, it is only then
that the TISN will be provided by the DGT to the TE. The TISN model of the TE is an allotment system.
A TE that followed the e-Invoice scheme will periodically be allocated a TISN through the e-Nofa
application by the DGT. After the TE obtains a TISN, they can issue tax invoices for transactions made
with opposing transactions. If the e-Invoice has been issued, then the next obligation for the seller is to
deposit and report the taxes collected to the DGT.

On the other hand, the buyer must check the e-Invoice obtained from the seller. The buyer must
check whether the tax invoice has been properly issued by the seller through the e-Invoice application
based on the QR code displayed in the e-Invoice. After that, the buyer can credit the Input Tax to its
output tax. If the result shows that it is underpaid, then the buyer must deposit the tax to the temporary
state coffers. If the result shows that it is overpaid, then the buyer can file a refund or restitution to the
state. At the same time, the DGT online system performs transaction monitoring, validates invoice
recipients, and invoice issuers are officially registered in the DGT system. This process is simple on the
existing VAT electronic system.

The second stage is to identify problems in the conventional electronic VAT system. Before applying
blockchain technology in the VAT system, the DGT must first identify the problems generated by
the existing system. When the problems have been identified then the extent to which blockchain
technology can solve the problem should be mapped. Following are the problems that often arise in
conventional VAT electronic systems and whether they can be addressed by blockchain technology:

a. The lack of optimal e-Nofa application performance

DGT servers are simultaneously and directly accessed by hundreds of thousands of TE to make
TISN requests. This overload of requests often leads to a reduced performance of e-Nofa applications
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and causes the system to hang. There were also problems related to the DGT servers, which were
also often interrupted when accessed simultaneously by multiple parties. This causes taxpayers to
experience difficulties when performing their tax obligations.

b. Excessive stages to complete

Based on the explanation described above, the current conventional VAT system is a very long
process. The buyer must validate the input and output tax, the seller must also request a TISN, and the
DGT system validates the tax and transaction. As a result, both the TE and the DGT must go through
many stages.

c. Fictitious tax invoices

The inefficiencies of the VAT system triggered another problem, namely the emergence of tax
fraud practices that produce fictitious tax invoices. A fictitious tax invoice is an invalid tax invoice
issued by a taxpayer not confirmed to be a TE or for transactions that did not actually occur. This fraud
is conducted to enlarge taxpayer tax credits, and thus the VAT deposited will be smaller than what it
should be. This is greatly detrimental for the state.

5. Discussion: Blockchain, Value Added Tax, and Open Technology

An analysis was performed to determine whether blockchain technology will be able to help solve
these problems. Before performing the analysis, it was necessary to know when the DGT should create
a system based on blockchain technology, online or offline. This is because the DGT cannot implement
this new blockchain technology in the VAT system indiscriminately. The DGT must carry out benefit
mapping first so that when this technology is implemented in the future, it will be able to solve existing
problems and provide effective and efficient results.

5.1. Blockchain Application as an Open Technology Innovation in e-Invoice VAT System

As a technology that is developing and attracting the attention of many, blockchain technology
will pose challenges in the future. Thus, organizations must constantly come up with innovative
ideas to face them [36]. With the potentials and opportunities offered by blockchain technology,
the application of technological innovation in an organization should be carried out by all parties
involved. Blockchain is considered as a revolutionary technology [37] and one of the best innovations
after the internet [38]. This is because of its many benefits, such as speeding up transaction completion,
reducing the risk of fraud, increasing transaction auditability, and increasing the effectiveness of
supervision [39].

Blockchain technology (distributed ledger) is a very real form of open technology innovation.
Once information has been recorded in the blockchain database, it is very difficult to delete or change the
data [23]. This technology uses multiple participants in the network to reach consensus and distributes
transaction records digitally to all the networks involved in real time. This enables collaboration between
business entities and individuals as well as transparency of business processes and data [40]. In general,
the use of blockchain technology allows the real time disclosure of financial statement information that
can be accessed by both internal and external users [39]. This technology leads to changes in interaction
models and increases the system transparency and efficiency [37]. It is not surprising that blockchain
technology is considered a very useful form of open innovation and is widely used in various sectors,
such as the government [11] and business sectors [12]. Additionally, blockchain technology can also
be implemented for effective and efficient tax administration—for example, in the context of the
VAT system.

Blockchain technology in the VAT system has the potential to strengthen the system and give more
trust to the parties in the network, including the government and TE. With a system that provides data
openness, blockchain technology is an open technology innovation in the VAT system and particularly
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in e-invoicing, because it can increase the system transparency and efficiency. In addition, the use
of blockchain technology to store and distribute data can be effectively utilized to carry out risk
assessment in systems [37]. Thus, due to its characteristics, i.e., transparency and distributed data,
blockchain technology can be said to be open technology innovation in the VAT system.

Considering that the main characteristics of blockchain technology are transparent and
distributable data, this means that each party acting as a node in the blockchain technology network
will receive the same distribution of data or information. Thus, this technology can only be utilized for
transparent data, whereas almost all data related to taxpayers are confidential and not transparent.
Data that are not considered to be crucial and secure when viewed by other parties includes the TISN.
Therefore, in principle, blockchain technology can be applied in TISN delivery and the tracking systems
from the DGT to TE.

Regarding the TISN rationing system from the DGT to the TE, the following is a simple scheme
that illustrates the difference between the conventional TISN granting system that is currently in effect
and a system using blockchain technology:

In the conventional model, as shown in Figure 3, the DGT online server is accessed by all
TE periodically and simultaneously. This system shows that the position between the DGT server
and the TE becomes misaligned due to the existence of the server (the DGT becomes a client or
TE). This misalignment often causes DGT servers to experience downs or errors when accessed
simultaneously by multiple parties. However, when compared to blockchain-based systems where
there is no server and client system, both the DGT and TE have the same position.

J. Open Innov. Technol. Mark. Complex. 2020, 6, x FOR PEER REVIEW 14 of 26 

the TE becomes misaligned due to the existence of the server (the DGT becomes a client or TE). This 
misalignment often causes DGT servers to experience downs or errors when accessed simultaneously 
by multiple parties. However, when compared to blockchain-based systems where there is no server 
and client system, both the DGT and TE have the same position. 

 

Figure 3. Comparison of conventional and blockchain-based Value Added Tax (VAT) systems. 

The equality of these positions occurs because of the decentralization in blockchain technology. 
Decentralization causes each party in the blockchain technology network to have an equal position 
and no party has the role of master (DGT), as in Figure 3. Thus, blockchain technology has the 
potential to be implemented in the TISN delivery system from the DGT to TE. The implementation 
of blockchain technology in the TISN system speeds up performance and the TE goes through fewer 
stages because of the automation system. This is in line with a statement made by a resource person, 
a blockchain practitioner in Indonesia, who said, 

“Oh, of course, automation is for all kinds of things, for example, I am tired of income tax, and VAT, 
it is the same thing; this blockchain is for automation and monitoring so there is no such thing as a 
tax that is not connected to the government and so it becomes more optimal.” (In-depth interview 
with an informant at Blocktogo, 29 November 2019). 

As the DGT and TE have the same position, all TE do not have to access the same server anymore 
but are able to access TISN on their own using the VAT electronic system, which is based on 
blockchain technology provided by the DGT. Thus, it is expected that the problems encountered in 
the conventional VAT electronic system, when TE simultaneously access the DGT server, could be 
resolved. In addition, the move will turn the system into a flow of data instead of a flow of goods so 
that supervision will also be easier. The following is a statement from an academic resource person 
regarding how the flow of data can facilitate VAT supervision: 

“This manual still uses the traditional system. Generally, they are - in the traditional system, it is a 
flow of goods, now this must be replaced with a flow of data. So, the data is - if the flow of data is all 
reliable, the supervision is easy, and we have to look at it again later, perhaps if the supervision must 
be based on some data.” (In-depth interview with a professor and lecturer at Faculty of 
Administrative Sciences, Universitas Indonesia, 19 November 2019). 

In addition, the implementation of blockchain technology in the VAT system may also have 
implications for improving the user experience of taxpayers. User experience is an important thing 
that must be considered in the application of a technology. This is in accordance with the statement 
from the following academic resource person: 

“Online DGT will be able to cooperate with third parties who can provide added value to the 
community with their respective technologies. Finally, the third-party tax server can get 10 Rupiah 
for every transaction, no problem, and from Online DGT there will be no need to experience that 
anymore when the server is down, etc. Things like that won’t exist anymore, that’s what I mean with 

Figure 3. Comparison of conventional and blockchain-based Value Added Tax (VAT) systems.

The equality of these positions occurs because of the decentralization in blockchain technology.
Decentralization causes each party in the blockchain technology network to have an equal position and
no party has the role of master (DGT), as in Figure 3. Thus, blockchain technology has the potential to
be implemented in the TISN delivery system from the DGT to TE. The implementation of blockchain
technology in the TISN system speeds up performance and the TE goes through fewer stages because
of the automation system. This is in line with a statement made by a resource person, a blockchain
practitioner in Indonesia, who said,

“Oh, of course, automation is for all kinds of things, for example, I am tired of income tax, and VAT,
it is the same thing; this blockchain is for automation and monitoring so there is no such thing as a tax
that is not connected to the government and so it becomes more optimal.” (In-depth interview with
an informant at Blocktogo, 29 November 2019).

As the DGT and TE have the same position, all TE do not have to access the same server anymore
but are able to access TISN on their own using the VAT electronic system, which is based on blockchain
technology provided by the DGT. Thus, it is expected that the problems encountered in the conventional
VAT electronic system, when TE simultaneously access the DGT server, could be resolved. In addition,
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the move will turn the system into a flow of data instead of a flow of goods so that supervision will
also be easier. The following is a statement from an academic resource person regarding how the flow
of data can facilitate VAT supervision:

“This manual still uses the traditional system. Generally, they are - in the traditional system, it is a
flow of goods, now this must be replaced with a flow of data. So, the data is - if the flow of data is
all reliable, the supervision is easy, and we have to look at it again later, perhaps if the supervision
must be based on some data.” (In-depth interview with a professor and lecturer at Faculty of
Administrative Sciences, Universitas Indonesia, 19 November 2019).

In addition, the implementation of blockchain technology in the VAT system may also have
implications for improving the user experience of taxpayers. User experience is an important thing
that must be considered in the application of a technology. This is in accordance with the statement
from the following academic resource person:

“Online DGT will be able to cooperate with third parties who can provide added value to the community
with their respective technologies. Finally, the third-party tax server can get 10 Rupiah for every
transaction, no problem, and from Online DGT there will be no need to experience that anymore
when the server is down, etc. Things like that won’t exist anymore, that’s what I mean with user
experience. When user experience is considered, it will have an impact on infrastructure and people.”
(In-depth interview with a lecturer at the Faculty of Computer Science, Universitas Indonesia,
20 November 2019).

With the implementation of blockchain technology in the VAT system, taxpayers as users will feel
comfortable because they can avoid problems, such as system hangs or bugs. Blockchain technology
can provide easy access for each node to check e-Invoices issued by transaction counterparties. In the
conventional system, the buyer TE must validate the e-Invoice issued by the seller’s TE, but in a
blockchain technology-based system this is no longer needed. On the other hand, the DGT must
also validate the e-Invoice issued by the seller TE. This is because the e-Invoice issued by the seller
TE is connected to the TISN in the blockchain technology-based system using a hashing function.
The hashing function makes it impossible for unrecorded tax invoice data to be used to issue a fictitious
e-Invoice that does not match an actual transaction. This a statement corresponds to the following
statement made by a resource person from the Head of Support System Development Section I of the
Directorate of Information and Communication Technology DGT:

“Yes, I see the advantages described earlier, first is security and the ease of checking on the transaction
counterparty. How is this possible? The data is in the node, so the advantage of the blockchain is
that the data is with us. I have Data A, my data is in A. That’s right, isn’t it? So, we don’t have
to always contact our superiors online because the data is there.” (In-depth interview with an
informant at the Support System Development Section I of the Directorate of Information
and Communication Technology, DGT, 4 December 2019).

The following is an analysis of the types and designs of blockchain technology implementation
models that can be applied to the VAT system in Indonesia, in particular, the TISN granting system.
Blockchain consist of three types, namely public, consortium, and private [26]. In order to determine the
type of blockchain technology that can be applied in the TISN delivery systems, first, the characteristics
of the agencies planning to implement it should be known. As a government agency, the appropriate
type to apply within the scope of DGT is the private blockchain. This is because the security of taxpayer
data is crucial. The security of the data makes it impossible for DGT to implement a public blockchain
type because it is too risky for the dissemination of taxpayer personal data.

Since data security is the main issue to take into consideration, the type of blockchain technology
that is deemed to be suitable is the private blockchain. The private blockchain is the right type because
in data security, the nature of taxpayer data is very confidential, and it will be dangerous if accessed by
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other parties. This is supported by the following statements made by the Chief Operating Officer of
Tokocrypto as a blockchain practitioner in Indonesia:

“In my opinion, this concept must make use of the private blockchain. Why? The credentials can only
be obtained by a few log-in accesses, then the node that performs the validation is also selected, for
example the issuer of the number or there are several other parties.” (In-depth interview with an
informant at Tokocrypto, 10 December 2019).

As secure data, TISN is transparent because it is not confidential. If a TE knows the TISN of
another TE, it will not be a problem and will instead provide data transparency. In addition, the data
displayed in the block scattered across the nodes of interest do not contain all transaction data but only
the headers of those transactions. This is because the size of the data contained in a block cannot be
large given that not all TEs as nodes have significant storage capacity.

Regarding granting permission to nodes, permissions in blockchain technology consist of
permission-less and node permissioned. The following statement regarding granting access permits to
nodes was made by a resource person, Chairman of the Indonesian Blockchain Association:

“I think it’s better to use a permissioned private blockchain so that there will be public involvement,
but it will still be possible to choose who can be the nodes.” (Interview with an informant at the
Indonesian Blockchain Association, 6 December 2019).

The permission-less blockchain allows all new users to participate, validate, transmit, or forward
transactions, as well as add or have blocks in the blockchain technology network. A permissioned
blockchain only allows registered nodes to validate in the blockchain technology network [7].
A permissioned blockchain is more suitable for industries that are regulated [41]. Therefore, the right
type of permission to be applied in the TISN system based on blockchain technology is the permissioned
private blockchain.

Permissioned private blockchain allows the DGT to run a private but still customizable blockchain
system where the DGT can determine which parties are nodes and the extent of the authority of those
parties in the blockchain technology network. This can then be set out in a smart contract. A smart
contract is a series of agreements that serve as a business transaction regulator. A smart contract is
stored and executed automatically in the blockchain as part of a transaction. Smart contracts can be
trusted because of their characteristics i.e., they are immutable and distributable. Immutable means it
cannot be changed, while distributable means the contents of the contract will be distributed to all
parties in the blockchain network so that it can be validated directly. The following is a statement
regarding smart contracts made by a resource person from the Head of Support System Development
Section I of the Directorate of Information and Communication Technology DGT:

“This smart contract is the real power of the blockchain. So, we can just place smart contracts between
TEs; the DGT doesn’t have to get involved. The DGT participates in the sense that it is the one who
makes such numbers, in the sense that for example there are TE A, TE B, TE C, and TE D. TE A
has taken the number 1-1000; this is the smart contract that regulates it. So, the smart contract
between individuals is that TE A has taken the number 1-1000. TE B means 1001-2000, now it
works for the invoice number.” (In-depth interview with an informant at the Support System
Development Section I of the Directorate of Information and Communication Technology,
DGT, 4 December 2019).

Smart contracts can be likened to rules of a game that require the parties involved to agree and
obey the rules therein. The following is a statement from the Chief Operating Officer of Tokocrypto
as a blockchain practitioner resource person about how smart contracts can provide security for the
parties involved in it:

“When there is a change in a smart contract, the entire ecosystem of the connected platform must know
about it. So, it can’t be unilateral, that’s the difference. Smart contracts aim to make everyone agree
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with the rules of the game. So smart contracts are like the rules of the game, why agree because smart
contracts aren’t that easy to change.” (In-depth interview with an informant at Tokocrypto, 10
December 2019).

Smart contracts can determine what data each node can see, regulate TISN granting to TE, and who
is a node in the blockchain technology network. When it comes to data, it is not possible to place all
invoice data in all nodes because first, they have to provide space/storage sufficient for DGT central
data (approximately 10 TB) and secondly, taxation data are highly confidential and should not be
viewed by unauthorized parties.

The importance of maintaining the confidentiality of tax data is set out in Article 34 of Law No. 28
of 2007 on General Provisions and Procedures for Taxation. The provisions described in the Act show
that the security of taxpayer data is crucial and should be considered seriously. Thus, what data may
exist and what should not exist in the blockchain network should be considered. TISN data are not
considered very confidential and are light enough to be distributed. This can help the DGT system to
become faster. In addition, the data in the blockchain network should also be useful for other nodes.

If all TE are in the blockchain network at the same time as the DGT, TE should not be able to see
the data of other TE transactions that have no connection with them. For example, when TE A conducts
transactions with TE B, only TE A and B need this data; not TE C, TE D, or any other TE. Thus, the smart
contract should be regulated regarding who has access to the transaction data, namely the seller, buyer,
and DGT only.

The function of layering for multi signatures in smart contracts makes it possible to set up which
enterprise is authorized to see transaction data in the blockchain network. In that way, through
smart contracts, leveling any parties with higher or lower authority is possible. In addition, it can be
determined that DGT reserves the right to have all taxpayer data on the DGT node, but on each TE
node there are only data related to the TE and its transaction counterparty’s node.

As previously explained, in order to consider the amount of data contained in the blockchain,
the data that are blocked are not all transaction data between TE but only headers from the transaction
data. In addition, the data size should also not exceed the capacity of each node. The size of the data in
the blockchain should be considered because not all TE that act as nodes have the same data storage
capacity. This is very important because with the distribution of all data to nodes in the blockchain
technology network, all nodes must have adequate storage capacity. This is one of the shortcomings of
the blockchain technology. If a node does not have sufficient data storage capacity, then the person
who owns the node cannot participate in the blockchain technology network.

What data are to be known by fellow TE versus transactions can be set in the smart contracts.
We recommend that the data displayed, such as the TISN, transaction headers, and timestamp header,
not be confidential data. When the taxable good or taxable service has been handed over or resold
to another party, there will be a new block containing similar data related to the sale to the other
buyer, which is classified as a TE. With this blockchain-based TISN system, the DGT can trace where
the taxable goods came from and who sold them first. In that way, the process of transparency of
transactions or supply chains of taxable goods or services will be highly visible and supervision will be
easier to achieve.

The final aspect concerns the parties involved. As previously explained in the TISN delivery
systems based on blockchain technology, the parties involved are the DGT and the TE. However, the DGT
still requires external partners to implement blockchain technology in the VAT system. Before this
system can be applied to taxpayers, the DGT must register it with the Ministry of Information. The DGT
may also ask the National Cyber and Crypto Agency (NCCA) to provide assistance related to data
security standardization in the blockchain technology network of the VAT system. The Application
Service Provider (ASP) from the DGT can also act as a supporter to implement blockchain technology
in the VAT system in the future. Based on the description above, the following is a simple illustration
of the mechanism of the e-Nofa system based on blockchain technology.
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The illustration above, as in Figure 4, shows that by using blockchain technology, there will be
maximum transparency and data security. The data recorded in each block of each TE involved in
a sale or purchase transaction of taxable goods or taxable services with its transaction counterparty
will be locked with the hashing function of the blockchain technology. With this function, a TE cannot
cheat by manipulating data in a block that has been recorded in the blockchain technology network.
The chain system owned by the blockchain technology also enables the DGT as a regulator to conduct
comprehensive monitoring and track transactions. Thus, all data recording of transactions that produce
VAT will be tracked and recorded properly and securely.J. Open Innov. Technol. Mark. Complex. 2020, 6, x FOR PEER REVIEW 18 of 26 
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In addition, the top TISN that is left at the end of the tax period and has not been used by TE
will directly be seen by the DGT through the blockchain technology system, as shown in Figure 4.
In that way, oversight of the remaining TISN will be easier to conduct because it is very transparent.
Therefore, with careful planning and mapping, blockchain technology will significantly enhance the
efficiency of the VAT technology system in Indonesia. However, the DGT also needs to mitigate the
risks and flaws that blockchain technology could pose. The aim is to allow the application of blockchain
technology in the VAT system to run efficiently in accordance with the DGT’s objectives. When the
transparency of taxation has improved, this will affect the taxpayers’ compliance in carrying out their
tax obligations. Thus, everything concerned with VAT will become clear and auditable.

5.2. Views of the Government, Academics, Practitioners, and Associations Regarding to the Application of
Blockchain Technology in the VAT System Particularly for the e-Invoice

5.2.1. The Government

Before applying blockchain technology in the VAT system, especially for e-invoicing, the DGT
must refer to the existing regulations first. Regulations are important matters that must be taken into
consideration. However, existing regulations should not limit the space for DGT to develop blockchain
technology. It would be beneficial if tax regulations in Indonesia were made to be more dynamic
and easily adaptable to existing developments. Regarding regulations, there must also be strong
support from parties with higher authority in the government or policy makers. If the Directorate of
Information and Communication Technology (ICT) of the DGT has initiatives related to technology
development, the Directorate of ICT of the DGT must first refer to the taxation regulations whose scope
is within the Directorate of Taxation Regulations I or II.

Apart from that, there is another directorate, namely the Directorate of Business Processes (TPB)
that acts as the bridging party if the regulation relates to IT or anything that is implemented in nature.
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The ICT Directorate of the DGT can then begin to play its role related to technology development even
though it cannot directly create applications or coding. The ICT Directorate cannot directly implement
new technological innovations but must first go through decisions and considerations from several
other directorates, such as the Directorate of PP I or II and the Directorate of TPB.

This bureaucratic process requires the approval and support from the top management of each
directorate. In this regard, the researchers in [35] stated that the main decision maker in the company
(the top management) has an important role in deciding whether an organization can implement
blockchain technology or not. The following is a statement from a resource person from the Head of
Trade and Industry Value Added Tax Sub-Division Fiscal Policy Agency regarding the importance of
top management support in the application of blockchain technology:

“Top management support is very important because without it, it will not work. Currently our
leadership is very supportive of the system to increase the efficiency of tax administration. Because
when it is efficient, it will be effective, and then the revenue will increase.” (In-depth interview with
an informant at the Trade and Industry Value Added Tax Sub-Division, Fiscal Policy Agency,
27 November 2019).

This statement indicates that support from top management plays an important role in the
implementation of blockchain technology in the Indonesian VAT system. On the other hand,
the government should also consider how prepared and ready the organization is to apply this
technology. The DGT is an agency that supports its employees to continue to improve their knowledge
and skills by instilling a long-term learning culture and norms for senior officials as well as employees.
This learning culture will support the development of employee knowledge and skills related to
blockchain technology.

The DGT as the tax regulator and implementer in Indonesia must understand how the application
of blockchain technology is not something that is general but must start from a basic level. This is
because an incomplete understanding of the technology can lead to misconceptions regarding the
benefits and applications of blockchain technology. Readiness does not only concern human resources
but also refers to the business model. Regarding the application of blockchain technology in the
e-invoicing system and its relationship with the existing DGT business model, the following is a
statement from the Director General of Directorate General Informatics Applications Ministry of
Communication and Information Indonesia:

“Yes, the business model is highly adaptable because the model is already electronic. If it were still on
paper, it would be difficult; but VAT is already electronic using e-Invoice, so there is only one step
left. But in fact, taxpayers are already used to filling out e-Invoices, so the implementation of this
blockchain does not change the business processes that are currently being carried out by the DGT
and taxpayers.” (In-depth interview with an informant at the Directorate General Informatics
Applications, Ministry of Communication and Information Indonesia, 10 December 2019).

The above statement explains that because the tax invoicing system is now electronically based,
it will not be difficult to adjust to the existing DGT business model. Thus, the current e-invoicing
business model supports the implementation of blockchain technology in the e-invoicing system.
The government must also pay attention to the readiness of technology infrastructure to implement
blockchain technology. The following is a statement from the Head of Support System Development
Section I of the Directorate of Information and Communication Technology DGT regarding this matter:

“After the steps are okay and the innovation can be carried out, we must pay attention to infrastructure.
What is the readiness of infrastructure like? The people? A network server should be prepared and so
on.” (In-depth interview with an informant at the Support System Development Section I of
the Directorate of Information and Communication Technology, DGT, 4 December 2019)

Infrastructure is one of the components that must be fulfilled if blockchain technology is to be
implemented in Indonesia. Before implementing a technology development initiative, the extent of the
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DGT network and server infrastructure readiness must be checked. It is imperative to develop standard
infrastructure components to focus on a higher level in developing value-added services rather than
focusing on the core infrastructure. Blockchain technology has the complex and sensitive technical
aspects of a decentralized network; therefore, it is important to have a secure and well-developed
network infrastructure [42].

The application of blockchain technology in the VAT system, especially for e-invoicing, can be
done. However, the government must implement a proper governance framework that includes
provisions regarding the responsibilities of each party, rules for approving or rejecting authorized
participants, correction mechanisms, applicable laws to handle dispute, and others. On the other hand,
before the DGT implements blockchain technology in the VAT system, careful consideration of the
security of TE data is required.

Blockchain technology should not be implemented in the VAT system if it will cause TE’s personal
data and identities to be insecure. Therefore, it is necessary to have a smart contract that regulates this
matter. Smart contracts are the strength of blockchain technology that functions as a digital contract
that can regulate the existing conditions in the blockchain technology network. The following is a
statement from the Head of Support System Development Section I of the Directorate of Information
and Communication Technology DGT regarding smart contracts:

“That is, it means this is okay, but you must arrange in a smart contract and that only the sellers,
buyers, and the DGT can know that specifically. So, the DGT may have all this data, but the sellers and
buyers are only related to the data of the buyer. So, this is possible in the blockchain through this smart
contract.” (In-depth interview with an informant at the Support System Development Section
I of the Directorate of Information and Communication Technology, DGT, 4 December 2019).

With the existence of a smart contract, the DGT can increase the security of TE data in the
blockchain technology network. One of the characteristics possessed by blockchain technology is
distributable whereby all data will be distributed to all nodes in the network. On this basis, the smart
contract can regulate which parties are entitled to know all the details of the taxpayer’s transactions.
Detailed rules must be made in the smart contract regarding the roles of each seller, buyer, and the DGT.
The following is a statement from the Head of Architecture and ICT Capacity Analysis Subdivision of
the Center for Information Systems and Financial Technology Ministry of Finance Indonesia regarding
the role of smart contracts as a determinant of the parties involved in the blockchain technology
network if the DGT is planning to implement it in the VAT system in Indonesia:

“Maybe it can be arranged there. The key is if we want one that is private, the key is that the
entities involved are those that have been verified. On a public blockchain, everyone can join,
if it’s closed, only verified entities are allowed in. So that the process of achieving the forum
is easier because the transactions come from and are carried out by trusted people.” (In-depth
interview with an informant at the Architecture and ICT Capacity Analysis Subdivision of the
Center for Information Systems and Financial Technology, Ministry of Finance of Indonesia,
9 December 2019).

It is important to determine which parties will be verified and allowed to see the TE’s personal data;
in addition, determining the parties involved will simplify the forum agreement process. In this context,
the DGT as the tax authority has the right to know all the identities and details of the TE transaction,
including the other TE or the credential data of the transaction counterparty. Smart contracts can create
and maintain the TE’s trust in the security of their data and identity because, as previously explained,
this digital contract is very secure and difficult to manipulate.

5.2.2. Academics

As a new technology that is still not understood by many parties, the knowledge and skills of
government employees and the public on blockchain technology are needed so that its application
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can be utilized optimally. The knowledge and skills regarding blockchain technology must also be
mastered so that its use will not create loopholes for taxpayers to commit tax fraud. The following are
the views of an academic regarding this matter:

“The problem is the decision to use a certain technology is also important for those who are going to
develop it later. What do you want the blockchain to be like, then what is clear, you have to be clear
first, about what you want to do, everything? Like e-Invoicing, even though it’s already using IT like
this and blockchain too, but gaps can still be found in the procedure, that’s my opinion. So, before it
is implemented, the procedure must first be discussed, the VAT payment mechanism.” (In-depth
interview with a lecturer at the Faculty of Computer Science, Universitas Indonesia, 11
November 2019).

Mapping the benefits of blockchain technology is very important considering that there are
various types and models in this technology that can be adapted to the VAT system in Indonesia.
In implementing the blockchain technology in the e-invoicing system, caution should be taken to
find loopholes in the system enabling fraud and misuse of data. To deal with the possibility of
fraud, academics argued that the type of blockchain technology that should be applied is the private
blockchain. Here is a statement of an academic regarding this matter:

“In my opinion, the private blockchain is suitable for the government because they manage the chain.
If the public manages it, it can be verified, but the government will have no role to play.” (In-depth
interview with a lecturer at the Faculty of Computer Science, Universitas Indonesia, 12
November 2019).

If the DGT wants to apply the blockchain technology in the VAT system, partners who are to be
invited to work together must be selected based on the benefits and goals that the government wants to
achieve. In addition, for maximum benefits to be generated, the DGT should collaborate with several
partners from various sectors. One of the parties that must be included in the collaboration are the
academics. Academics should play a role as providers of input to the DGT regarding the prevailing
theory. The following is a statement of an academic regarding the important role of academics:

“The role of academics is important because the research is also carried out by academics. If for example,
the drive behind this is business, there will be no innovation unless there is revenue. But if you involve
academics, you must make things like this; someone must be a dreamer, the government will be the
implementer, the user.” (In-depth interview with a lecturer at the Faculty of Computer Science,
Universitas Indonesia, 20 November 2019).

This form of cooperation is not only technical but could also be in the form of providing
recommendations, studies, and theoretical input on the design of implementing blockchain technology
in the VAT system in Indonesia. With the synergy in the cooperation between the government and
academics, the government will obtain an in-depth view of the blockchain technology so that its
application in the e-Invoice system will run effectively and efficiently.

5.2.3. Practitioners

The DGT cannot implement a policy or decision on its own. It requires support from government
parties or agencies outside the DGT. Outside the DGT, government parties that have higher authority
include the President and the Minister of Finance. The following is a statement from the Public Policy
and Government Relations Manager of OnlinePajak as a tax practitioner regarding the support from
external parties that have a higher authority than DGT:

“If you really want to apply blockchain technology, then we have to approach the highest leadership,
for example the Minister of Finance or the President and explain that this technology is important to
develop.” (In-depth interview with an informant at OnlinePajak, 3 December 2019).
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Tax practitioners argue that the support of parties with higher authority, such as the President and
Minister of Finance, holds an important role in implementing blockchain technology in the VAT system
in Indonesia. This is because the application of the technology by DGT is designed to be nation-wide.
Therefore, the role and intervention of state leaders will contribute to the development and application
of blockchain technology. In addition, the most important challenge in adopting blockchain technology
is how to establish regulations for the implementation of this technology [6]. This is because laws and
regulations can affect the speed of the development of this technology. The following is a statement of
a taxation practitioner regarding the importance of the regulatory process:

“Regulations are important, regulations are not as easy as we imagine. Blockchain technology is
something that is complicated, so yes, how can we simplify those already complicated words into
rules that are easily understood by everyone, even ordinary people.” (In-depth interview with an
informant at OnlinePajak, 3 December 2019).

Blockchain technology is a technology that is not too familiar among the public, therefore the
DGT needs to make regulations that are easily understood by all parties, especially taxpayers.
In addition, other tax practitioners think that infrastructure is an important factor that must be
taken into consideration if the government is to apply blockchain technology in the VAT system.
The following is a statement of the Tax Managing Partner RSM Indonesia as a taxation practitioner
regarding this matter:

“Now the most important thing is the internal infrastructure, right? If the taxpayers just need to
follow the procedure, whatever the form, there is nothing they can do. But if you want to issue a policy,
whatever the form is—now if the system is still Output Tax and Input Tax, maybe what is required is
information about who the seller is; someone is selling so he/she will declare it. This is the Tax ID
Number, of the TE, it is clear who the transaction counterparty is and only input is left in the system.
So, the system must be developed.” (In-depth interview with an informant at RSM Indonesia,
21 November 2019).

This statement underlines the importance of the DGT’s internal infrastructure and, thus, should be
carefully considered. Infrastructure is important because the taxpayer as a user only makes use of
the infrastructure provided by the government. Thus, if the DGT wants to implement blockchain
technology in the VAT system, it should not be difficult for taxpayers to access it. The infrastructure
designed to implement blockchain technology in the e-Invoice system in Indonesia must, of course,
prioritize taxpayer data security.

The distributed blockchain technology system is one of the reasons why this technology has a
high level of security. However, it is precisely the distributed systems that should be underlined
and scrutinized. Blockchain technology allows all nodes to connect and view the information data
entered the blockchain technology network. This can raise the concerns of TE regarding data security
and identity because loopholes in the technology leading to data leakage remain, even though, in the
context of blockchain technology, this is difficult. Concerns regarding data hacking in blockchain
technology were also expressed by a blockchain practitioner in Indonesia as follows:

“Moreover, in Indonesia there is no GDPR (General Data Protection Regulation) and PDPA (Personal
Data Protection Action). We don’t have any personal data regulations, so if our data is sold by cellular
providers who offer advertisements via Short Message Service (SMS), it’s violating the PDPA. I don’t
know why until now we still don’t have PDPA. It’s still low level; the one that is already high level is
the GDPR of the Europe Union. It is truly affective; if our data is in the hands of a company and we
as the user want the data to be deleted, then it must be deleted. We are users who don’t have PDPA
and it is still low level, I’m worried, because now we are scrutinized by many companies from outside
Indonesia. It’s crucial. The government should pay attention to that.” (In-depth interview with an
informant at Blocktogo, 29 November 2019).
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Currently, Indonesia does not have a GDPR or General Data Protection Regulation and PDPA
(Personal Data Protection Action). In fact, data security regulations such as the GDPR and PDPA are
very crucial in today’s digital era. Regulations regarding the security of personal data in Indonesia
are currently very low. If parties were to secretly sell or use the data of Indonesians for their own
interests, Indonesians could not sue them because there is no legal basis. In this digital era, it is very
easy to collect personal data from the internet. Therefore, TE data security must have special attention
from the government if blockchain technology is to be implemented in the VAT system in Indonesia in
the future.

5.2.4. Association and Organization

In following the procedure to implement new technology, the DGT must go through several stages.
Infrastructure is one of the parts involved in the procedure. The Chairman of the Indonesian Blockchain
Association asserted that if the government wants to implement blockchain technology in the VAT
system, particularly for e-Invoice, the government must pay special attention to the infrastructure
readiness, human resource readiness, commitment to change, and proper regulations. In addition,
collaboration with various parties is also something that must be considered because consensus from
the management is greatly needed.

It is crucial to consider the network infrastructure because the taxpayer, as a user, only makes use
of the infrastructure provided by the government. Thus, if the DG wants to implement blockchain
technology in the VAT system, it is important that taxpayers should not face difficulties when accessing
it. The following is a statement from the Chairman of Indonesian Blockchain Association regarding the
importance of preparing a blockchain network:

“The most important thing is to prepare a blockchain network that the government wants to be used
widely. This can be done in two ways. The first is to use the existing infrastructure network or
create a new blockchain infrastructure network.” (In-depth interview with an informant at the
Indonesian Blockchain Association, 6 December 2019).

The blockchain technology network that the government is to prepare does not have to be fixated
on the existing infrastructure. Instead, the government should adjust the infrastructure to their needs.
As a new technology that has never been applied before, blockchain technology has complex and
sensitive technical aspects. Therefore, it is important to have a secure and well-developed network
infrastructure. Regarding how the DGT should maintain security and anticipate data hacking, here are
the views of a resource person from the Indonesian Blockchain Network:

“At their levels, I think the DGT have to build-out own blockchain because I think Indonesia has the
ability to do it. This is the data of Indonesian people, right, so don’t take a platform from abroad. It’s
okay to test it, but until the deployment execution, our huge data will be taken by another party. If I’m
not mistaken, there is also a classification that the data cannot be handled by external parties; this data
is certainly quite crucial, especially taxation data. Of course, if they can, the source will be local to
maintain state data too.” (In-depth interview with an informant at the Indonesian Blockchain
Network, 29 November 2019).

The above statement explains that to create applications or systems, it would be better if the DGT
made its own blockchain technology system without any interference from outside parties related to TE
data recording. Cooperation with external parties will still be possible and useful, but not in running
the entire business process in the future. Blockchain technology is claimed to be a powerful technology
in recording transactions effectively and efficiently and, thus, will be able to produce accurate, reliable,
and relevant information. In addition, blockchain technology also has enormous potential in terms of
reducing tax avoidance and tax evasion and even the risk of tax fraud.

The use of blockchain technology for taxation, especially for a Value Added Tax, allows internal
parties, external parties, and tax officials involved in the blockchain network to see the transactions
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that occur and the potential amount of VAT to be generated. Thus, if blockchain technology is
applied to the VAT system, the avoidance of VAT can be reduced optimally because all data are
presented transparently and are accessible to the parties in the blockchain because it is mutually
validated. Blockchain technology also has the potential to execute smart contracts, including taxation.
VAT payable could automatically be paid if it was stated in the agreed upon contract.

Blockchain technology, when applied to VAT, will allow real time VAT recording of the parties
involved, in particular sellers and buyers. The copy of the sales-purchase data will be the same between
the seller and the buyer for the same transaction. The sellers and buyers will not be able to commit
fraud, by, for example, changing the quantity and price of a transaction with the aim of avoiding
or embezzling VAT. With the view only feature, tax officials/authorities will be able to access and
monitor the movement of sales transactions in real time, facilitate tax collection, and this will certainly
encourage tax compliance.

6. Conclusions

Blockchain technology can be applied to VAT data that is safe to distribute, namely the TISN.
The TISN system based on blockchain technology will make the submission of the TISN from the DGT
to the TE faster and more efficient. In addition, the transactions of the TISN can also be monitored and
tracked directly by the DGT. The type of blockchain technology that can be applied in the TISN system
based on blockchain technology is a permissioned private blockchain, which allows the DGT to run a
private but still customizable blockchain system where the DGT can determine which parties are to be
nodes and the extent of authority of those parties have in the blockchain technology network.

The implication of this research in conducting a design related to the application of blockchain
technology in VAT systems is that the government must pay attention to the characteristics of blockchain
technology. The government should analyze what problems in the VAT system could be addressed
by the technology. This is because blockchain technology could provide significant benefits when
implemented in the right system. In addition, the government should provide an opportunity
for academics, businesses, and other parties to collaborate with the government to build the right
blockchain technology architecture in the VAT system in Indonesia. Collaboration with external
parties who are experts in the field will provide new perspectives and input for the government.
Thus, the government will be able to develop a VAT system based on blockchain technology that is
effective and efficient.

The application of blockchain technology in the VAT system could have implications for the
optimization of the electronic VAT system, improve the user experience of taxpayers using the VAT
electronic system, assist the analysis of the national economy by making the data related to the VAT clear
and auditable, and enhance the transparency of VAT transactions. The implementation of blockchain
technology in the VAT system could have very broad implications, not only for the taxation sector but
also for the national economy.

Therefore, the government should be open to blockchain technology and its use in the VAT system.
Blockchain technology has great potential to help the government create a more effective and efficient
VAT technology system. The government, especially the DGT as the tax authority, must understand how
to apply blockchain technology from the basic to the complex level. An incomplete understanding could
lead to misconceptions regarding the benefits and applications of blockchain technology. Apart from
the readiness of human resources, it is also necessary to prepare business models, infrastructure,
data security, governance, and to develop smart contract features.

Academics play a role as partners who can provide input that on the benefits, goals, and risks of
DGT. This form of cooperation could be in the form of providing recommendations, producing studies,
and theoretical input on the design of implementing blockchain technology in the VAT system.
Tax practitioners argue that the support of parties with higher authority, such as the president and the
minister of finance, has an important role in implementing blockchain technology in the VAT system.
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This is because easily understood laws and regulations (especially regarding data security) can affect
how fast blockchain technology can develop.

Finally, representatives from the association asserted that if the government is to implement
blockchain technology in the VAT system, particularly for e-Invoices, the government should
investigate the infrastructure and human resource readiness, commitment to change, proper regulations,
and collaboration with various parties. This is important as consensus from the management
is necessary.

Further studies regarding the application of blockchain technology to the VAT system are still
greatly needed. We suggest some potential future research opportunities. First, future research could
use other frameworks in analyzing the readiness and implementation of blockchain technology in the
VAT system. The use of various types of analytical frameworks will provide many benefits that could
be used as input in implementing blockchain technology in the VAT system. Second, future researchers
could conduct a more comprehensive literature review that discusses the use of blockchain technology
in the taxation sector, both concerning its opportunities and challenges.

This literature review will be useful as a means of sharing the knowledge or best practices from
blockchain studies from various countries. Third, future studies can further evaluate the readiness of
the organization, law, regulation, infrastructure, HR, business model suitability, and governance in
implementing blockchain technology in the VAT system. Finally, further research could empirically
investigate and evaluate the effectiveness and efficiency of using blockchain in the VAT system,
to determine whether it is successful in reducing the costs and risks of tax collection, increasing data
confidentiality security, and increasing tax revenue from a VAT.
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