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Abstract: Digitalization has increased the adoption pace of Industry 4.0 technologies, particularly
in connection with Open Innovation. However, companies are still finding it challenging to know
the variety of Industry 4.0 technologies available, and their fit with the scope of the organization.
To address this issue, a cross-sectional research design under quantitative approach was adopted.
The data were collected first-hand through a survey questionnaire from a total of 238 technology
companies in Malaysia. Technology companies were selected as they have higher agility in terms of
technology which suits the digital revolution nature of Industry 4.0. The findings of this descriptive
study revealed a range of insights in terms of Industry 4.0 technologies and open innovation. First,
this study presents the standing of technology companies in terms of 12 Industry 4.0 technologies.
Second, a comparison of these technologies is analyzed in terms of company size (small, medium,
and large). Third, a contrast of these technologies is ascertained based on the type of company
(manufacturing and services). In brief, this research contributes in providing valuable insights that
can help companies in the awareness of open innovation and adoption of Industry 4.0 technologies.

Keywords: Industry 4.0; Industry 4.0 technologies; fourth industrial revolution; open innovation;
technology companies; manufacturing companies; services companies

1. Introduction

Industry 4.0 is a rapidly arriving future. Since its inception in 2011, it was considered
as a phenomenon of the distant future, but in the last few years starting from 2016, it has
gained increased prominence and application for manufacturing and service companies
both [1,2]. Gartner forecast presumed that 26 billion things in the year 2020 will be internet-
connected, and hence the dependence on Industry 4.0 technologies will be higher than
ever (Gartner 2018). Likewise, the author Bahrin study suggested Industry 4.0 technologies
will be intensely used in the new manufacturing age, to be called as Smart Manufacturing
age [3]. Furthermore, it is the age of Open Innovation, as collaboration with people and
organizations outside the company is increasing, resulting in more knowledge creating and
knowledge sharing opportunities [4,5]. Moreover, the vision of Industry 4.0 by Neugebauer
projects that the importance of Industry 4.0 technologies will increase with the improvement
in real-time digitalization [6]. From the industry perspective, McKinsey in 2018 stated that
90% of firms visualize Industry 4.0 as an opportunity and not a threat.

By all means, digital technology is the driving force for Industry 4.0, and nearly all the
innovations of Industry 4.0 come through digitalization [7]. However, Sharma and Gandhi
observed risks in adopting these digital technologies, in the areas of data security and job
loss [8]. In a similar vein, Fatorachian and Kazemi studied three challenges in adopting
Industry 4.0 technologies [9]. One challenge is to draw sanity from machine-generated data.
The second challenge is the Internet of Things (IOT) vulnerability to cyber-attack. The third
challenge is technological and cultural cohesion to implement Industry 4.0 technologies.
However, despite these challenges, Industry 4.0 technologies have gained reputation in
both industry and academia.
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Overall, the challenge companies are facing is to know the spectrum of Industry 4.0
technologies available, and the standing of their processes, procedures, and philosophy to
tap with these technologies [10]. Moreover, despite the rising acceptance of Industry 4.0
technologies, there are barriers to implementing them. These barriers include coordination
difficulty, resistance, lack of talent, cybersecurity, lack of benefits, technology uncertainty,
data acquisition, and restricted technology diffusion [8]. Similarly, the question that Indus-
try 4.0 theorists deal with continuously is ‘how can we get somewhere without knowing
where we are now?’ [11]. In brief, the popularity of Industry 4.0 technologies has increased
in recent times, but several firms are still struggling to make use of them [12]. In the context
of Malaysia, the Malaysian government launched a nationwide policy ‘Industry4WRD’ in
2018 to take benefit from Industry 4.0 technologies. Ex-Prime Minister Tun Dr. Mahathir
Mohamad at the beginning of 2019 stated that Malaysia risks losing out with untapped
talent in Industry 4.0 (February 2019, The Star Newspaper). Later in the same year, his
statement further escalated mentioning that Malaysia has no choice but to adapt and
master Industry 4.0 disruptive technologies (July 2019, The Star Newspaper). Furthermore,
Malaysia is an emerging economy and an important market for the implementation of
Industry 4.0 technologies. In this respect, there are three important research questions that
this descriptive study aims to address:

Research Question 1: What is the status of implementation of Industry 4.0 technologies among
the technology companies in Malaysia?
Research Question 2: What are the main insights of Industry 4.0 technologies in comparison with
company size (small, medium and large)?
Research Question 3: What are the main insights of Industry 4.0 technologies in contrast with
company type (manufacturing and services)?

The remaining paper is organized in this sequence: Section 2 states the literature review
and theoretical background. Section 3 presents the research methods, and Section 4 states the
findings. Based on the results then, Section 5 expands the discussion on the research questions
of this study. Lastly, Section 6 summarizes this paper with the study contributions.

2. Theoretical Background

The literature on Industry 4.0 technologies can be better understood through the
intersection of Industry 4.0 technologies, the impact of Industry 4.0 technologies, and the
Unified Theory of Acceptance and Use of Technology (UTAUT). These three theoretical
aspects are discussed further in this section.

2.1. Industry 4.0 Technologies

Industry 4.0 is a phenomenon, whereby the physical world and the virtual world
have merged into one as Cyber-Physical Systems (CPS) [13]. Combining the technolo-
gies and concepts revolving around Industry 4.0, the consulting firm Boston Consulting
Group (BCG) first identified Nine Pillars of Industry 4.0 in 2016 [14]. These nine pillars
of Industry 4.0 are Additive Manufacturing, Augmented Reality, Autonomous Robots,
Simulation, Horizontal/Vertical Integration, Internet of Things, Cloud Computing, Cyber-
security, and Big Data Analytics. This paper extends these nine technologies by including
three more technologies: Artificial Intelligence, Mobile Technologies, and Radio-Frequency
Identification (RFID). The reason for the inclusion of these three additional technologies is
their direct connection and relevance with Industry 4.0. In terms of Industry 4.0, Artificial
Intelligence is important as it forms the basis for all computer learning [15]. Likewise,
Mobile Technologies are important in technology communication in all sorts of ways [16],
and Radio-Frequency Identification (RFID) is important as it can identify and locate objects
leveraging the potential of other Industry 4.0 technologies [17]. Several authors have
discussed these nine pillars of Industry 4.0 independently and in conjunction. First, the
author Gilchrist illustrated the concept of Augmented Reality (AR) [18]. As technology is
progressing, miniaturization is getting popular and challenging. Chips now are a grain of
sand, and this is just the beginning of miniaturization and Augmented Reality (AR). The



J. Open Innov. Technol. Mark. Complex. 2021, 7, 34 3 of 20

concept of AR is in its infancy but technologies such as AR glasses are rapidly becoming
common though [19].

Next, Hofmann and Rüsch worked on the two components of Industry 4.0: Cyber-
Physical Systems (CPS) and Internet of Things (IOT) [20]. Furthermore, Hofmann and
Rüsch defined Industry 4.0 as products and services that are digitally connected over
the internet or other platform, and can operate without human interventions [20]. For
example, Big Data has improved the data quality available, Simulations have leveraged
real-time data and result, Additive manufacturing have made mass product customization
possible. Subsequently, the author Kang gave a brief account overview of five Indus-
try 4.0 Technologies: Cyber-Physical Systems, Cloud Manufacturing, Big Data Analytics,
Internet-of-Things, and Additive Manufacturing [21]. Cyber-Physical Systems (CPS) are
collaborating entities with the surrounding physical world and data-processing services
available on the internet. It is the backbone for Smart Manufacturing. Following that,
Roblek et al. explained the Cyber–Physical System as a mix of computation, networking,
and physical processes [22]. For example, control of vital human functions through mobile
applications, or sensors in clothing. Based on this study, Cloud Manufacturing is a mix of
cloud computing and manufacturing. It’s customer-centric and on-demand. Big Data Ana-
lytics involves working on a data set that goes beyond traditional data process methods [23].
Internet of Things (IOT) makes physical things streamlined through internet protocol or
wired network. Additive Manufacturing (3D Printing) transforms a three-dimensional
model into a physical object through an electronic beam. First, it was used for prototyping,
but now for full product designing [24]. Overall, Additive Manufacturing has a major
advantage of material efficiency and resource efficiency.

Moreover, for the successful implementation of Industry 4.0, two perspectives should
be considered: Horizontal Integration and Vertical Integration [25]. Vertical Integration
establishes the astute digitalization of specialty units at various levels inside the organiza-
tion. In this manner, Vertical Integration empowers the change needed for a Smart Factory.
Conversely, Horizontal Integration improves the holistic value for advancing the product
life cycle utilizing technology architecture (Acatech 2015). Overall, the Horizontal and
Vertical Integration empowers constant information sharing, profitability in asset allotment,
sound working of organizational units which are pivotal for Industry 4.0 [26]. Furthermore,
RFID technologies, Cyber Security, and Mobile Technologies are also considered important
for Industry 4.0 technology infrastructure [17]. This includes geographic identification and
location monitoring of things using various ID technologies. The information collected
from different procedures assists in integration and promotes faster decision making. Thus,
RFID produces value in logistics and other service operations [27]. It is also important to
note that these Industry 4.0 technologies bring their own set of challenges which can be
better overcome through the notion of Open Innovation [5]. In fact, the era of Industry 4.0
technologies values Open Innovation greatly, as the integration of external knowledge is
more important than ever in driving innovation within the organization [4]. In summary,
this section elaborated on the 12 Industry 4.0 technologies that can help companies in
digitalization, and thereby Industry 4.0 transformation.

2.2. Impact of Industry 4.0 Technologies

Industry 4.0 technologies have helped organizations in taking the technological
shift [28]. This applies to both technology-forward and technology-lagging organizations,
as Industry 4.0 can give a leap to new entrants as well [29]. As Industry 4.0 technologies
revolve around digitalization and digital transformation, the impact that Industry 4.0 tech-
nologies can have on organizations can be immense. In the case of the manufacturing sector,
Additive Manufacturing and Autonomous Robots have improved efficiency as machines
in the Smart Factory (factory with Industry 4.0 technologies) can complete variable tasks
without reprogramming [30]. These factories then are not only resilient but sustainable,
due to their digitalization advantage. In the case of the service sector, Artificial Intelligence
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can improve customer service by multiple knots or levels, at a reduced cost and faster
time [31].

All in all, Industry 4.0 technologies are a key enabler [32]. The impact of Industry 4.0
technologies on organizations can also be understood by the need for novel business
models and new ways of value creation in the organization [33]. Digital transformation has
improved organization’s productivity and industry competitiveness to an unprecedented
level. For example, organizations are already shifting from ‘if’ to ‘how’ in the adoption of
digital technologies [34]. The easiest to understand is the usage of IOT (Internet of Things)
to improve business outcome [35]. In terms of Cyber Security technologies, organizations
are already shifting from caution to action. However, in order to adopt Industry 4.0
technologies, organizations have to make certain adjustments in terms of people, process,
and structure to take full advantage of Industry 4.0. Overall, organizations are learning
faster than ever and making extensive use of different sorts of Industry 4.0 technologies
leading to significant service and product innovation [36].

2.3. Unified Theory of Acceptance and Use of Technology (UTAUT)

The Unified Theory of Acceptance and Use of Technology (UTAUT) is about user
intentions to use an information system and their subsequent usage behavior [37]. This
theory is a combination of five important models: Theory of Reasoned Action (TRA),
Technology Acceptance Model (TAM), Theory of Planned Behavior (TPB), Diffusion of
Innovations Theory (DOI), and Social Cognitive Theory. This theory is well-positioned
to explain the derivations of Industry 4.0 technologies. UTAUT was conceptualized by
Venkatesh and Zhang, taking inference from Technology Acceptance Model (TAM) as it
combines various constructs into a single psychometric construct [38]. To empirically test
UTAUT, Venkatesh and Zhang also compared the U.S. with China [38]. The study then
confirmed that social influence is important for all, without any inference to gender, age,
and voluntariness. By all means, there is high motivation for technology adoption research,
as mentioned by Gartner in 2007. For the same reason, research on psychological and
sociological factors has already taken center stage with reference to behavioral intention
towards using technology.

This theory has four main components: (i) performance expectancy, (ii) effort ex-
pectancy, (iii) social influence, and (iv) facilitating conditions. The first three are focused on
usage intention and the last one is based on user behavior [39]. Performance Expectancy
is the extent to which people believe that technology will improve their performance and
hence rewards. Effort Expectancy is the extent to which technology is easy to use. Social
Influence then is defined as the extent to which people perceive that others will use or
adopt the technology [40]. The last component Facilitating Conditions is the extent to
which support infrastructure is available. Overall, this paper underpins UTAUT as the
underlying concept to provide the base for the implementation of the various Industry 4.0
technologies [41]. This theory also helps to explain the behavioral, social, and psychological
perspective in connection with the adoption of these Industry 4.0 technologies [42].

3. Methods
3.1. Data Collection and Sampling

This study captured the opinions of the management team from technology companies
in Malaysia, in terms of implementation of Industry 4.0 technologies. Purposive sampling
as part of non-probability sampling was used [43]. This sampling technique was used as
the complete population of technology companies in Malaysia is not known. Instead, a
sampling frame was drawn from the different databases in Malaysia, including Persatuan
Industri Komputer dan Multimedia Malaysia (PIKOM) which is the national tech asso-
ciation of Malaysia, Malaysian Green Technology Corporation, Malaysian Bioeconomy
Development Corporation, and Technology Park Malaysia Corporation. A technology
company is one that uses technology as an advantage in its internal and external oper-
ations [44,45]. Precisely, technology companies in the scope of this study included: (i)
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manufacturing technology companies, (ii) services technology companies, (iii) local tech-
nology companies, and (iv) foreign technology companies operating in Malaysia. This
paper focused on technology companies alone, as they are at the forefront of adoption and
implementation of advanced technologies, including Industry 4.0 technologies. Further-
more, Industry 4.0 technologies are more relevant and much more needed by technology
companies, and hence the impact of technological shift can be better understood first by
studying technology companies. In the context of the Malaysian economy, technology
companies are particularly important as they directly contribute to the digital economy of
Malaysia [46]. Furthermore, Malaysia has a vision of becoming a high-tech-based manufac-
turing hub, for which more technology companies and technology solutions are needed
(June 2020, The Star Newspaper). Overall, this establishes the role and importance of
technology companies in the context of the Malaysian economy.

There were two criteria in selecting members of the management team for this study:
(i) he or she should be at least a manager working in that company, and (ii) he or she should
have worked with that company for at least 1 year. These two conditions are important as
this will filter professionals that are senior and have greater decision making [47,48]. The
data were collected with the help of enumerators. A total of 32 enumerators played a key
role in data collection. As a result, 276 technology companies were surveyed. Data editing
and deletion due to outliers and missing values resulted in the removal of 38 responses.
Thereon, 238 companies were finally analyzed in this study. Enumerators were given two
filter questions for the initial screening of companies in line with the purpose of this study:
(i) company should be a technology company, (ii) company should have implemented
at least one of the Industry 4.0 technologies. The responses received in this study were
targeted with these filter criteria. The dimensions criteria of sales turnover and employees
were used to establish the taxonomy on small, medium, and large size organizations in
comparison with manufacturing and services companies. This taxonomy was adopted
from Small and Medium Enterprises Corporation (SME Corp.) and is presented in Table 1.

Table 1. Taxonomy for classification of companies.

Manufacturing Services

Large Sales turnover: Above 50 mil
Or Employees: More than 200 Sales turnover: Above 20 mil Or Employees: More than 75

Medium Sales turnover: RM15 mil ≤ RM50 mil Or
Employees: From 75 to ≤ 200

Sales turnover: RM3 mil ≤ RM20 mil
Or Employees: From 30 to ≤ 75

Small Sales turnover: RM300,000 < RM15 mil Or
Employees: From 5 to < 75

Sales turnover: RM300,000 < RM3 mil
Or Employees: From 5 to < 30

Source: Small and Medium Enterprises Corporation (SME Corp.) Official Website (last accessed on 27 December 2020).

3.2. Measurement and Scale

In terms of instrument measurement, the questions were adopted from two studies
Yagiz [33] and Stentoft [49]. All the measures used in this study had reliability and validity
tested. Additionally, all the measures selected in this study were used by various previous
studies. Yagiz focused on the readiness of Industry 4.0 in terms of technologies, whereas
Stentoft gave an overview of Industry 4.0 readiness with its barriers and drivers [33,49]. In
terms of instrument scale, data was collected through a cross-sectional survey using the
5-point Likert scale. The scale ranged from 1 (Do not use) to 5 (Use to a very high degree).
A Likert scale is recommended in the assessment of the opinions of the respondents [43].
Moreover, a 5-point Likert scale is better as it is adequate, and it includes a middle option
which does not force the respondent to take a leading side [50]. The survey used in this
study is presented in Table 2. The findings and results obtained by using these research
methods follow in the next section.
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Table 2. Survey items and scale.

To Which Degree on a 1–5 Scale, Do You Apply the Following Industry 4.0 Technologies in
Your Organization? (1 Do Not Use, 5 Use to a Very High Degree)

No. Industry 4.0 Technologies

1 Big Data and Analytics
2 Autonomous Robots
3 Simulation
4 Horizontal and Vertical System Integration
5 Internet of Things (IoT)
6 Cybersecurity
7 Additive Manufacturing
8 Augmented Reality
9 Cloud Computing

10 Mobile Technologies
11 Artificial Intelligence
12 Radio-Frequency Identification (RFID)

4. Results

The profile of the organizations in this study can be understood from Table 3. In terms
of company type, 62.6% are services companies and 37.4% are manufacturing companies.
In terms of company size, 49.6% of companies are large, 29.8% of companies are medium,
and 20.5% of companies are small. It is not surprising to see that majority of the companies
in this study are large size, as large size companies often have a higher probability of
implementing Industry 4.0 initiatives.

Table 3. Organization profiling.

Items Frequency Percentage (%)

Manufacturing Large 45 18.9
Manufacturing Medium 22 9.2

Manufacturing Small 22 9.2
Services Large 73 30.7

Services Medium 49 20.6
Services Small 27 11.3

Total 238 100

Following the research questions of this paper, this section is divided into three sub-
sections. These three sets of findings are presented with their visuals and illustrations,
followed by their respective interpretation.

4.1. Status of Implementation of Industry 4.0 Technologies

The first set of results focused on the current implementation status of Industry 4.0
technologies, among the 238 technology companies in Malaysia. This analysis has been
presented from seven different perspectives, as elaborated in this section. First, the Mean,
Standard Deviation, and adoption percentage were calculated on the 238 responses received.
The study followed the scale range from 1 (Do not use) to 5 (Use to a very high degree).
As shown in Table 4, the Mean of six Industry 4.0 technologies (Big Data, Horizontal
and Vertical System Integration, Internet of Things, Cybersecurity, Cloud Computing,
and Mobile Technologies) is above 3, which means that the organizations are using it to
some degree. The highest Mean is 4.07 for Mobile Technologies, which implies that the
implementation of this technology is the most common. On the contrary, the least used
technologies are Autonomous Robots (Mean 2.62) and Augmented Reality (Mean 2.63).
Likewise, Standard Deviation is a measure that shows the distance to the Mean. The lower
the Standard Deviation, the more condensed the data are towards the center. In this study,
the Standard Deviation of all Industry 4.0 technologies (except Mobile Technologies) is
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above 1, which implies that the data are spread out, and there is a high deviation in the
responses received from the different technology companies in Malaysia. However, for
Mobile Technologies, the data are relatively less spread. In terms of adoption percentage,
the companies rating on Scale 1 (Do not use) were excluded, and the results were then
collated as presented in Table 4. The results show that the lowest adoption percentage is
for Autonomous Robots (67%), implying that 160 out of 238 companies have adopted this
technology. Conversely, the highest adoption percentage is for Mobile Technologies (98%)
implying that 233 out of 238 companies have adopted this technology, Cloud Computing
(96%) implying that 228 out of 238 companies have adopted this technology, and Cyber
Security (95%) implying that 226 out of 238 companies have adopted this technology.

Table 4. Industry 4.0 technologies (mean, standard deviation and adoption percentage).

No. Industry 4.0 Technologies Mean Standard Deviation Adoption Percentage

1 Big Data and Analytics 3.81 1.093 93%
2 Autonomous Robots 2.62 1.381 67%
3 Simulation 3 1.302 81%

4 Horizontal and Vertical System
Integration 3.1 1.171 87%

5 Internet of Things (IoT) 3.68 1.176 92%
6 Cybersecurity 3.85 1.087 95%
7 Additive Manufacturing 2.71 1.323 74%
8 Augmented Reality 2.63 1.222 74%
9 Cloud Computing 3.91 1.077 96%

10 Mobile Technologies 4.07 0.927 98%
11 Artificial Intelligence 2.87 1.365 74%
12 Radio-Frequency Identification (RFID) 2.87 1.401 73%

Second, Industry 4.0 technologies were analyzed through a stacked chart as shown in
Figure 1. This figure shows that the top three Industry 4.0 technologies used are Mobile
Technologies (35.7% use to a very high degree), Cloud Computing (34.5% use to a very
high degree), and Cybersecurity (32.8% use to a very high degree). Conversely, among
the Industry 4.0 technologies that are not used, amongst the 238 companies surveyed, the
highest percentage corresponds to Autonomous Robots technology (32.8% do not use it
at all).
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Third, Industry 4.0 technologies were analyzed through a surface chart as shown
in Figure 2. This figure shows that the relative pattern of all 12 technologies for 238
technology companies in terms of usage scales (do not use to high degree use) is the same.
In other words, the lower bound (bottom most) and upper bound points (topmost) of all 12
technologies show a similar trend. In terms of visual surface area, scale option 3 (use to a
high degree) and scale option 4 (use to a very high degree) are the most common choice
amongst the responses received. The least scale option selected by respondents is scale
option 2 (use to a low degree). In summary, a majority of 238 technology companies in
Malaysia range from high to very high degree in terms of the application of all Industry 4.0
technologies combined.
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Figure 3. Here the 12 technologies are numbered in line with Table 4. On the horizontal axis
at the bottom of Figure 3, 1 represents Big Data and Analytics, 2 represents Autonomous
Robots, 3 represents Simulation, 4 represents Horizontal and Vertical System Integration, 5
represents Internet of Things, 6 represents Cybersecurity, 7 represents Additive Manufactur-
ing, 8 represents Augmented Reality, 9 represents Cloud Computing, 10 represents Mobile
Technologies, 11 represents Artificial Intelligence, and 12 represents Radio-Frequency Iden-
tification. The figure shows that scale option 4 (use to a high degree) is the most selected
option and that too for technology 1 (Big Data) and technology 10 (Mobile Technologies).
Likewise, scale option 1 (do not use) is the least preferred choice for technology 9 (Cloud
Computing) and technology 10 (Mobile Technologies). Overall, the five lines (representing
the five scales of the survey) have irregular patterns amongst the 12 technologies, which
implies that the implementation patterns of all 12 technologies are unique from one another.
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Fifth, in terms of inverse impact, non-usage of Industry 4.0 technologies was analyzed
through the Pareto chart as shown in Figure 4. This Pareto chart was prepared considering
the first scale option of non-usage only (Scale 1: Do not use). This chart hence further
confirms that the top three technologies used are Mobile Technologies, Cloud Computing,
and Cybersecurity as their non-usage bar is the shortest, and the least three technologies
used are Autonomous Robots, RFID, and Additive Manufacturing (3D Printing) as their
non-usage bar is the highest. Furthermore, it is interesting to observe through this illus-
tration that there is a clear divide of two parts between all 12 technologies. In total, five
technologies (Autonomous Robots, RFID, Additive Manufacturing, Augmented Reality,
and Artificial Intelligence) are almost on a similar footing of non-usage except for Au-
tonomous Robots which is slightly higher, and then the remaining seven technologies are
on another similar footing of the high degree except for Simulation and Integration which
is also slightly higher. The grey curve shows the opposite effect which is the relative usage
of Industry 4.0 technologies, based on the non-usage scale. The lower bound of the curve
represents Autonomous Robots which is the least used and the higher bound of the curve
represents Mobile Technologies which is the most used.

Sixth, Industry 4.0 technologies were analyzed through a Radar chart in terms of 12
technologies as shown in Figure 5. Here, option 4 (use to a high degree) is the outermost
radar in dark blue color, applying to a maximum number of Industry 4.0 technologies. Big
Data and Mobile Technologies are mostly implemented among 238 surveyed technology
companies in Malaysia. The innermost radar in light grey color is option 2 (use to a low
degree), which is the least opted choice, which primarily includes Artificial Intelligence.
Overall, the five-color lines representing the five scales have different and unique standing
for each of the 12 Industry 4.0 technologies.
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Seventh, Industry 4.0 technologies were analyzed through a Radar chart in terms of
five scales as shown in Figure 6. Here, it can be clearly seen that option 4 (use to a high
degree) and option 5 (use to a very high degree) are the two most selected options by 238
respondents. On the contrary, option 2 (use to a low degree) is the least selected option by
238 respondents. Overall, this figure shows that for most of the companies, the majority
of the Industry 4.0 technologies have already been implemented, which is a positive sign
implying that technology companies in Malaysia have good standing.
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4.2. Industry 4.0 Technologies in Comparison with Company Size

Next, in terms of comparing Industry 4.0 technologies with the company size, two
perspectives are presented. Firstly, Figure 7 shows that large size companies and medium-
size companies have shown equal potential in applying the Industry 4.0 technologies, with
the exception of Autonomous Robots and RFID, where large size companies are better than
medium size companies. This also shows in general, that small size companies score less in
the implementation of Industry 4.0 technologies. Particularly, there are three areas where
the gap between small and large size companies is highest. These areas are Simulations,
Augmented Reality, and Artificial Intelligence in terms of which large size companies have
a better score than small size companies.
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Secondly, the scatter chart in Figure 8 comparing these 12 technologies with small,
medium, and large size companies shows that there are three technologies where all small,
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medium, and large size organizations have equal standing. These three Industry 4.0
technologies are Big Data, IOT, and Mobile Technologies. This implies that small, medium,
and large size organizations among technology companies in Malaysia have applied or
implemented these three technologies to a high degree. The highest gap is in the area
of Simulations, Augmented Reality, and Artificial Intelligence, as shown in the previous
figure as well. In summary, Figure 8 also shows that for all size of companies, Autonomous
Robots, Additive Manufacturing, Augmented Reality, Artificial Intelligence, and RFID
are used to a medium degree, where Mobile Technologies is the only one Industry 4.0
technology that is used to a high degree by all three sizes of companies.
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4.3. Industry 4.0 Technologies in Contrast with Company Type

Finally, the Industry 4.0 technologies were contrasted between the manufacturing
and service concerns, in the survey of technology companies in Malaysia. As shown in
Figure 9, there are three areas where the difference in implementation of Industry 4.0
technologies is large between manufacturing and service type of companies. These three
areas are Autonomous Robots, Mobile Technologies, and Cloud Computing. In terms of
manufacturing companies, the implementation of Autonomous Robots is to a high degree,
in contrast to services companies which show its medium degree application. Interestingly,
Mobile Technologies have a very high degree of application in service companies and
have a medium to a high degree of application in manufacturing companies. Similarly,
service companies among technology companies in Malaysia have a higher degree of im-
plementation of Cloud Computing in contrast with manufacturing companies, though both
company types use it extensively. In a similar vein, there are two Industry 4.0 technologies
where manufacturing and service companies have almost equal degree of implementation
in the category of medium degree of implementation. These two technologies are Artificial
Intelligence and Augmented Reality, which is not common, but are equally relevant in
application for manufacturing and service companies.

This paper was structured based on three research questions, drawing from the
Introduction section. Based on these study results, this section further elaborates on those
three questions in a similar order.
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Research Question 1: What is the status of implementation of Industry 4.0 technologies among
the technology companies in Malaysia?

This study surveyed 238 technology companies in Malaysia and results, in general,
reveal that majority of these companies range from high to very high degree in terms of the
application of Industry 4.0 technologies. From an implications perspective, the policy rec-
ommendation for government and government agencies in Malaysia would be to identify
the best practices and build on these strengths. Policies should also include sustainability of
these results, and possible upscaling particularly for small and medium-sized enterprises.
In terms of descriptive statistics, the most common technology used is Mobile Technologies
(Mean 4.07). Likewise, the least common technologies are Autonomous Robots (Mean
2.62) and Augmented Reality (Mean 2.63). In summary, the top three Industry 4.0 tech-
nologies used among technology companies in Malaysia are Mobile Technologies (35.7%
use it to a very high degree), Cloud Computing (34.5% use it to a very high degree), and
Cybersecurity (32.8% use it to a very high degree). Policy recommendations here would
be to create Centers of Expertise in Malaysia in the areas of Mobile Technologies, Cloud
Computing, and Cybersecurity, which should focus on regional markets in the Asia Pacific
in terms of proximity. Here, the percentage is based on a total of 238 companies selected.
The implementation of these technologies as the top three is mainly due to low cost and
user convenience.

Likewise, the least Industry 4.0 technologies used among technology companies in
Malaysia are Autonomous Robots and Additive Manufacturing. Thereon, the implementa-
tion of these technologies as the least used is mainly due to the specialized nature of these
technologies and high upfront cost. In terms of implications, the relevant government
agencies should provide funding and incentives to encourage investment in Autonomous
Robots and Additive Manufacturing in Malaysia. Fatorachian and Kazemi reported that
60% of the companies see a huge Return on Investment (ROI) within 2 years on their
Industry 4.0 projects [9]. This was also confirmed by PWC in 2016 through a global Indus-
try 4.0 survey [51]. In general, Industry 4.0 technologies result in time-saving, as more
free time is available for employees to be used elsewhere [52]. Furthermore, Industry 4.0
technologies generate accurate data at a lower cost, enabling more profitable decisions and
projects [53,54]. The multitude of benefits conceded by Fatorachian and Kazemi include ag-
ile engineering, smart systems, and improved decision-making [9]. This will also broaden
possibilities for improved integration, collaboration in terms of workflows, and energy-
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saving due to optimized smart devices [55]. In short, the companies due to Industry 4.0
technologies will witness faster production, easy fault finding, unbiased decision making,
and new service models [56].

In terms of differences, the largest difference, implying a greater gap between no use
and extensive use, is for two technologies: Horizontal and Vertical System Integration and
Simulations. Though these two technologies are common, their applicability and imple-
mentation for companies are varied. In other words, partial or sporadic implementation
of Horizontal and Vertical System Integration and Simulations was not witnessed among
technology companies in Malaysia. So, they either implemented fully, or they did not take
any initiative on these two technologies. Likewise, the smallest difference between no
use and extensive use is for another two Industry 4.0 technologies: Mobile Technologies
and Cloud Computing. This reflects that most of the technology companies in Malaysia
are well versed in the use and adoption of Mobile Technologies and Cloud Computing.
Thereon, this discussion answers the first research question on the status of implementation
of Industry 4.0 technologies among the technology companies in Malaysia, leading to the
conclusion that the adoption patterns of various Industry 4.0 technologies are diverse and
differentiated.

Research Question 2: What are the main insights of Industry 4.0 technologies in comparison with
company size (small, medium, and large)?

This study based on technology companies in Malaysia confirmed that small size
companies find it challenging to implement the various Industry 4.0 technologies, as
compared to medium and large size organizations. The immediate implication of which is
that government institutions and regulators’ role at grass root level in Malaysia needs to be
focused and improved, to help small size organizations in achieving their small but related
best possible contribution towards the adoption of Industry 4.0 technologies. Indirectly,
this technological shift will also contribute in part to Malaysia’s economic revival in testing
times of pandemic (COVID-19), as the purely physical brick-and-mortar businesses are
largely struggling, and digital businesses have instead survived and succeeded.

However, large size companies and medium-size companies have shown equal poten-
tial in applying the Industry 4.0 technologies, with the exception of Autonomous Robots
and RFID, where large size companies are better than medium size companies. Here the
policymaking should involve providing scale-up opportunities for medium and large-size
companies in the area of trainings and exhibitions. In terms of economics, domestic firms
should be strengthened to take the technology leap in Malaysia. Policy recommendations
can be on improving Standard Operating Procedures (SOPs) to benchmark with the de-
veloped countries. Furthermore, there are three Industry 4.0 technologies, where large
size companies take the lead: Simulations, Augmented Reality, and Artificial Intelligence.
Large size companies excel in this primarily due to their human capital, technical expertise,
and capability [57]. Simulations can improve the product or service planning [58]. As
an example, Simulation can be used in product and design management. Virtualization
technologies based on Augmented Reality can change human perception with augmented
features [59]. Augmented Reality can also improve the integration of different technolo-
gies [60]. Similar integration is expected through Artificial Intelligence. So, in these areas,
large size companies can easily outperform small size companies. Furthermore, as per
Skordoulis, Open Innovation, taking leverage from external market insights, greatly helps
in this case for medium and large size companies [5].

It is also important and interesting to note that there are three Industry 4.0 technologies
where in general all small, medium, and large size organizations do relatively well. For
these technologies, the scale and size of the organization is not the main strength or
determinant. These three technologies are Big Data, IOT, and Mobile Technologies. As
per a Kim and Laskowski study, Big Data infrastructure can coordinate positively with
Industry 4.0 components, including Big Data acquisition, integration, processing, and
storage [61]. The Big Data acquisition and integration phase then includes data collection
from RFID sensors [62]. Big Data processing structures the data in real-time [63]. Then, Big
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Data mining classifies the data [64]. Today, data are enormous and need fast processing on
diversified formats for all sizes of companies [65]. IOT and Mobile Technologies also have
similar applications for small, medium, and large size companies [17,63]. Hence, Big Data,
IOT, and Mobile Technologies have implementation value for small, medium, and large
size companies. In summary, this discussion provides interesting insights on Industry 4.0
technologies in comparison with company size (small, medium, and large), answering the
second research question of this study.

Research Question 3: What are the main insights of Industry 4.0 technologies in contrast with
company type (manufacturing and services)?

Finally, this study based on technology companies in Malaysia also confirmed that
the implementation of Autonomous Robots is more in manufacturing companies than
services companies. This is connected with the nature of manufacturing companies, as
they have assembly parts and phases with industrial applications [10,66]. Contrary to that,
Mobile Technologies have a very high degree of application in service companies and have
a medium to a high degree of application in manufacturing companies. Similarly, service
companies have a higher degree of implementation of Cloud Computing in contrast with
manufacturing companies, though both companies typically use it extensively. Due to
the intangible nature of services, both Mobile Technologies and Cloud Computing can
be utilized optimally in services companies. Therefore, Mobile Technologies and Cloud
Computing are two Industry 4.0 technologies that have important and similar scope for
both manufacturing and services companies.

Industry 4.0 technologies increase the flexibility of individuals [67] and improve the
integration of organizations [53]. Moreover, the study by Wang mentioned that conversion
to Industry 4.0 is based on the groundwork of technology which includes Autonomous
Robots and Artificial Intelligence [25]. However, these technologies should be reinforced
with other fundamental technologies such as Cloud Computing, Cyber Security, and
Mobile Technologies [68]. For manufacturing companies, Autonomous Robots decrease
production costs, reduce working time, and reduce waiting time in operations. In services
companies, Autonomous Robots assist in the design, planning, and delivery phases [69].
For example, dividing the tasks into modules. Overall, a detailed implementation roadmap
for Industry 4.0 transformation cannot be perfected [70]. However, these insights can
be used to determine the strength and improvement areas individually, as some Indus-
try 4.0 technologies will be more applicable for manufacturing concerns, and others for
service concerns.

Overall, the importance of digital transformation is for both manufacturing and ser-
vices sectors. In the manufacturing sector, assembly lines with their production processes
can be greatly optimized through the adoption of Industry 4.0 technologies. In the service
sector, Industry 4.0 technologies can revamp business models and improve service stan-
dards. Thereon, policy recommendations on digital transformation are equally needed for
the manufacturing and services sectors both. To arrive at the suitable policy recommenda-
tions for the manufacturing and services sector, opportunities, and threats on the format
of SWOT Analysis were assessed separately for the manufacturing and services sector.
SWOT is a strategic planning method used to evaluate strengths, weaknesses, opportu-
nities, and threats (SWOT). For the manufacturing sector in Malaysia, the opportunity is
automation, whereas the threat is a global competition. Automation, in this case resulting
from Industry 4.0 technologies, can significantly improve the business performance of
technology companies in Malaysia. However, the immediate threat is that technology is
bringing the markets closer, and the global competition will hence increase. Likewise, for
the services sector in Malaysia, the prime opportunity is cost advantage and the closest
threat is the arising competitive advantage. Cost is an advantage as service companies due
to their intangible products, in general, have lesser operational cost, whereas competitive
advantage is a threat as services can be easily replaced and it is difficult to differentiate
between service providers in comparison with product manufacturers.
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Based on these opportunities and threats, in terms of policy recommendations for the
manufacturing sector, government and development agencies in Malaysia can draft the
Manufacturing Plan based on the adoption of Industry 4.0 technologies, starting with Au-
tonomous Robots for high-end manufacturing. In terms of Public Policy, the 12th Malaysia
Plan can be reviewed and restructured to create more funding and incentives for the adop-
tion of Industry 4.0 technologies. Leverage can also be taken from Germany’s High-Tech
Strategy 2020 which builds on the concept of the Factory of Future [71]. In terms of policy
recommendations for digital transformation in the services sector, service companies in
Malaysia should expand their implementation of Industry 4.0 technologies beyond Mobile
Technologies and Cloud Computing. In terms of economics, the tertiary sector based on ser-
vices is the most lucrative opportunity that almost all the countries are eyeing on. Thereby,
policy changes by the government agencies in Malaysia to better support investments in
terms of human capital upskilling and customer service improvement through Industry 4.0
technologies will foster the service industry ecosystem in Malaysia, and will improve the
digital transformation in the services sector. In brief, this discussion provides valuable
insights on Industry 4.0 technologies in contrast with company type (manufacturing and
services), answering the third and the last research question of this study.

5. Discussion: Industry 4.0 and the Open Innovation of Technology Firms

Innovation now is demanding a great pace of external changes [72], leading to the
prominence of Open Innovation. As firms gain knowledge from different segments of
society, the approach of open innovation seems to be a fit for Industry 4.0. Füller et al. (2006)
defines open innovation as the utilization of external factors of influence to create internal
innovation muscles [73]. This can increase the momentum of Industry 4.0 technologies’
implementation, particularly for technology companies. Prause (2015) refers to virtual com-
munities and living labs as tools in this regard [72]. The author also stresses that user data
on virtual communities as comments, feedback, and recommendations are a good source of
innovation, which can be well utilized for faster adoption of Industry 4.0 technologies. This
path however needs to be carefully treaded, as privacy and intellectual property concerns
can appear, particularly in connection with large-size technology companies.

Interestingly, Van de Vrande et al. (2009) drew the concept of open innovation for
SMEs [74]. This was one of the initial attempts in a way, that all earlier studies instead
discussed open innovation in the context of large, high-tech, and multinational companies.
In this study, technology exploration and exploitation with respect to SMEs and in the
context of 4IR has been discussed. The study findings show that there is no variation
in manufacturing and service firms based on open innovation. However, firm size does
matter for open innovation. Large and medium-sized organizations perform better at
open innovation than SMEs. SMEs are more concerned about the exterior environment in
terms of competition than the internal environment in terms of culture [75,76]. In the same
vein, open innovation is considered as flow of information to propel internal and external
innovation [77]. Hence, it includes both outside-in and inside-out technologies, which in
other words are known as ‘technology acquisition’ and ‘technology exploitation’, which is
significantly needed for Industry 4.0 technologies.

It is also important to note that large companies have big budgets and can rely on
Research and Development (R&D) to develop new offerings of Industry 4.0 [78]. SMEs on
the contrary lack these capabilities [79]. This process of large companies developing and
commercializing a technology or initiative is known as the closed innovation model [77].
However, times have now changed, where open innovation is being sought by large com-
panies, due to skills diversity and finance accessibility. To maximize value, companies
now need both technology exploitation and technology exploration [80]. Technology ex-
ploitation discusses various ways to gain from a firm’s internal knowledge. The three
activities mainly related to this are venturing, outward licensing of Intellectual Property
(IP), and the involvement of Research and Development (R&D) personnel. Technology
exploration on the contrary discusses activities that enable companies to gain new outside
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information. Here, four areas related to technology exploration are outside networking,
customer engagement, outsourcing R&D, and inward licensing. As per von Hippel (2005),
technology companies are not passive adopters of innovations, but they craft their inno-
vations which other companies in other economies would want to imitate [81,82], which
is consistently associated with open innovation [77]. Overall, open innovation theorists
value the use of open innovation business models for the implementation of Industry 4.0
amongst technology companies.

6. Conclusions

The blend of Industry 4.0 technologies and open innovation is a game-changer, as
it enables businesses in radically saving on both cost and time [67]. This research paper
studied 238 technology companies in Malaysia and assessed their current standing in terms
of the application of Industry 4.0 technologies. The study led to the understanding that the
majority of technology companies in Malaysia have implemented or are implementing the
Industry 4.0 technologies between high to a very high degree. In terms of company size,
large and medium-sized organizations are in a better position than small-size companies
to leverage the various Industry 4.0 technologies. In terms of company type, certain Indus-
try 4.0 technologies are more pertinent fit for manufacturing concerns like Autonomous
Robots, whereas other Industry 4.0 technologies are more relevant for service concerns like
Mobile Technologies.

In terms of theoretical contribution, this study contributes to the Unified Theory
of Acceptance and Use of Technology (UTAUT). UTAUT is about the intention to use
technology, and the subsequent behavior or results expected [37]. In other words, UTAUT
helps in understanding the concept of technology adoption and patterns [39]. This paper
extends this theory by incorporating insights based on company size (small, medium,
and large) and company type (manufacturing and services) for technology adoption of
Industry 4.0 technologies, which is the original contribution of this research study.

In terms of practical contribution, this study can be used by the government and
government agencies for policy-making and benchmarking. In the context of Malaysia,
government agencies like the Ministry of International Trade and Industry (MITI), Malaysia
Digital Economy Corporation (MDEC), and Ministry of Science, Technology, and Inno-
vation (MOSTI) can utilize these study findings and insights to better allocate the funds
for Industry 4.0 implementation and to reprioritize the incentives and trainings provided
to technology companies in Malaysia. In terms of benchmarking, this study contributes
in providing a baseline for the current standing of technology companies in Malaysia
for Industry 4.0 technologies. This can be used for continuous benchmarking with other
countries, especially in the Asia Pacific region.

In terms of study limitations, the survey in this research was based on a sampling
frame as the full population of technology companies in Malaysia is not known. Hence,
generalization of the study findings to the population cannot be made. However, important
insights for Industry 4.0 technologies based on company size and company type have been
drawn from this study. The future studies can empirically assess the application of these
12 Industry 4.0 technologies in countries other than Malaysia, to establish and compare
regional and global benchmarks for readiness assessment on Industry 4.0 technologies.
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