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With the increasing popularity of e-commerce systems, commercial transactions are becoming more and
more frequent. Such transactions are not direct but mediated, putting the buyer in a position of weakness
with respect to the seller, especially in the case of a failure of a transaction. The literature showed that
the reputation can play an important role to reduce the risks of the buyer in the current e-commerce
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of a RMS - the interaction between the seller and the buyer - is a classical field of application of the
Game Theory (GT) methodologies, the use of a GT approach in this context seems quite limited and this
is probably due to its solution complexity. A way to deal with such a complexity is by exploiting the
capability of the agent based simulation (ABS) approach. In this paper, we propose a hybrid GT and ABS
model for the analysis of an e-commerce system in which a centralized reputation system is maintained
by a trusted third party. We report an extensive quantitative analysis in order to validate the proposed
model, and to evaluate the impact of a set of buyers’ and sellers’ policies on the behavior of the e-

commerce system.
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1. Introduction

With the increasing popularity of e-commerce systems, com-
mercial transactions become more and more frequent. Such trans-
actions are not direct but mediated by the supporting online plat-
forms, that is the payment and delivery of the good (or the use of
the service) are not at the same time. In the current practice, the
seller delivers the good only after receiving the proof of payment
from the buyer. In this context, the buyer is in a position of weak-
ness with respect to the seller, especially in the case of a failure of
the transaction.

Reputation is an aggregate composite of all previous transactions
over the life of the entity, a historical notion, and requires consistency
of the entity’s actions over a prolonged time [1]. Reputation includes
not only the direct experiences of the buyer but also any other
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form of communication - reviews, scores - that provides informa-
tion about the seller [2]. Reputation can play an important role to
reduce the risks of the buyer in the current e-commerce environ-
ment. In [3], the authors showed that positive online review scores
can positively influence the firm financial performance while the
heterogeneity of different product classes moderates the relation-
ship between review score and performance. Furthermore, in [4],
the authors reported that a limited number of fake reviews can
determine a consistent reduction of the reputation of a competitor.

In order to limit the impact of malicious behaviors, online rep-
utation management systems (RMS) have been developed over the
years. RMS is a system that maintains the beliefs or the opinions
that are generally held about someone or something. Such a RMS
can provide a solution to guarantee the reliability of the transac-
tions that take place in an e-commerce system [5-7]. Several RMS
are proposed in the literature: those systems are based on differ-
ent methodologies, such as artificial intelligence, multi-agent sys-
tems, cognitive science, game theory, and the social and organi-
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zational sciences [8]. In computer science, particular attention has
been dedicated to the analysis of the RMSs operating on a peer-to-
peer systems [9-13].

The interaction between the seller and the buyer, which is the
basic element of a RMS, is a classical field of application of the
Game Theory (GT) methodologies, which allow modeling the ratio-
nal behavior of the individuals [14]. On the contrary, the use of a
GT approach in this context seems quite limited despite of its po-
tential (see, e.g., [15-17]).

This is probably due to the resulting solution complexity of the
GT approach. Such a complexity does not depend on the com-
plexity of each single transaction: actually, the strategic interac-
tion model of a single transaction between seller and buyer is ex-
tremely simple as the buyer has to decide whether to buy or not,
while the alternative of the seller are to fully comply with the re-
quest or not. On the contrary, the complexity relies on the fact
that the reputation is the result of (i) A number of repeated trans-
actions between pairs of sellers and buyers, not necessarily the
same, and (ii) the sharing with other sellers and buyers of the out-
comes of the transactions. Note that the sharing of the outcomes
of the transactions represents the learning effect that is typical of
repeated games.

A way to deal with such a complexity is by exploiting the capa-
bility of the agent based simulation (ABS) approach, widely applied
in economics [18,19]. An ABS model allows tracking the behavior of
each individual acting in the simulated environment [20]. A set of
rules describes the agent behavior and its interaction with the en-
vironment; as a consequence, the state of each agent is determined
[21].

In this paper, we propose a hybrid game theory and agent
based simulation model for the analysis of an e-commerce sys-
tem in which a centralized reputation system is maintained by a
trusted third party. The individuals’ behavior is modeled with a
game with incomplete information, which is then solved through
an agent based simulation model. In order to validate the proposed
hybrid model, we assume equal prices for all the sellers. In this
way the behavior of the whole system is more predictable to get
information about the quality of the results. Then, we relax such
an assumption considering variable prices and evaluating the in-
troduction of an insurance system.

The paper is organized as follows. The game theoretic approach
and its complexity are discussed in Section 2. The proposed hy-
brid model is presented in Section 3: first, we report a basic model
in Section 3.1 in such a way to ease the validation, and to in-
troduce the basic notation; then, we extended such a model in-
cluding the items with variable prices and an insurance system in
Sections 3.2 and 3.3, respectively. An extensive quantitative anal-
ysis is reported and discussed in Section 4 evaluating the model
behavior on several scenarioes and under the application of sev-
eral buyers’ and sellers’ policies. Section 5 closes the paper.

2. The game theoretic approach

In this section we recall the basic notion and notations of
non-cooperative games and present the game theoretic model.
In the literature there exist both cooperative (see, e.g.[22]) and
non-cooperative (see e.g., [23]) models for market situations. Here
we consider a non-cooperative model because, in our setting, the
buyer and the seller may have different objectives, making impos-
sible the agreement that is at the basis of a cooperative model.
Even if, we suppose that the two individuals have the common aim
of increasing the number of transactions, they have difficulties in
trusting each other.

2.1. Preliminaries

We start by recalling some basic definitions on non-cooperative
games, i.e., when interacting individuals, or players, cannot sub-
scribe binding agreements.

First, we consider a game in extensive form; more precisely, we
refer to the tree representation where each node, but the leaves,
represents a possible situation of the game and is associated to
the player that has the role of moving in that situation, the outgo-
ing arcs are associated to the possible choices, or moves, that are
available to that player in that situation and each terminal node,
i.e,, a leave, represents an exit of the game; the terminal nodes are
associated with no player, but to a tuple of real values, each rep-
resenting the payoff of the corresponding player when the game
ends with that exit. This way to represent a game is sometimes
cumbersome, but on the other hand it provides a very detailed de-
scription of all the possible developments of the game according
to all the possible choices of the players.

In order to reduce the amount of data necessary for describ-
ing the game, often it is represented in strategic form. In this case
the game is formally described by a triple G = (N, (Z;)ien> (Ui)ieN)
where N = {1,2,...,n} is the set of players, %; = {(Til,O'iz,..,,Uiki}
is the set of pure strategies of player i€ N, where a strategy is an
ordered sequence of moves of player i, one for each situation in
which s/he has to move, and u;: E— R is the utility function of
player ie N, i.e., a function that associates to each possible termina-
tion of the game in the set of exits E the payoff of player i. Some-
times, we use the preference relations, >;,ie N of the players in-
stead of the utility functions, where o>;8 means that player ie N
prefers the exit « to the exit §. In fact, the individuals are able to
say which exit they prefer for any pair of exits, but it may be very
difficult to define the utility associated to an exit. The two con-
cepts are related in the sense that a utility function has to assign a
higher utility to a preferred exit, i.e., a>;8<u;(a) > u;(8) for each
o, B eE for every ie N. The possible exits may be associated, not
biunivocally, with a strategy profile(cy, 03, ..., 0n) € []jen Zi. Where
o;€X;, ieN is a strategy of player i. The correspondence is not bi-
univocal as different strategy profiles may lead to the same exit of
the game.

More generally, we can introduce the set of mixed strategies
for player ieN, that is a probability distribution over the set
of her/his pure strategies X;. We denote a mixed strategy by
pi = (pi(a). pi(a?). ... pi(ol.k")) where p;(o/) > 0 represents the
probability of choosing the pure strategy oij € %;, with the condi-
tion p;(0') + pi(0?) + -+ + pi(al.k") = 1; the set of mixed strategies
of player ie N is denoted by A(X;).

Given a mixed strategy profile p= (py,p2....,DPn), Where
pi€ A(X;), ieN, the corresponding utility for player i e N is:

ui(p) = > [ pi(o) Jui(or, 02, ..., 0n)

(01.02.....00) €[ Tieny Zi \I€N

The most usual solution concept for a non-cooperative game
is the Nash Equilibrium (NE) [24]. A NE in mixed strategies is
a strategy profile (p3,...,p}) such that ui(pj,....p},....pH) =
ui(p3.....pi».... py). for each p;e A(X;) and for every ieN, ie,
no player has an incentive to unilaterally deviate from (p3, ..., p}).
For further details we address the interested reader to the book of
[25].

2.2. The model
The basic scheme of a simple e-commerce situation may be

represented using a 2-person game where the players are the
buyer (B) and the seller (S). Considering just one transaction of an
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Fig. 1. Tree representation of the extensive form.

item from the seller to the buyer, the buyer has to choose among
purchasing the item (P) or refusing it (R); successively, if the choice
of the buyer is P, the seller has to decide if delivering the item (D)
or keeping the item and the money (K). These assumptions lead
to a non-cooperative game with player set is N = {B,S}; the set
of strategies of B is X = {P,R} and the set of strategies of S is
s = {D, K}. Using an extensive form representation we may con-
sider the tree reported in Fig. 1.

The possible exits eq, e;, e3, depicted in Fig. 1, correspond to
the following situations:

 eq: the buyer decides to purchase the item, pays for it and re-
ceives it;

e e,: the buyer decides to purchase the item and pays for it but
the seller keeps the item and the money;

e e3: the buyer decides not to purchase the item.

Note that the exit e, may include also other situations in which
the buyer pays for the item but the transaction is not satisfactory
for her/him. For instance, we may think of a situation in which the
item is delivered by the seller but the buyer does not receive it,
or the item is damaged or different from the expectation of the
buyer; the formulation we used emphasizes the role of decision-
maker of the seller, that could be responsible also when apparently
s/he is not, e.g., for choosing a low quality (and cheap) carrier.

To complete the game we need the preferences of the two play-
ers on the exits. It seems obvious that exit e, is the most prof-
itable for the seller and the less preferable for the buyer. On the
other hand, it seems obvious that both players prefer exit e; to
exit e3; the last result relies on the assumption that the selling
price is higher than the valuation of the item given by the seller
and lower than the value that the buyer assigns to the item, so
they both prefer to conclude the transaction. We may assign the
following ordering to the exits:

for the buyer: e; ~pe3 >pey;

for the seller: e, ~se; >ses.

As the number of moves of the two players is finite, this basic
game could be solved by backward induction, i.e., in the last situ-
ation the seller chooses K that leads to the preferred exit among
ey and e, and consequently, in the first situation the buyer decides
for R that leads to the preferred exit among e, and es. It should be
clear that the consequence is that the transaction never take place.
The main point is that the seller prefers the exit e, if only one
transaction is possible (and also if s/he is not honest). In the real
world the seller is interested in carrying out the transaction, and
often more than one. This implies that the previous model should
be modified in order to account that the honest seller prefers exit
e, as the buyer, even if the buyer may be not aware of this.

When the risk-aversion of the buyer is sufficiently high, then
the best choice is R, so that the exit e, cannot realism, unless it
is possible to provide enough guarantee that the seller chooses D.
Of course, the final decision of the buyer is influenced not only
by her/his level of risk-aversion but also by the guarantee that the

seller may offer that the item will be delivered. This is the point
where reputation plays a role.

The main difficulty to extend the basic game depicted in
Fig. 1 to a real-world situation arises from two points:

1. the concept of reputation requires that a seller is involved in a
high number of transactions; consequently, the decisional tree
results very large;

2. even fixing a reasonable number of transactions with a unique
seller, it is not possible to consider it as a repeated game, be-
cause the buyer is generally different at each transaction; con-
sequently, we cannot exploit the results available in the litera-
ture about repeated games.

The second point means also that we have to deal with a very
complex game with several players, sellers and buyers: in view
of this, the simulation approach seems particularly interesting and
advantageous.

We would emphasize two main points: (1) the basic model is
extremely simple but becomes very complicated when we intro-
duce the repetition of the game, which is necessary in our con-
text; (2) there exists an exit of the game that both agents prefer
with respect to the most cautious exit of not to start the transac-
tion; this is true also for other models, e.g. the investment game
(see [26]), but it is hidden by the huge amount of exits.

In situations similar to the previous one in which a player
chooses sometimes a strategy and some other times a different
one, good results were obtained looking for a solution in mixed
strategies. More precisely, a mixed strategy for the seller is a prob-
ability distribution (d, k) with d, k € [0,1],d + k =1 where d rep-
resents the probability that the seller satisfies the buyer and k the
probability that the seller does not satisfy the buyer. This prob-
ability distribution accounts for the frequency with which in the
past the seller chose D or K; analogously, we may account for
the risk-aversion of the buyer using a mixed strategy (p, r) with
p,r€[0,1], p+r =1, again referring to the frequency with which
in the past s/he chose P or R (the more p is close to 1 the less is
the risk-aversion, the more p is close to 0 the greater is the risk-
aversion).

Anyhow, the probabilities d, k, p, r summarizes the frequencies,
but do not provide a detailed history of the agents, differently from
the simulative approach.

Even if we decide to represent the probabilities with which the
players will choose their strategies in the future, the mixed strat-
egy approach is, in a sense, static, because it considers one trans-
action at each time, instead of a sequence of transactions, possi-
bly involving different buyers, where it is difficult to account the
previous transactions of the seller; on the opposite, the simulation
approach allows accounting for dynamic aspects in the behavior of
the individuals according to their historical and recent experiences
in other transactions.

A possible modification of the model is the definition of a
Bayesian game (see [27]), that allows accounting for uncertain ele-
ments, associating to each different behavior of the players a type,
according to a given probability distribution. In our situation, for
instance, the buyer may consider two types of sellers: the hon-
est, S, and the thief, S”/, whose preferences are e; ¢ e3 ¢ e, and
e, ~gr €1 =g e3, respectively. Note that the honest seller S’ has the
same preferences of the buyer, so the transaction is more possible,
if the buyer trusts that the seller is honest. In order to have a real-
istic model, the different types of the seller have to represent dif-
ferent degrees of honesty, including not only elements depending
on the seller, e.g., the choice of a faithful description of the item,
or of a high quality transportation service, but also independent
from him/her, e.g., the failure of the item. Analogously, a realis-
tic model should consider different types of buyers, depending of
their degree of risk-aversion. The consequence is that the Bayesian



R. Aringhieri et al./Operations Research Perspectives 5 (2018) 22-31 25

model results to be intractable due to the difficulty of getting suit-
able data and to the high computational complexity.

3. The hybrid model

In this section, we first describe the basic hybrid model
(Section 3.1) whose main assumption is to consider equal-price
transactions, that is each seller sells the item or service at the
same price. The main reason of this assumption is to ease the
model description and its validation. Note that such a type of as-
sumption is not new in the literature: for instance, we can mention
the duopoly model by Cournot [28], as a historical case in which
the equal-price assumption was introduced in order to simplify the
model. Then, we extend the model in order to take into account a
more realistic scenario: indeed, we introduce the transactions with
variable prices (Section 3.2) and an insurance system to guarantee
the transactions (Section 3.3).

3.1. Basic model

Let us suppose to consider a population of n individuals parti-
tioned into a set of ng buyers and a set of ng sellers.

We suppose that m; transactions are undertaken at each time
interval t =1,2,3,...,T. Among them, m{ are those completed,
and m? are those completed correctly. Clearly, it results that m? <
m¢ < me. We remark that m; —m¢ are the transactions in which
the buyer refuses to buy in accordance with the exit e; depicted
in Fig. 1.

The overall system reputation f is defined as follows:

B(0) = Bo (1a)

h
Bt+1)=(1 _wﬁ)ﬁ(t)+wﬁ%, t=1,2,....,T.  (1b)
t

The value of B(t + 1) evaluates the trustworthiness of the over-
all system after the completion of the n{ transactions. The values
Boel0, 1] and wg [0, 1] represent respectively the initial trust-
worthiness and the weight given to the outcomes of the last trans-
actions with respect to those in the past.

The infopoint maintains the centralized RMS. Upon request, the
RMS provides the reputation p of a seller, which is periodically
updated after the end of each transaction as soon as the info-
point receives the feedback. The reputation of the seller s is de-
fined in a similar manner to the trustworthiness, that is the repu-
tation ps(t + 1) of the seller s at the beginning of the time interval
t +1 depends on her/his reputation ps(t) at the beginning of the
time interval t and on the positive outcomes of the transactions
involving him/her. More formally, we have

ps(0) = pg (2a)

pst+1) = (1—wS)ps) + WS TS, t=1,2,....T,  (2b)

where TS is the ratio between the number of transactions com-
pleted correctly and the number of transaction completed at the
time t considering only the transactions involving the seller s. As
in (1b), pg €[0,1] and w5, € [0, 1] are the initial reputation value
and the weight of the last transaction outcomes, respectively.

Let us define the personal experience y,(t) of the buyer b as

¥5(0) = ¢ (3a)

Yot +1) = (1= wh)y(t) + wh TP, t=1,2,....T, (3b)

where Tt” is equal to: 1 if the last exit was eq, O if the last exit was
ey, and y(t) otherwise (exit e3). Again, ¥ [0, 1] and wb, € [0, 1]

Entry Point

Connection
to Seller
Ask to
Infopoint

Wait for
Seller

Update
beliefs

Fig. 2. The statechart of a buyer and its relationships with the game in the exten-
sive form.

are the initial personal experience value and the weight of the last
transaction outcomes, respectively.

Finally, we can model how a buyer takes her/his decision. Under
the equal-price assumption, the decision of a buyer b is only based
on the trustworthiness of the system, on her/his own personal ex-
perience, and on the reputation of the seller. Our idea is to model
the willingness of the buyer b to complete the transaction during
the interval [t,t + 1] through the value W, defined as

Wy = pgB () + P}, v(t) + (1 = p}, — P ps(t) (4)

where p% and p’;, € [0,1] are the weights given to the system

trustworthiness and to the personal experience by the buyer b in
such a way that p% +pb <1

The buyer b decides to complete the transaction with the seller
s with probability (1 —z) if W}, > 1 — Ry, or with probability z oth-
erwise, where z€[0, 1] is a coefficient of irrationality - the proba-
bility that a buyer decides otherwise with respect to her/him nor-
mal decision - and R, is the willingness to take risks of the buyer
b. The idea is to compare the evaluated risk of the current trans-
action with the buyer’s willingness to take risks, and to decide ac-
cordingly.

3.1.1. Agents and environment

The basic ABS model is composed of three types of agents mod-
eling the buyers, the sellers, and the infopoint, respectively. The
buyers and the sellers are embedded on a small world network
modeling the possible connections among them. Each agent is also
connected to the infopoint. The network models the possible trans-
actions between each buyer and all the sellers that can offer the
required item or service. Since the needs of the buyer can change,
at each time interval t =1,2,..., T, the connections starting from
the same buyer can change. The small network topology has been
used to model the fact that only a subset of sellers can have the
item required since the others are out of stock at the moment of
the current transaction.

In the ABS framework, a statechart models the agent behavior
and its interaction with the simulated environment describing the
transitions among different states. Fig. 2 reports the statechart of
the agent modeling a buyer. Further, the figure highlights its rela-
tionships with the game in the extensive form depicted in Fig. 1.

At each time interval t =1,2,...,T and for each transactions,
the buyer b collects the information ps about the sellers s involved
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Entry Point

updating
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Wait for
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Fig. 3. The statechart of the infopoint.
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- Buyer
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timeout

R

Fig. 4. The statechart of a seller and its relationships with the extensive form.

in one of the buyer’s transactions. After computing the value W,,
the buyer decides to trust the seller, and to complete the trans-
action, or to wait the next time interval. Whenever a transition is
completed, the buyer provides to the infopoint a feedback that al-
lows him updating the RMS. Further, her/his personal experience
yp has been updated. The statechart of the infopoint is described
in Fig. 3.

Fig. 4 reports the statechart of the agent modeling a seller,
highlighting its relationships with the game in the extensive form
(Fig. 1). Basically, the seller s waits for the transaction approval
from the buyer, and then s/he decides to honor the transaction
agreement with probability Hg(t), or to cheat with probability 1 —
H;(t). The probability H(t) changes over the time following one of
the policies reported in Section 3.1.2 and represent by the transi-
tion refresh. Further, the transitions between the state “Wait for a
buyer” and “Go offline” model the fact that the seller goes offline
after completing L transactions, until the next time interval.

3.1.2. Buyers’ and sellers’ policies

The basic model can be customized applying different policies
both for the buyers and for the sellers.

Regarding the buyers, we implemented two different, but very
simple, policies in order to select a seller for starting a transaction:
the former is a random selection among those connected with the
buyer while the latter select the connected seller s with the best
reputation ps.

The seller’s policies consist in different ways to update the
probability Hg(t), that is the probability that the seller s honors
the transaction, taking into account her/his current reputation o
in the system.

Let Hy be the initial honesty of a seller, that is the probability
that the seller completes the first transaction honestly. The first
policy is called steady since the honesty is constant over the time,
and is defined as

H(t+1) = H(t) = Ho. (5)

Let omin and omax be the values for which a given percentile f
of sellers are such that their reputation ps is less than and greater
than gni, and emax, respectively. The following two policies are
based on the following idea: the seller decides to increase Hg(t)

when ps < i, that is the seller is forced to increase her/his hon-
esty to have more buyers; on the contrary, the buyer decides to
decrease Hs(t), when ps > omax, to take advantage of her/his repu-
tation to make a higher profit:

o (-aggressive policy:

1 if ps < Omin
H(t+1) ={max{0,H(t) —a} if ps > Omax (6)
H(t) otherwise

with o € (0, 1) with the value closes to 0;
e a-public consciousness policy:

min {1,H(t) + ag,)}  if ps < Omin
H(t+1) =1 max {0, H(t) — L‘;(t) if o5 > Omax (7)
H(t) otherwise

with a e N and o, is the standard deviation of the sellers’
reputation.

The policy (6) drastically changes the honesty value when the
reputation of the seller is under the threshold g,;,, while the val-
ues is slowly decreased when the reputation of the seller is over
the threshold gmax. The policy (7), taking into account the aver-
age and the standard deviation of the sellers’ reputation, strongly
increase the lower honesties and slightly decrease the higher ones.

3.2. Variable prices

The main assumption of the basic model reported in
Section 3.1 is that the required item or service has the same
price for all the sellers. Clearly, this is a quite narrow assumption
adopted only for validation purposes. Here we extend the model
in order to consider variable prices. This imposes to evaluate the
impact of possible buyers’ savings during the transaction and to
establish new policies both for the buyers and the sellers.

Let C and Ppax be respectively the cost and the maximum sell-
ing price of the item or service sold during the transaction. Let
[15(t) be the price proposed by the seller s at the time interval
t=1,2,...,T. The price is initialized to IT$, that is I15(0) = H%
such that C+ € < I'If) < Pmnax, Where € is the minimum earning re-
quested by the seller.

3.2.1. Saving based policies for buyers

The buyer should consider the possible saving before deciding
to buy or not. We propose three different policies including the
saving criteria to select the seller, and to evaluate her/his willing-
ness to complete the transaction.

o minimum-price policy: the buyer selects the seller offering the
item or the service at the best price;
lower-risk-good-price policy: the buyer considers all the sellers
whose price is lower than the average price 7, selecting the
one with the best reputation, that is

max t);
(6 <, ps(®)

lower-price-good-reputation policy: the buyer considers the sell-
ers whose reputation is higher than the overall system reputa-
tion B(t) selecting the one with the best price, that is

PP M (®).

We remark that if a buyer is interested in saving money, then
s/he could be more willing to risk. Let r< (0, 1) be a coefficient of
rashness to model this fact. We redefine Eq. (4) as follows:

Wy = (1= )(p3B(0) + o y(0) + (1 - B — p)ps(0)) +1.
(8)

Given the new value of W), the buyer decides to end the transac-
tion as in the case with equal-price assumption.
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3.2.2. Price based policies for sellers

The seller can operate on the prices in order to increase the
number of transactions. The following price based policies in-
creases or decreases the price as soon as the seller reputation is
good (ps > omax) Or Not (Ps <omin )- We introduce two new poli-
cies:

o «-price-based policy:

H(t+1) =H() (9a)
max {(1 —a)I1(t),C+€} if ps < Omin
IT1(t + 1) =y min {(1 + ) I1(t), Pnax} if ps > Omax
I1(t) otherwise
(9b)
with « close to 0;
o §-honesty-and-price based policy:
max {1 — wjd, H(t) if ps < Omin
H(t+1) ={ max [0, H(t) — w38} if ps > Omax (10)
H(t) otherwise

with §€(0,1) and the price TI(t+1) determined as in
Eq. (9b) setting o = (1 — wfs)& where the weight wj is a value
in [0,1] that indicates the leaning of the seller s to operate on
the honesty more than on the price, or vice versa.

3.3. Insurance on transactions

In this section, we extend the model with prices including an
insurance system. The basic idea is to provide an option to the
buyer that guarantees to get the money back at the price of an
insurance premium when the seller decides to cheat.

Let us introduce four rules to determine the value I(t; s) of the
insurance premium during the time interval t =1,2,...,T:

1. fixed-percentage policy: the premium is equal to a given per-
centage q of the selling price, that is
I(t; s) = q Ts(¢) (11)

with q€(0,1);
2. global reputation-based policy: the premium is proportional to
the reputation of the system, that is

I(t; ) = (1 — B(t))qmax ITs(t) (12)

where gmax €(0,1) is the maximum insurance percentage al-
lowed;

3. seller reputation-based policy: the premium is proportional to
the reputation of the single seller s involved in the transaction,
that is

I(t; s) = (1 — ps(t))qmax [s(t) ; (13)

4, mixed-reputation policy: the premium is a function of both the
system reputation and seller reputation, that is

I(t;s) = [k (1 — B(6)) + (1 = k) (1 — ps(£)) ] gmax s (t) (14
14

where k; €(0,1) is a weighting factor.

The final price paid by the buyer b to end a transaction with
the seller s during the time interval t = 1,2, ..., T is therefore

P} = TIs(t) +dy(t; 5) I(t; 5) ,

where dy(t; s) is a binary variable whose value 1 models the deci-
sion of the buyer b to insure the transaction with the seller s per-
formed in the time interval t, 0 otherwise. Such a variable depends

Table 1
Performance indices to evaluate the outcomes of the computational tests.
L Average number of transactions completed in a single time interval
Yavg Average value of y,(t) over time and for all buyers
v Percentage of transactions completed correctly over all the
completed transactions
n Average gain of a single seller in a single time interval
n Ratio between the total amount of money spent by the sellers and
m
tg-09 Time interval t s.t. B(t)> 0.9 for the first time, nil otherwise
tg 03 Time interval t s.t. §(t) <0.3 for the first time, nil otherwise
Vins Percentage of insured transactions
Vrep Percentage of insured transactions refunded
Cavg Average insurance balance in a single time interval

on the parameter c;, of inclination of the buyer b equal to the min-
imum seller reputation threshold to buy without insure the trans-
action, that is dp(t;s) =1 with probability 1 -z if ps(t)<c, and
with probability z otherwise.

When the buyer b decides to insure the transaction, s/he should
consider her/his willing to save money. To this end, at the time of
choosing the best seller, the buyer has to take into account the
final price Pf.

4. Quantitative analysis

In this section, we report an extensive quantitative analysis of
our model. In Section 4.1 we report a series of computational ex-
periments devoted to validate the model, while in Section 4.2 we
consider different policies of the sellers in the case of fixed price.
In Sections 4.2, 4.3 and 4.4, we provide the analysis of the model
after the introduction of the variable prices and of the insurance
system, respectively.

The model has been developed using AnyLogic 6.9 [29] whose
agent based library has been exploited for the implementation of
the hybrid model. Each computational test consists in running the
model 30 times on a given scenario and, each time, starting from
a different initial condition. Roughly, each computational test re-
quires about 10 seconds of running time to be executed on a stan-
dard laptop. Each run replicates T = 300 time intervals. The popu-
lation is composed of n = 1000 individuals, of which ng = 900 buy-
ers and ng = 100 sellers. Further, each buyer is connected to one
third of the sellers, and the reputation of the sellers will be up-
dated each 10 time intervals. We recall that m;, m¢ and m!! are re-
spectively, at each time interval t =1, ..., T, the number of trans-
actions undertaken, those that have been completed, and those
that have been completed correctly (without any scam). Finally, to
evaluate the outcomes of each computational test, we adopt the
indices reported in Table 1.

4.1. Validation

The main characteristic of an agent based model is to analyze
the behavior of the whole system starting from the behavior of
its individuals. Therefore, it is not an easy task to validate such a
model since the system behavior is unknown. Furthermore, we can
not compare the hybrid model results with those provided by an-
other validated model or with those obtained by the analysis of
a realistic situation. Our choice is therefore to consider a set of
scenarios devised in such a way that the system behavior can be
foreseeable, and to verify if the model behaves as one would ex-
pect [30,31].

We introduce three scenarios (see Table 2), that is an almost
perfect world, an awful world, and a likely world. Each scenario is
characterized by a set of parameters: in the scenario “almost per-
fect world” the behavior of the seller is almost always honest; on
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Fig. 5. Plotting 8 and v over the time horizon: scenario (1) and (2).
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Fig. 6. Plotting B and v over the time horizon: scenario (3), different buyer’s policies.
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Table 2

Scenarios: parameters.

Common parameters

Bo 0.5 wg 0.1 05 0.9 wh 0.1
p‘;} 0.25 p‘; 0.25 z 0.02 L 100
minR, 0 max R, 1 c 0.5 T3 1

Scenario parameters

min Hy max Hy
Awful (1) 0.0 0.3
Almost perfect (2) 0.7 1.0
Likely (3) 0.4 0.9

the contrary, the scenario “awful” world has dishonest sellers; fi-
nally, the third scenario should represent an average situation.

Table 3 reports the results of our computational tests on the
three different scenarios, varying the buyers’ policy while the seller
behaves following the steady policy depicted in (5). Note that, in
the case of equal-price transactions with I3 = 1, the value of 7 is
given by the ratio between m¢ and mp.

Considering the two opposite scenarios, that is the “awful
world” and “almost perfect world”, the results are those that one
would expect: for instance, in the scenario “awful world”, the value
of v is very low while it is higher in the scenario “almost perfect
world”; similar considerations hold for the other indices reported
in Table 3. In Fig. 5, we report the plots of the values of 8 and v
over the time: Figs. 5(a) and 5(b) report such values for the scenar-
ios (1) and (2), respectively. Both plots show that the percentage of
transactions completed correctly follows the overall system reputa-
tion, as expected.

Clearly, the results regarding to the “likely world” scenario stay
in between those of the “awful” and “almost perfect” work, as one
would expects. In Fig. 6, we report the plots of the values of 8 and
v over the time regarding both the scenario (3) but considering the
two different policies for the seller selection by the buyer, which is

the one having the best reputation 6(a) and randomly 6(b). Again,
both plots show that the percentage of transactions completed cor-
rectly follows the overall system reputation, as one would expect.
Further, the gap between plots 6(a) and 6(b) measures the qual-
ity improvement due to the more rational choice of selecting the
seller taking into account her/his reputation.

4.2. Fixed prices

In the previous section, we assumed that the seller adopted al-
ways the same policy, which is the steady policy depicted in (5).
The aim of this section is to analyze how the system behaves
when the seller changes her/his behavior according to the two
policies depicted in (6) and (7). In the following, the settings are
the same of those reported in Section 4.1. Further, we will consider
the “likely world” scenario, and the best p policy for the buyers.

Table 4 reports the results of comparing the two policies of the
sellers with f = 0.2. From the results, it is evident that the pol-
icy (7) dominates the policy (6), giving advantages to both sell-
ers (see u) and buyers (see n) because of the higher number of
transactions completed. This is more evident from the analysis of
Fig. 7, which reports both the plots of the percentage of the trans-
actions completed correctly (7(a)) and the number of transactions
performed (7(b)) with respect to the two policies considered.

4.3. Variable prices

Now we consider the situation in which the item or the service
is offered on the market at different prices. In the following, we
take into account the point of view of the sellers whose main aim
is to maximize her/his profits.

With respect to the common parameters reported in Table 2,
the new parameters are Ppax =2, € =0.1 and r =0.2. The sce-
nario considered is again the “likely world”. Note that IT} is now
the initial price. We denote the policies of the buyers with (b1)
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Table 3
Validation: results of the computational tests (buyers).
Scenario Buyers’ policy Mg Yavg v n n tg-09 tg 03
(1) best ps 206 0.21 21% 1.84 471 nil 2
(2) best ps 515 0.96 96% 2.68 1.04 16 nil
(3) best ps 477 0.84 84% 2.75 118 130 nil
3) Random 379 0.66 66% 2.54 1.51 nil nil
1 600
0.8
~d 400 ”
06 |
\
0.4 |
\ 200
0.2 | —— 0.2-aggressive —— 0.2-aggressive
‘ 5-public consc. 5-public consc.
0 0
0 50 100 150 200 250 300 50 100 150 200 250 300
(a) value of v(t) (b) number of transactions
Fig. 7. Plotting v and number of transactions over the time horizon.
Table 4 _ (b1) for the buyers. The weight k; of (14) is set to 0.5. Please note
Validation: results of the computational tests (sellers). that gmax has been introduced as the maximum insurance percent-
Sellers’ policy My Y ave v w n age allowed. Clearly, the maximum percentage will be applied only
0.2-aggressive 367 054 56% 265 1.80 when the reputation is equal to 0, but it never happens in our set-
5-public consciousness 461 0.74 74% 2.91 135 tings.
Table 6 reports the results of our computational tests to eval-
uate the different insurance policies proposed. Such results show
Table 5 . . .
Variable prices: results of the computational tests. clearly the dominance of the seller reputation based policy de-
picted byEq. (13).
\ 1, A 1 C . . . .
Sellers’ policy  Buyers’ policy Mag  Yag Y H " The model allow evaluating of the case in which the insur-
(s1) (b1) 369 049  48% 151 135 ance system can incur into a bankruptcy. Fig. 9 reports the balance
ES}; EE;; ﬁ? ggg 3513; igg ;gg of the insurance over the time for three different values of qmax
s A % . . :
(<2) (b1) 488 0.91 2% 112 075 (gmax =0.8, 09 1.0) when the insurance adopts the seller reputa
(s2) (b2) 439 074 74% 246 126 tion based policy.
(s2) (b3) 367 064 64% 236 150

minimum-price, (b2) lower-risk-good-price and (b3) lower-price-
good-reputation, while those of the sellers with (s1) 0.2-price-
based and (s2) 0.2-honesty-and-price based.

Table 5 reports the results of our computational tests over all
the possible combinations of buyers’ and sellers’ policies. Even if
determining a reduced number of transaction completed during
each time interval, the pair of policies (s1-b1) results the best for
the system since it allow maximizing the gain of the sellers, and
at the same time, to minimize the average amount of money spent
by the buyers. From the point of view of the sellers, the policy (s1)
dominates the policy (s2): as a matter of fact, given a policy of the
buyers, the value of w in (s1) is always better that in (s2). This
remark is also confirmed by Fig. 8, which reports the plots of the
value of n and n over the time horizon, for different policy com-
binations.

4.4. Insurance

The introduction of the insurance system offers to the buyer
the opportunity to protect the transactions, and to get the money
back in the case of a failure for the dishonesty of the seller. So, we
would evaluate the impact of such insurance system on the behav-
ior of the whole e-commerce system.

Considering the analysis in the previous section, we consider
the “likely world” scenario with policy (s1) for the sellers, and

5. Conclusions

With the increasing popularity of e-commerce systems, com-
mercial transactions become more and more frequent. Such trans-
actions are not direct but mediated putting the buyer is in a posi-
tion of weakness with respect to the seller, especially in the case
of a failure of the transaction. Literature showed that the reputa-
tion can play an important role to reduce the risks of the buyer
in the current e-commerce environment. An online RMS maintains
the reputation, made of beliefs and/or opinions, that are generally
held about someone or something, and it can guarantee the relia-
bility of the transactions that take place in an e-commerce system.

In this paper we presented a hybrid model, based on game the-
ory and agent based simulation, to analyze an e-commerce sys-
tem in which a centralized reputation system is maintained by a
trusted and third party. Game theory has been adopted to model
the rational behavior of the buyers and the sellers while agent
based simulation allows modeling the whole e-commerce system
and the underlying network. Such an approach mitigates the com-
plexity of a pure game theory approach. We reported an extensive
quantitative analysis in order to validate the proposed model, and
to evaluate the impact of a set of buyers’ and sellers’ policies on
the behavior of the e-commerce system.

The results of the quantitative analysis confirm the capabil-
ity of the model to represent the rational behavior of the buy-
ers and the sellers, and the positive impact of an online RMS on
the whole number of transactions under different policies and sce-
narios. In particular, the model allows us estimating the value of
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Table 6
Insurance: results of the computational tests.
insurance policy (Jmax mﬁvg Yavg v 12 n Vins Vrep {avg
Fixed-percentage (11) 0.5 376 0.50 50% 153 1.29 44% 51% 5.10
Global-reputation (12) 1 381 0.49 50% 1.52 1.30 44% 51% 4.76
Seller-reputation (13) 1 382 0.52 52% 1.51 123 44% 47% 6.20
Mixed-reputation (14) 1 378 0.51 52% 1.51 1.24 44% 48% 6.30
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the insurance premium in order to avoid the insurance bankruptcy.
More generally, our work proves the feasibility of solving a complex
game theory model using an appropriate agent based simulation
model.

Our hybrid model can be extended to deal with different re-
search questions, both from a modeling and an application point
of view.

From a modeling point of view, we can consider a market with
many items in which the population of individuals plays, in differ-
ent moments, both the role of a buyer and the role of a seller. It
could be worthy of investigation the evaluation of particular mali-
cious behaviors such as (i) the tentative of a seller to boost her/his
reputation trough a series of low-value transactions and then to
cheat, in a short period, some buyers with high-value transactions,
and (ii) to evaluate and to compare the benefits of fake positive
and negative scores to boost or to drop the reputation of an indi-
vidual, respectively.

From an application point of view, it is worth noting that the
inherent flexibility of our modeling approach can be exploited to
evaluate the effectiveness of a RMS with a particular attention to
the trust management in cloud computing [32]. Cloud computing
is a new computing model that involves outsourcing of computer
technologies due to the lack of their availability in certain loca-
tions. In this context, the concept of reputation is connected to the
reliability, quality and performance of the services being offered.
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