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Schwerpunkt  Herausforderungen bei der Umsetzung

When, Why and How 
Consumers Seek to  
Protect their Privacy

Big data have not only offered marketers new possibilities, but have also 
multiplied threats to consumer privacy. Consumers face uncertainty and 
risk when disclosing personal information, which leads to growing privacy 
concerns and protective responses. This article seeks to identify the 
determinants of such protective behaviors.
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Novel technologies have significantly increased the 
quality and quantity of the data to which companies 
have access, and provide companies with new pos-

sibilities to offer a customized marketing mix. Today, com-
panies can use dynamic pricing (Taylor 2004), customized 
price promotion (Zhang/Krishnamurthi 2004), and custom-
ized direct marketing tools (Ansari/Mela 2003) to target 
their customers individually. However, the same technolog-
ical advances that have made the internet a potent marketing 
tool have also multiplied the threats to consumer privacy. 
Furthermore, consumer privacy and the requirement to sub-
mit personal data are the primary factors that discourage 
online shopping (Dinev/Hart 2004). Owing to increasing 
concerns about data collection, storage, and exchange on the 
internet, many users seek to protect their privacy by supply-
ing websites with false information (Lwin/Williams 2003; 
Phelps/Nowak/Ferrell 2000), managing the use of cookies 
(Culnan/Bies 2003), refusing to transact with particular web-
sites, and warning other potential customers (Son/Kim 
2008). Thus, marketers should address online consumer pri-
vacy concerns, which can undermine a firm’s marketing ef-
fectiveness and may even lead to reputational damage. Fur-
thermore, if consumers show protective responses by 
providing false information, firms’ collected data are worth-
less. It is therefore crucial to understand which factors influ-
ence [when] consumers’ privacy concerns, which may then 
cause [why] consumers to exhibit potentially protective re-
sponses [how].

Consumer Privacy 

Privacy is a highly appreciated value; it refers to individuals’ 
ability to control information about themselves (Stone et al. 
1983). Although consumer privacy has been hotly debated in 
marketing and public policy for at least 20 years (Culnan 
1995), the shift to data-driven purchase environments – and, 
hence, massive databases with much consumer information 
– has made it even more relevant now. Consumer privacy 
concerns about the extent to which individuals are able to 
control and protect their personal information are growing 
in data-driven environments (Dinev/Hart 2006). 

In this study, privacy concern is modeled as a mediating 
construct between situational and consumer-related varia-
bles and consumer protective behaviors. This integrated 
view shows that certain situational and individual variables 
can act as predictors of potentially damaging consumer re-
sponses, and privacy concern plays both causal and conse-
quential roles. 
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Consumer Protective Responses 

Protective responses occur when consumers perceive their 
privacy as threatened (Lwin/Wirtz/Williams 2007; Smith/
Milberg/Burke 1996; Son/Kim 2008). While most of the pri-
vacy literature focuses on consumers’ willingness to dis-
close personal information and to transact (Dinev/Hart 2006; 
Nam et al. 2006), protective consumer responses (i.e. with-
holding or falsifying personal information, removing it from 
databases, or engaging in negative word-of-mouth (WoM) or 
complaining) have received little attention. Figure 1 pro-
vides an overview of these protective behaviors and their 
effects on consumer-company interactions.

While in the case of removal or withholding personal 
information, the databased consumer-company interaction 
can be regarded as terminated, other protective responses 
cause a disruption of the relationship and hence can therefore 
seriously harm a firm’s database (in case of falsifying) or 
reputation (in case of complaining) and should be considered 
by companies.

To acquire a fundamental understanding of the relevance 
of protective privacy behaviors and to identify underlying 
influencing factors from the consumer perspective, we con-
ducted a qualitative pre-study (i.e. focus groups). Based on 
these findings, we identified – among the variety of behav-
iors presented in the figure above – falsifying personal in-
formation and negative WoM as the most commonly ob-
served protective responses. 

Falsifying refers to consumers disguising their identity 
by using false information (Lwin/Williams 2003). It can be 
seen as a way to protect individuals’ privacy freedom, and 
allows consumers to experience the benefit of disclosure 
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while maintaining their privacy. Negative WoM means that 
consumers communicate negative privacy experiences to 
others (Son/Kim 2008). Consumers engaging in negative 
WoM try to distance themselves from a company, thereby 
restoring their threatened privacy freedom and protecting 
others from the firm. 

An Adapted S-O-R as the Baseline Framework

We chose an adapted process model and applied it to the re-
search questions to ascertain which determinants cause which 
behavioral responses. The underlying idea of the S-O-R mod-
el is that environmental stimuli (S) lead to a reaction within 
the organism (O) that evokes behavioral responses (R) (Belk 
1975; Mehrabian/Russell 1974). As stimuli, we consider situ-
ation-specific elements in the context of online shopping that 
a company can control. Based on the qualitative research and 
literature review, an online shop’s credibility, privacy policy 
perception, and information sensitivity have been identified as 
highly relevant to consumers when deciding how to behave 
concerning data disclosure in this context. Between stimuli 
and reaction, conscious or unconscious information process-
ing occurs (i.e. the organism). This is ascribed to cognitive as 
well as affective effects, experiences, and attitudes. As under-
lying psychological processes provoked by situational influ-
ences, we consider privacy attitude (i.e. privacy concerns). 
Specifically, at this stage, a cost-benefit analysis of providing 
information takes place, known as the privacy calculus, which 
provides the basis for consumers’ decisions whether or not to 
disclose data (Dinev/Hart 2006; Milne/Gordon 1993). In ad-
dition, consumers’ individual experiences have been found to 

affect the formation of privacy concerns (Awad/Krishnan 
2006; Smith/Milberg/Burke 1996). Thus, we consider both 
specific experiences (i.e. familiarity with an online shop) and 
general experience (i.e. previous privacy invasions) in the un-
derlying model. In reaction to the stimuli, a specific behavior 
is provoked. As mentioned, we focus on the protective behav-
iors (i.e. falsifying information and negative WoM). 

 
Situational Determinants

Credibility of online shop
In the online context, credibility refers to a consumer’s eval-
uation of a vendor based on his or her initial impression of 
its website (Lowry/Wilson/Haig 2014). Research has found 
that website credibility positively influences consumers’ 
willingness to provide personal information (Lowry/Wil-
son/Haig 2014; Wang/Beatty/Foxx 2004). As mentioned 
above, when individuals detect a request for information 
from an online shop, they initiate a risk-benefit calculus pro-
cess (Xu et al. 2008). A risk of disclosing personal informa-
tion could be electronic surveillance, while online shopping 
convenience could serve as a benefit. Because this assess-
ment strongly depends on situational factors, consumers will 
also consider a website’s credibility (Metzger 2007). When 
a seemingly credible online shop requests information, indi-Source: author’s illustration.

Fig. 1: Overview of Protective Behaviours
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viduals will judge the shop as honest and reliable. Thus, the 
level of perceived risks will be lower, and consumers are 
more likely to find data disclosure acceptable. In contrast, if 
credibility is low, consumers are more likely to be concerned 
and are more likely to engage in protective responses (H1).

Perception of privacy policy 
In the proposed model, privacy policy refers to consumers’ 
perceptions of how a firm exercises ownership over the use 
of consumer data (Lwin/Wirtz/Williams 2007). This percep-
tion mirrors a company’s efforts to ensure consumers that 
their personal information will be protected (Xu et al. 2008). 
Privacy policies help to signal that a firm protects its con-
sumers’ privacy (Xie/Teo/Wan 2006) and provides consum-
ers with additional important information that they can con-
sider when weighing the benefits of disclosure and risks 
(Pan/Zinkhan 2006). Consumers who cannot gain valuable 
information about a firm’s privacy policy are expected to 
have less trust in the company, and will show higher concern 
about their own privacy (Lwin/Wirtz/Williams 2007). Thus, 
they will engage in protective behaviors (H2).

Information sensitivity
Information’s perceived intimacy level has been found to 
play an important role in information privacy and resulting 

Fig. 2: Conceptual Framework
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consumer behaviors (Lwin/Wirtz/Williams 2007; Wirtz/
Lwin 2009). However, not all types of personal data being 
requested – for instance, demographic and lifestyle char-
acteristics, purchasing habits, financial data, and personal 
identifiers (Phelps/Nowak/Ferrell 2000) – involve the 
same risk level, since different information lead to differ-
ent perceived consequences of revealing and obscuring 
(Metzger 2007). Hence, more sensitive information is per-
ceived as riskier to disclose than less sensitive information 
(Malhotra/Kim/Agarwal 2004). As a result, if an online 
shop’s request to provide personal information is perceived 
as very sensitive by consumers and thus, as risky or even 
as privacy intrusion, this may cause higher concerns, and 
protective behaviors (H3). 

Consumer-related Determinants

Familiarity with online shop
Personal familiarity refers to consumers’ degree of acquaint-
ance with a website, including knowledge of it and experi-
ences such as information searches (Gefen 2000). Existing 
research finds a negative relationship between people’s fa-
miliarity with a website and their privacy concerns (Shee-
han/Hoy 2000). Being familiar with an online shop’s buying 
process and its privacy concept allows consumers to form Fo
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favorable expectations of and trust in the vendor’s handling 
of privacy issues. Since trust reduces perceived risk, con-
sumers are more likely to consider the disclosure of their 
personal information acceptable (Gefen 2000). In contrast, 
low familiarity leads to higher privacy concern levels and a 
higher likelihood that consumers will engage in protective 
responses (H4).

Previous privacy experiences
Previous privacy experiences refer to consumers’ personal on-
line experiences during which their privacy was violated, for 
instance, through the misuse of data, or identity theft (Awad/
Krishnan 2006). Such prior privacy invasions are found to in-
crease privacy concerns (Bansal/Zahedi/Gefen 2010). When 
evaluating the risks and benefits of a disclosure, consumers 
rely on their past experiences. In case of negative experiences, 
consumers’ trust may be reduced (Culnan/Bies 2003; Gefen 
2000). As a result of reduced trust, consumers perceive the risk 
as higher and are more likely to develop privacy concerns and 
may engage in opportunistic behavior to protect themselves 
against negative experiences (Xu et al. 2008) (H5).

Method

The authors empirically examined the conceptualized rela-
tionships with a between-subjects design where two con-
trary real-life online shops, identified in a pretest, served as 
manipulating stimuli. The online survey had three parts, 
starting with a landing page and an introduction to the study. 
The participants were then provided with a screenshot of one 
of the two websites and their privacy policies. Part 3 con-
tained general questions about the constructs. The partici-
pants were randomly assigned to one of the two conditions 
to avoid systematic differences between the subgroups. The 
final sample comprised 705 participants, of which 502 were 
female and 203 male. Most of the participants were between 
21 and 30 years old (57.9%). Concerning education, most 
participants had a secondary school certificate (66.2%), fol-
lowed by those with a university degree (27.6%). Concerning 
their experience with online shopping, the participants most-
ly shopped online 11 times and more per year. 

The authors estimated the model using structural equa-
tion modeling (SEM), specifically using the software Smart-

Fig. 3: Overview of Approaches to Different Target Groups

Source: author’s illustration.

Website 

Data collection 

Data usage  

Privacy policy  

• Try to request as much personal 
information as is useful 

• Store consumer information 
securely and use data correctly 
and efficiently 

 
• Have a proper privacy policy in 

place (as legally required) 

• Focus on convenience and ease 
of use 

• Consider information sensitivity 
and relevance 

 
• Making data collection and usage 

transparent and highlighting 
benefits to customers 

• Focus on comprehensive and 
comprehensible privacy policy 

• Focus on credible appearance 
and signals for privacy protection 

 

• Request only minimal amount of 
information or offer alternatives 

 
• Store consumer information 

securely and use data only when 
necessary 

• Have a proper privacy policy in 
place (as legally required) 

• Irrelevant 

Privacy protectors Privacy unconcerned 

 

Privacy pragmatists  

Share information under certain 
circumstances 

 

Privacy fundamentalists  

Never share information 

66  Marketing Review St. Gallen    2 | 2016



Schwerpunkt  Herausforderungen bei der Umsetzung

online shop and protective responses. In contrast, the rela-
tionship between previous privacy experiences and protec-
tive behaviors (i.e. falsifying and negative WoM) is medi-
ated by privacy concerns (p < 0.01). This implies that 
companies should identify consumers with negative experi-
ences in order to target them individually, to reduce their 
concerns and to (re)build trustful relationships. 

Overall, the results imply that consumers’ reactions 
to situational factors in the privacy context differ signifi-
cantly. Most importantly, responses might differ not only 
owing to the examined situational factors but also owing 
to consumers’ personalities. One can generally categorize 
consumers into those not concerned with privacy and pri-
vacy protectors, including the privacy pragmatists, who 
share information under certain circumstances, and the 
privacy fundamentalists, who never share information 

(Westin 1967). These different types should be targeted 
differently concerning data collection, data usage, pri-
vacy policy, and website appearance. Different target op-
tions are presented in Figure 3. 

Managers should focus on consumers not concerned 
with privacy in order to exploit the full potential of data 

PLS, which allows for simultaneously estimating interrela-
tionships and causalities within the hypothesis system (Hair 
et al. 2014). Measurement validation shows that the data are 
well suited for an analysis using SEM. To assess the adequa-
cy of the chosen measures, it is essential to analyze the con-
structs’ objectivity, reliability, and validity. All the assump-
tions concerning Cronbach’s Alpha (> 0.7), factor loadings 
(> 0.7) and discriminant validity (Fornell-Larcker criterion) 
were fulfilled. 

Results and Managerial Implications

The results show that certain situation-related and consum-
er-related determinants have significant influences on pri-
vacy concerns and protective behaviors. Concerning situa-
tional factors, there is a direct significant influence of 
credibility on falsifying (p < 0.01) and on negative WoM  
(p < 0.05), but the relationship is not mediated by privacy 
concerns. On the contrary, the influence of perceptions of 
privacy policy on falsifying and negative WoM is partially 
mediated by privacy concerns (p < 0.01). The results imply 
that firms should clearly state and communicate their pri-
vacy policies to consumers via short, understandable notices. 
At least, privacy notices should be very visible on a firm’s 
website. The authors also found that information sensitivity’s 
effect on falsifying and negative WoM is partially mediated 
by consumer privacy concerns (p < 0.01). This implies that 
firms should consider carefully which kind of information 
they request in order to minimize potential protective behav-
iors. At the individual level, consumer privacy concerns do 
not mediate the relationship between familiarity with an 

Management Summary

When disclosing personal information online, 
consumers may face privacy threats, which lead 
to growing privacy concerns and protective 
responses. This article develops a conceptual 
framework with a focus on situational and 
consumer-related determinants of behavioral 
responses, aimed at protecting oneself or others. 
Furthermore, based on the findings, the authors 
propose strategies to deal with different 
consumer groups.

Lessons Learned

•  Managers of online firms should consider 
individuals’ privacy needs and experiences and 
should preempt potentially protective responses.

•  Consumers should be categorized based on 
their tendency to be concerned about privacy 
and to engage in protective responses.

•  This enables companies to develop different 
approaches to data collection and use, privacy 
policy communication, and website appearance.

The results imply  
that firms should clearly state 

and communicate their privacy 
policies to consumers.
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usage (i.e. profiling, by targeting them individually) and on 
the privacy pragmatists by providing transparency, appear-
ing credible, and communicating data usage benefits. As 
shown above, information sensitivity strongly influences 
consumer privacy concerns and may thus cause protective 
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use for business purposes are correct. If not – in case con-
sumers provide false information – they cannot create 
valuable customer profiles – the key success factor in many 
new e-commerce business models. Furthermore, negative 
WoM, especially via social media, can lead to substantial 
damage to a company’s image and reputation (Verhoef/
Reinartz/Krafft 2010). Thus, companies should be aware 
of and should actively address predictors that may cause 
consumer privacy concerns and protective responses. 
However, the authors addressed only a manageable set of 
influencing factors on protective responses. For more com-
prehensive insights into the formation of protective re-
sponses, it could be worth examining consumer attitudes 
towards an online shop and individual online purchase 
frequency. Furthermore, an online shop’s reputation seems 
relevant, as well as the convenience offered by an online 
shop, which matters strongly in practice.  

company can change their fundamental beliefs and atti-
tudes to privacy via initiatives.

Today, companies have multiple possibilities to target 
consumers individually based on geographic, sociodemo-
graphic, lifestyle, and purchase history information. In addi-
tion, new ways of communication (i.e. behavioral targeting) 
will accelerate the importance and relevance of consumer 
privacy concerns and protective responses. Especially the 
emerging, promising field of mobile marketing requires an 
even more careful handling of individual privacy needs and 
attitudes (Stafflage 2016; White et al. 2008; Xu et al. 2011), 
since consumers might feel invaded in their private space 
and might react if communication is too personalized. Thus, 
companies always face a tradeoff between the potential ad-
vantages gained through customization and consumers’ 
needs for privacy; if they do not consider individual privacy 
spaces, they will undermine customer loyalty. 

To conclude, this is the first study to identify both sit-
uation-related and consumer-related predictors of protec-
tive responses. In a time when companies require big data, 
it is more important than ever that the data they store and 
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