A Service of

[ ) [ J
(] [ )
J ﬂ Leibniz-Informationszentrum
° Wirtschaft
o Leibniz Information Centre
h for Economics

Make Your Publications Visible.

Fink, Alexander

Article

Data cooperative

Internet Policy Review

Provided in Cooperation with:

Alexander von Humboldt Institute for Internet and Society (HIIG), Berlin

Suggested Citation: Fink, Alexander (2024) : Data cooperative, Internet Policy Review, ISSN
2197-6775, Alexander von Humboldt Institute for Internet and Society, Berlin, Vol. 13, Iss. 2, pp.

1-12,
https://doi.org/10.14763/2024.2.1752

This Version is available at:
https://hdl.handle.net/10419/296499

Standard-Nutzungsbedingungen:

Die Dokumente auf EconStor durfen zu eigenen wissenschaftlichen

Zwecken und zum Privatgebrauch gespeichert und kopiert werden.

Sie dirfen die Dokumente nicht fiir 6ffentliche oder kommerzielle
Zwecke vervielféltigen, 6ffentlich ausstellen, 6ffentlich zugénglich
machen, vertreiben oder anderweitig nutzen.

Sofern die Verfasser die Dokumente unter Open-Content-Lizenzen
(insbesondere CC-Lizenzen) zur Verfiigung gestellt haben sollten,

gelten abweichend von diesen Nutzungsbedingungen die in der dort

genannten Lizenz gewahrten Nutzungsrechte.

Terms of use:

Documents in EconStor may be saved and copied for your personal
and scholarly purposes.

You are not to copy documents for public or commercial purposes, to
exhibit the documents publicly, to make them publicly available on the
internet, or to distribute or otherwise use the documents in public.

If the documents have been made available under an Open Content
Licence (especially Creative Commons Licences), you may exercise
further usage rights as specified in the indicated licence.

-. https://creativecommons.org/licenses/by/3.0/de/legalcode

WWW.ECONSTOR.EU

Mitglied der

Leibniz-Gemeinschaft ;


https://www.econstor.eu/
https://www.zbw.eu/
http://www.zbw.eu/
https://doi.org/10.14763/2024.2.1752%0A
https://hdl.handle.net/10419/296499
https://creativecommons.org/licenses/by/3.0/de/legalcode
https://www.econstor.eu/
https://www.leibniz-gemeinschaft.de/

—
[} [}
1 1
—

GLOSSARY
ENTRY

G

OPEN
ACCESS

R

PEER
REVIEWED

INTERNET POLICY REVIEW

Journal on internet regulation

Volume 13 |ssue 2

Data cooperative

Alexander Fink Augsburg University
DOI: https://doi.org/10.14763/2024.2.1752

Published: 4 April 2024
Received: 10 July 2023 Accepted: 25 September 2023

Competing Interests: The author has declared that no competing interests exist that
have influenced the text.

Licence: This is an open-access article distributed under the terms of the Creative
Commons Attribution 3.0 License (Germany) which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly
cited. https://creativecommons.org/licenses/by/3.0/de/deed.en

Copyright remains with the author(s).

Citation: Fink, A. (2024). Data cooperative. Internet Policy Review, 13(2). https://doi.org/
10.14763/2024.2.1752

Keywords: Data, Data cooperative, Data intermediaries

Abstract: Data cooperatives are a type of data intermediary using long established cooperative
models and global regulatory affordances to manage data with or on behalf of members (data
producers) for the benefit of members or for trade with external queriers (data users).
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This article belongs to the Glossary of decentralised technosocial systems, a special
section of Internet Policy Review.

Introduction

Data, cheaply produced, stored, analysed, and sold, is a significant part of the fi-
nancial basis upon which big tech platforms are constructed and by which they
maintain significant power in the global economy (Srnicek, 2017). Centralisation
places data and metadata of users in the hands of a few companies (Amazon, Ap-
ple, Alphabet, Facebook, and Microsoft) that buy, sell, link, and use it to manipu-
late, control, and advertise to users, while subjugating other businesses (Birch &
Cochrane, 2022). This phenomenon is referred to as platform capitalism (Srnicek,
2017). Data cooperatives, a type of data intermediary emerging from cooperative
organisational structures more generally(Scholz & Schneider, 2016), represent a
user- or worker-owned alternative that suggests that data, and the economic and
social gains emerging from it, be owned by users or workers — a decentralised
form of data ownership that promotes collective power alongside individual or
group owner-autonomy over data (Miller, 2021). In the specific form of the platform
cooperative, data cooperatives occupy analogous positions as under platform capi-
talism, while changing ownership structures and foregrounding ethical data use
(Scholz, 2023). Beyond data privacy and user control over data use in areas like
health and science, other forms and purposes for data cooperatives exist, including
the management of data across small businesses or sole proprietorships, in areas
like farming (e.g. SAOS and GISC), or potentially the non-profit sector. Definitions
and examples of data cooperatives are evolving rapidly through experimentation
and regulatory changes, and there are a diverse array of entities referring to them-
selves as data cooperatives, when in fact some may more accurately be another
kind of data intermediary (European Commission et al., 2023, identify 6 types of
data intermediariesl) because they are not managed through cooperative enter-
prises, which are a specific legal entity in most countries globally (Gordon Nemb-

hard, 2014).

Cooperative ownership of enterprises is a long-standing tradition around the world
and data cooperatives derive standard practices and governance models from this
history (Cheney et al., 2023), while also seeking tools, information system architec-
tures, and governance models specific to data capture/creation, management,

. The six types identified are: (1) Personal Information Management, Data Cooperatives, Data Trusts,
Data Unions, Data Marketplaces, and Data Sharing Pools (European Commission et al., 2023).
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analysis, and use (Pentland et al., 2019). Data cooperatives lean on state regulato-
ry affordances and economic support for cooperative organisations, as well as co-
operative governance techniques used in organisations for dozens of years around
the world (Micheli et al., 2020). Nevertheless, research on data cooperatives is new
and a limited number of data cooperatives exist.

Definition and origin of the term

In the current digital environment, the vast majority of data is created, harvested,
and/or traded by private corporations and governments, and used and traded on
their behalf. In contrast, open data promotes the public release of data to all par-
ties for any purpose, including the private benefit of corporations. In parallel with
a long history of cooperatively owned and governed enterprises supported by reg-
ulatory systems around the world, data cooperatives provide a technical, legal, and
governance structure for the collective management and distribution of data on
behalf of cooperative members. Cooperatives differ also from data commons, in the
sense that the latter does not identify with the international cooperative move-
ment or corresponding legal affordances offered in many countries.

Some data cooperatives may emulate cooperative enterprises without benefiting
from the legal affordances available in most countries. Many, however, follow the
International Cooperative Alliance (ICA) approach, which defines a cooperative as
“an autonomous association of persons united voluntarily to meet their common
economic, social and cultural needs and aspirations through a jointly-owned and
democratically controlled enterprise” (ICA, n.d.). The ICA suggests seven core prin-
ciples held in common globally in the cooperative movement, though others have
suggested modifying or adding to these (Cheney et al., 2023; distributed coopera-
tive organisation, 2019). These are: (1) voluntary membership, (2) democratic
member control, (3) economic participation of members, (4) autonomy and inde-
pendence, (5) education, training and information, (6) cooperation among coopera-
tives, and (7) concern for community (Cheney et al., 2023, pp. 23-24). Cooperatives
are usefully differentiated by ownership group, including worker-, producer-, and
consumer-owned cooperatives (Cheney et al., 2023). Cooperative managers or
boards have a fiduciary responsibility to members, including duties to manage
(achieve the work of the coop), care (to do what is best for the coop), loyalty (first
allegiance is to the cooperative), and obedience (comply with state regulations).
Legally, cooperatives are regulated by state policy in most countries around the
world (Gordon Nembhard, 2014).

Data cooperatives are a specific type of cooperative, acting as an intermediary or-
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ganisation (also known as a data intermediary) collecting data from members and
trading it to accrue value for members. Data may be of many types, ranging from
personal — like browsing and social media, health and fitness (Tanwar et al.,
2021), shopping, or banking — to environmental, including construction manage-
ment (Blhler et al., 2023), defence against phishing (Salau et al., 2021), or citizen
science projects (Tanwar et al., 2021). Existing data cooperatives tend to be pro-
ducer-owned, in the sense that those providing data and benefiting from its trade
are the “producers”. Membership in data cooperatives for individuals may require
contributing data and/or other resources, like a monetary fee (Cheney et al., 2023).
Other data cooperatives may be cooperatives of organisations, wherein companies
or non-profits are members of a broader data cooperative, as is the case in a pro-
posed construction management cooperative (Buhler et al., 2023).

Once held cooperatively, data may be used, managed, and shared, serving many
purposes. The largest and most successful data cooperatives to date may be health
data cooperatives, where individuals upload and share health data, for the purpos-
es of informing their doctors and supporting scientific research and intervention
development, while maintaining granular control over their personal data (retain-
ing the ability to limit or revoke access). Thus, rather than consent being given at
the point of collection (if at all) and data disappearing into databases that are in-
accessible to regular users, systems like MIDATA allow users to change access per-
missions at any time and to understand which groups and for what purpose their
data are being used (Hafen et al., 2014; Tanwar et al., 2021). Users can therefore
be more actively involved in projects or apps that use their data, and third party
services are incentivised to take consent, communication, and involvement with
users more seriously. Health data cooperatives may have the potential to provide
additional benefits to doctors and researchers by reducing some barriers to data
sharing, although this possibility is not yet verified. Such cooperatives may also in-
crease cooperative members’ understanding of where and how their data is to be
used (Hafen et al., 2014).

Individuals join data cooperatives to gain greater power and control over data
sharing, as well as for data altruism — the ability to collectively and consensually
share personal data toward altruistic causes, like pharmaceutical research (Bietti et
al., 2021). Some cooperatives may be basic and require little participation from
members, while others may involve significant participation in individual data
management and governance (Hafen et al., 2014; Hardjono & Pentland, 2019;
Micheli et al., 2020).

Data cooperatives share common policy regulation, governance and membership,
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and core principles with cooperatives generally (Cheney et al., 2023; Gordon Nem-
bhard, 2014). However, the specific nature of data as the cooperatives’ product, and
the distributed and digital nature of organisation, present unique challenges and
opportunities for data cooperatives, such as granular management of governance
and business processes (like voting on management decisions or changing consent
to do business with certain entities), foregrounding the importance of security in
operations, and distinct regulatory frameworks (Hardjono & Pentland, 2019; Euro-
pean Commission et al., 2023; Scholz & Calzada, 2021).

Component concepts

To be cooperatively held and managed, data cooperatives must establish technical
systems as well as sociocultural governance practices (Ruijer, 2021). Technical sys-
tems include cloud storage, computing infrastructure, consent management, front
and back end applications to access, manipulate, and analyse data, and security
considerations. Governance and policy refer to internal governance, as well as reg-
ulatory policies for data intermediaries, data, and cooperatives.

Socio-technical considerations

Technical systems vary widely (Buhler et al., 2023; distributed cooperative organi-
sation, 2019; Hardjono & Pentland, 2019) and must address specific considerations
around at least four issues: sharing management (Buhler et al., 2023; Hafen et al.,
2014), consent systems, security (Salau et al., 2022), and state policy requirements
related to data protection and data intermediaries (e.g. European Union through
Data Governance Act) (Bietti et al., 2021; European Commission et al., 2023). Such
systems are inherently also social and organisational, because technical affor-
dances reciprocally determine user interactions.

Each of these areas represent challenges for data cooperatives around which there
are not yet general agreements, though some have proposed socio-technical solu-
tions. Regarding the management of data sharing, most cooperative systems gen-
erally organise around three basic user roles:

» Personal data storers / cooperative members: members store personal data
and make decisions about its use and sharing, including giving legal
consent where necessary (e.g. healthcare data privacy regulations),
managing sharing at variously granular levels, adding/modifying/
destroying data or data streams in a personal data store, electing
cooperative leadership or participating in management decisions, and
receiving benefits from the cooperative (e.g. financial rewards). Data stores
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are typically managed by the cooperative body on behalf of members, but
decentralised technologies may also be employed.

e Queriers: users trading for access to data owned by the cooperative. Access
includes the ability to run queries against the data (hence their role title),
run algorithmic analysis on cooperative data, and pay for services
rendered.

e Data cooperative: data cooperative systems must manage user needs for
cooperative members and queriers, providing security for both parties in
data storage, use, and financial trade, systems for managing data storage,
and robust and useful systems for making queries (Blasimme et al., 2018;
Hardjono & Pentland, 2019).

Consent systems promote user privacy, security, and control over data about them.
These often intersect with regulatory requirements, including the General Data
Protection Regulation (GDPR) in the European Union, which governs data general-
ly, and Health Insurance Portability and Accountability Act (HIPAA) in the United
States, which manages health care data. Developing systems that allow members
more granular control over data sharing at any time increases member consent
(Fink & Brito, 2021), while simultaneously decreasing queriers barriers to combin-
ing data across multiple institutions, which otherwise might require separate con-
sent agreements across each institution (Hafen et al., 2014). Queriers algorithms
must be vetted to ensure member safety and consent, as well as to prevent bias in
algorithms (Hardjono & Pentland, 2019).

Individual members should be able to revoke access at any time, requiring that da-
ta remain in control of the cooperative at all times. The MIT Open Algorithms ap-
proach solves this problem by requiring queriers to submit algorithms and queries
to the cooperative to be run, preventing queriers from taking, owning, or linking
cooperative data to others (Bietti et al., 2021; Hardjono & Pentland, 2019).

Security in data cooperatives is under-analysed but significant. Developing large,
intensely personal data stores, alongside storing querier algorithms, sets up data
cooperatives as a target for hackers. Spoofing, tampering, repudiation, information
disclosure, denial-of-service, and elevation of privilege attacks must all be consid-
ered in developing a threat analysis and security plan (Salau et al., 2022).

Policy and regulatory considerations

Policies and regulations impact the operation of cooperatives, as well as the stor-
age, management, use, and sharing of data. Globally, few protections exist for indi-
viduals to protect privacy or abuse of information by corporations. The European
Union’s GDPR act is one of the stronger (inter)national policies. The European



7 Fink

Union’s recent Data Governance Act “aims at increasing trust in voluntary data
sharing” by regulating data intermediaries, including limitations to reselling data
for profits (a common practice of platform capitalism) (European Commission et al.,
2023, p. 7). The United Kingdom and United States have industry specific data pro-
tection laws (Bietti et al., 2021), but lack the more serious protections and affor-
dances of the European Union. The African Union recently published a Data Policy
Framework, which suggests some support for privacy protections (African Union,
2022). A global web of national privacy regulations creates significant difficulties
in setting up international cooperatives, limiting most to national operations.
Some propose federated data cooperatives (a cooperative of cooperatives), aggre-
gating members within the boundaries of state regulations, and then sharing data
between state bodies (Tanwar et al., 2021).

Data cooperatives are thus far under-resourced and researched, partly due to chal-
lenges creating sustainable economic models, developing user trust in data shar-
ing, and little to no financial support from governments (European Commission et
al., 2023). Policy could promote data cooperatives as a vehicle to support public
empowerment and involvement in data use, data privacy, economic development,
and sharing of important data resources. The best existing example is the Data
Governance Act (DGA), which regulates data intermediaries in the European Union
to build transparency in intermediary operations, but also provides affordances,
like public registers of intermediaries to increase visibility and protections against
misuse, in hopes these will increase public trust in data sharing (European Com-
mission et al., 2023). Elsewhere, to date, little government support exists for the
foundation or growth of data cooperatives (Bietti et al., 2021).

Economic considerations

Thus far, little information exists on the economic viability of data cooperatives.
Monetisation models differ by sector. Some require members to join related coop-
eratives or pay membership fees/dues (e.g. MIDATA, SAQS, GISC). These organisa-
tions may rely entirely on membership dues (e.g. SAOS) or seek other sources of
funding. Some data cooperatives receive startup funds from foundations (e.g. Pos-
mo) or corporations. These may intend long-term operations based in foundation
or corporate funding, while others aim to develop viable financial models based on
the sale of data to external users for research, corporate, or other purposes (e.g.
MIDATA). This model faces significant challenges, especially because meaningfully
large datasets are difficult to create without successfully incentivising participa-
tion. While platform capitalist models spend significant financial investments to
create data streams that often engage millions of users, data cooperatives must ei-
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ther find niche markets (e.g., GISC, which serves food growers) or try to build mo-
mentum through multi sectoral partnerships and marketing to gain a critical mass
(e.g. MIDATA).

Data cooperatives are often related to approaches to Social and Solidarity Eco-
nomics (SSE), which the United Nations recognises as encompassing ‘entities that
are engaged in economic, social and environmental activities to serve the collec-
tive and/or general interest, which are based on the principles of voluntary coop-
eration and mutual aid, democratic and/or participatory governance, autonomy
and independence and the primacy of people and social purpose over capital in
the distribution and use of surpluses” (UN Resolution 77/281, p. 2). The democratic
nature of governance and ownership, voluntary participation and consent of mem-
bers and general focus on aiding public interest align data cooperatives closely
with SSE aims. This puts data cooperatives in line with (and against) national and
global political and policy interests, wherein such cooperatives may be able to find
amenable funding and government support.

To ease the challenge of establishing new organisations for the management of
data cooperatives, Pentland et al. (2019) suggest utilising existing organisations
with similar structures and fiduciary responsibilities and the capabilities to man-
age technical challenges present in data management specifically. The credit
union is suggested as the most readily capable organisation, with existing fiducia-
ry responsibilities to manage duties and care for members, existing memberships
and member management systems, security, and near universal legal frameworks
globally (Pentland et al., 2019). Others, including health data cooperatives, create
new entities using state regulations around cooperative ownership (e.g. SalusCoop,
MIDATA)(Blasimme et al., 2018).

Governance considerations

Many robust models for member governance have been developed, tested, and
shared (Cheney et al., 2023; Gordon Nembhard, 2014). Governance and member
participation can, but does not always, occur along multiple axes, including deci-
sion-making at all levels (strategic direction to technical implementation), involve-
ment in debating and solving key issues, and/or in choosing cooperative manage-
ment (Cheney et al., 2023). These member governance activities may intersect
with the technical roles presented above, as, for example, data cooperatives often
have technical systems for managing member voting. Many producer-owned coop-
eratives elect board members or hire employees to manage the regular tasks of
the cooperative. Regardless, education in cooperative principles and practices, es-
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pecially in democratic practice, is arguably one of the most important tasks for
long-term sustainability (Cheney et al., 2023).

These governance practices are true for data cooperatives too, where the distrib-
uted and digital nature of cooperative membership can present special challenges
and opportunities. While many data cooperatives reduce member work burdens by
voting for board representation and management, others seek to use blockchain
tools or other technological affordances to govern and operate the cooperative us-
ing methods more akin to direct democracy (distributed cooperative organisation,
2019; Ruijer, 2021).

Discussion and conclusion

As research, policy, and practice around data cooperatives continue to develop,
three areas of recent significance in the broader cooperative movement may prove
valuable for consideration: inclusivity, education and ecological/environmental
(Cheney et al., 2023). Historically, people around the world and across many iden-
tity categories have been part of the cooperative movement (Gordon Nembhard,
2014). However, efforts to develop data cooperatives that attend to issues of inclu-
sion and equity are limited. Cheney et al. (2023) assert that education in coopera-
tive governance and methods is essential to developing and maintaining coopera-
tives as such in the long-term; otherwise, many cooperatives devolve into stan-
dard, hierarchically governed organisations. Ecological considerations were not
historically part of the cooperative movement, but are being added by coopera-
tives and even data cooperatives for consideration (Cheney et al., 2023; distributed
cooperative organisation, 2019). These areas are only tangentially addressed thus
far in the literature on data cooperatives, but meaningful investigation could assist
the further development of the area.

Although data cooperatives offer more democratic models of data sharing and
governance, there are several limitations at present. The relative newness of data
cooperatives leaves open questions about the long-term sustainability and securi-
ty of data in the event that a cooperative must fold. Governance and sharing mod-
els are relatively untested and little research exists on their effectiveness and in-
clusivity. Many data cooperatives depend on broad membership or participation in
data sharing, and it remains unclear whether, for what reasons, and in which con-
texts broader publics will be motivated to share data. Finally, data cooperatives in
many industries will face significant competition from corporate firms with more
significant capital.



10 Internet Policy Review 13(2) | 2024

Despite these challenges, data cooperatives remain a worthy target for further de-
velopment and research. Data cooperatives have the potential to provide a plat-
form for member-owners to create mechanisms that simultaneously enhance pri-
vacy and control over their digital exhaust, while also enabling desirable access
for profit or altruistic goals. In theory, they provide easy, consistent access for
queriers to access data in ways that are safe, secure, and built on owner consent
and active participation, though socio-technical systems enabling such queries are
relatively new. The political and social medium for these enterprises exists global-
ly and presents significant opportunities in many industries such as health re-
search, participatory governance, and small business alliances, as noted above.
Other industries may benefit from joining workers or data producers together as
cooperatives, including the non-profit and human services sectors, where coopera-
tive systems could help manage services and funders (Fink & VeLure Roholt,
2022).
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