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Executive Summary
The digital transformation occurring worldwide 
poses significant challenges for a governance 
framework that evolved gradually and 
incrementally over centuries, shaped by lessons 
learned during the long era of industrialization 
and globalization in which much of today’s 
technology was still science fiction. At the heart 
of the governance challenge is “datafication” 
— the capture of truly astronomical amounts 
of information on the functioning of societies, 
economies and even the industrial processes of 
firms. Once transformed into data, information can 
be analyzed and used to modify the behaviours 
that generated the information in the first place 
for economic, political or geopolitical advantage. 

Given the multiple roles that data plays — as 
the medium of digital commercial transactions 
and digital trade, as a valuable capital asset, as 
part of the intangible infrastructure of the digital 
economy, and as the very fabric of a modern 
information society — the governance challenge 
is immense. Moreover, given the multitude and 
pervasiveness of data analytics applications, 
there is urgency in coming to grips with the 
regulation of data, since other governance 
challenges, ranging from climate change to 
income distribution, depend on safeguarding 
democratic processes and functional markets. 

Numerous efforts are under way to address aspects 
of the regulation of data. These efforts include the 
recently launched e-commerce negotiations of 
the World Trade Organization (WTO), other work 
programs under the WTO, and the initiatives of 
the Group of Twenty (G20) on the free flow of data 
based on trust. There is, as well, work in more 
specialized areas, such as competition policy 
and intellectual property (IP), taxation in the 
digital realm, and multi-stakeholder processes 
addressing the plethora of other digital governance 
issues ranging from privacy to cyber security. 

This paper suggests a conceptual framework 
for addressing the multi-dimensional policy 
dilemma that societies now face of reconciling 
the many competing policy priorities raised 
by digital transformation domestically and of 
preparing the ground for negotiations toward a 
robust and broadly accepted governance regime 
internationally, fit for purpose for the age of data. 

Introduction
How will rules written for the world of 1994 fare 
in a world of talking teapots and connected cars?

—Anupam Chander (2019) 

The digital transformation is generating 
exponentially growing flows of data within and 
across national borders and enabling the rapid 
development and virtually frictionless global 
dissemination of new technologies. These data 
flows and technologies touch virtually every 
aspect of our society and economy, dangling the 
promise of wealth and power to the winners of 
the race to commercialize, while also threatening 
pervasive economic disruption, raising the 
spectre of social dystopia and incentivizing 
strategic competition between nations. To say 
the least, these developments pose significant 
challenges for a governance framework that 
evolved gradually and incrementally, shaped 
by lessons learned during the long era of 
industrialization and globalization, in which much 
of today’s technology was still science fiction. 

At the heart of the governance challenge is 
“datafication” — the capture of truly astronomical 
amounts of information on the functioning of 
societies, economies and even the industrial 
processes of firms. Data applications are ubiquitous: 
data serves as the medium of digital commercial 
transactions, including cross-border trade; it 
has value as a capital asset, independent of 
the message it carries; it constitutes part of the 
intangible infrastructure of the digital economy, 
in particular for the rapidly expanding Internet 
of Things (IoT); and it embodies the information 
that is generated through social and political 
engagement in a modern information society.

Reflecting the value proposition that data offers, 
strategic competition to dominate the data-driven 
economy has already escalated into a full-blown 
trade and technology war between the two leading 
digital economies, the United States and China, 
with spillover effects on trading partners. Frictions 
are also being felt along other digital fault lines, 
including between the United States and the 
European Union; along the digital borders of the 
BRICS countries (Brazil, Russia, India, China and 
South Africa); and along the digital divide between 
the data “haves” and the “have-nots.” These 
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conflicts are often mirrored in frictions within 
societies over how the economic gains from the 
new technologies are to be shared and how these 
technologies are to be governed and by whom.

Simply put, the postwar global governance 
model is being shaken to its foundations 
and governments are being driven to act. 
Ready or not in terms of policy development, 
governance reform will not wait.

A Multi-dimensional 
Policy Dilemma
Each of the roles of data requires its own 
governance regime. As a medium of transactions, 
cross-border data flows are, in principle, subject 
to commitments that countries have made 
under the WTO General Agreement on Trade in 
Services (GATS), which provides for technological 
neutrality for trade in services (see, for example, 
Janow and Mavroidis 2019, S2). This is the 
role of data that the Trans-Pacific Partnership 
(TPP) and the Canada-United States-Mexico 
Agreement (CUSMA) data provisions address. 

However, whereas data was mostly “exhaust” 
when the GATS was developed — an unexploited 
by-product of commercial transactions, business 
and industrial processes, and other interactions 
— it has now become the most valuable asset 
of the digital age (the “new oil” [The Economist 
2017]) and, indeed, the essential capital asset 
for the emerging data-driven economy (Ciuriak 
2018b). It is hardly surprising that governments 
are seeking to capture this value through 
industrial policies and taxation reforms. 

Further, states will need to take measures 
to ensure the security and integrity of their 
essential services both internally and externally, 
especially the “backbone” infrastructure services 
— finance, transportation, communications 
and energy (European Commission 2019). 
Metaphorically, a nation’s digital borders must 
be as secure as its physical borders. With the 
rollout of the IoT and the flow of data into the 
inherently insecure “cloud” (which, from the 
perspective of any user of cloud services, is just 
some other entity’s computers), the security 

challenges escalate not only from the perspective 
of vulnerability to hacking but also from the 
consequences of interference with the functioning 
of an infrastructure that increasingly acts as an 
interactive central nervous system for the economy.

Finally, in parallel with the security concerns are 
the myriad issues raised in transposing the rules 
and norms governing social and political behaviour 
into the digital realm. These issues run the gamut 
from “surveillance capitalism” (Zuboff 2019) to 
state surveillance (an issue that is now flaring in 
democracies in connection with the digital tracing 
technologies being considered as part of the 
response to the COVID-19 pandemic [McDonald 
2020]); to the use of personally identifiable 
information for commercial and political objectives, 
including “fake news” and targeted messaging for 
manipulation of electorates; to the governance of 
urban spaces; and, indeed, to many other areas.1 
The vastness of the scope of these issues is due in 
part to the protean nature of data. Not only can 
data be used and reused in endless configurations 
and applications underpinning value capture and 
creation, but it also can act as a source of feedback 
to change the world that generated it in the first 
place. This feedback generates its own governance 
demands since it comes complete with the biases 
built into data, given the means of its collection 
and the populations from which it is sourced. 
These issues can be grouped under the broad rubric 
of “sovereignty,” because they affect how states 
govern themselves, and democratic legitimacy 
demands that governance principles shape, rather 
than be shaped by, the digital transformation. 

Governance Will 
Not Wait
Given the urgency of addressing these issues, 
governments worldwide have been galvanized 
into action to develop digital strategies and 
governance reforms; issue-specific policy research 
programs have been launched across the range 

1 A sense of the breadth of challenges directly or tangentially related to 
governance is provided by a remarkable volume of short commentaries 
triggered by the reaction to the letting of a contract to Google’s Sidewalk 
subsidiary to develop a “smart city” on Toronto’s waterfront. See Ahmed 
et al. (2019).
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Numerous initiatives are under way to address the issues raised by the digital transformation.

 → At the WTO, negotiations have begun on electronic commerce (WTO 2019a), and new empirical work 
is being undertaken on the moratorium on tariffs on electronic transmissions (WTO 2019c). 

 → The G20 reached agreement on the “Osaka Track” program to promote an open digital economy based on trust 
— “Data Free Flow with Trust” (Sugiyama 2019a) — and continues to work on elaborating what that requires. 

 → The Digital 9 (or D9) governments are sharing best practices on applying the digital transformation 
to public administration to facilitate the delivery of public services and solve common problems. 

 → The Organisation for Economic Co-operation and Development (OECD) has a long-standing 
work program to address the tax challenges posed by the digitalization of the economy 
(OECD 2019b); this effort is key to settling the flaring conflict over the taxation of entities 
that conduct business in an economy without a “permanent establishment” in that economy 
that can be subjected to taxation under existing bilateral tax treaties (Hufbauer 2020). 

 → The International Grand Committee on Disinformation and “Fake News” is delving into the 
plethora of governance issues raised by the evolution of the information society (Stone 2019). 

 → Activity on cyber security is in high gear, given international tensions, and building on long-
standing multilateral cooperation and coordination in this area (Butler and Lachow 2012; 
Chernenko, Demidov and Lukyanov 2018; Gates and Ma 2019). Multi-stakeholder processes on 
cyber security currently under way (see Gates and Ma 2019, 20) include the following: 

 – the Paris Call for Trust and Security in Cyberspace, a multi-stakeholder initiative launched in November 
2018 and involving 65 countries, 334 companies and 138 universities and non-profit organizations;

 – the Global Commission on the Stability of Cyberspace, an independent multi-stakeholder platform 
focused on norms and policies to enhance international security and stability in cyberspace; 

 – the Global Conference on Cyberspace, also known as the “London Process,” a series of multi-
stakeholder conferences that led to the establishment of the Global Forum on Cyber Expertise, 
which focuses on identifying best practices in developing cyber security frameworks; 

 – the Geneva Dialogue on Responsible Behaviour in Cyberspace; and 

 – corporate initiatives such as the Cybersecurity Tech Accord, a coalition of more than 
100 global technology companies with a commitment to protect and empower civilians 
online and to improve the security, stability and resilience of cyberspace, and the Charter 
of Trust, founded in 2018 at the Munich Security Conference, which brings together 17 
leading global companies and organizations to combat malicious cyber attacks. 

 → Various efforts are under way aimed at supporting the participation of developing 
countries and promoting inclusion (see, for example, Gates and Ma 2019). 

 → Finally, there has been a call to address the US-China conflict with a revised international framework. 
The revision would provide an intermediate option between “deep integration” and “decoupling” in 
terms of providing countries the latitude to maintain the industrial policies, technological systems 
and social standards of their choice and to protect these policy choices domestically, subject to 
their not imposing unnecessary and asymmetric burdens on foreign actors, while maintaining trade 
rules that prevent beggar-thy-neighbour policies (US-China Trade Policy Working Group 2019).

Box 1: Digital Economy Governance Initiatives  
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of digitalization issues, and multilateral efforts 
are under way in various fora to address the 
systemic regulatory challenges (see Box 1).

This paper suggests a conceptual framework for 
a coherent integration of the proliferating reform 
efforts noted above. In particular, it groups the 
various issues under the pillars of “economic 
value capture,” “sovereignty” in public choice and 
“national security,” and considers how policies 
adopted in these areas can be reconciled with 
commitments under a multilateral framework for 
international commerce adapted for the digital age. 

Whether the regime that satisfies the multiple 
constraints will feature more or less policy space 
for national governments is not clear at this stage; 
what is clear is that domestic policy space needs 
to be redefined for the digital age and the interface 
with international trade governance recalibrated.

The Economic Value 
Capture Pillar
The exploitation of data promises great rewards 
but makes no promises at all regarding the 
sharing of those rewards, neither within 
economies, nor between economies. The early 
returns on the data-driven economy suggest 
that there are significant rents and that these 
flow in a concentrated manner to a handful of 
global firms that provide digital platforms or 
otherwise command global market power. For 
example, the European Commission estimates 
that digital platforms will capture 30–40 percent 
of the value created in industrial value chains.2

It is no surprise that jurisdictions worldwide 
are looking to find a way to capture some of the 
gains for their own economies. From a systemic 
perspective, policy makers will need to employ 
sound strategies tailored to the economics of 
the data-driven economy to avoid the kind of 
buildup of pressure that helped fuel the rise of 
populism in the past decade. Doing so will likely 
involve new flexibility in at least four areas: 
ownership and access with regard to economic 

2 See https://ec.europa.eu/growth/industry/policy/digital-transformation/
big-data-digital-platforms_en.

exploitation of data; engagement and investment 
of the public sector; experimentation regarding 
capture and distribution of benefits from data 
assets to maximize prosperity; and creating 
dynamic innovation systems (Ciuriak 2019a).

Data Governance and the 
Economic Exploitation of Data
Many countries are working on national 
data strategies to facilitate the economic 
exploitation of data, with a view to capturing 
its economic and social benefits (OECD 
2019a). The need for comprehensive data 
governance regimes is now well understood 
(see, for example, CIGI 2018; Scassa 2019). 

From a systemic perspective, the extent and 
distribution of benefits will be influenced, 
perhaps heavily, by societal choices on several 
major unsettled issues, namely, “ownership” of 
data; frameworks for providing access to data to 
promote competitive marketplaces in a context 
highly conducive to market concentration; and 
setting boundaries on commercial exploitation. 

Unlike other productive assets, data does not fit 
into a neat framework around which markets can 
easily be structured with vested ownership rights, 
and transparent asset values and transaction prices 
(Ciuriak 2019c). Indeed, for many types of data, the 
very concept of ownership is problematic (Leyser 
and Richardson 2018). For example, transactional 
data is shared by many parties, and information 
on activity in public spaces is inherently public, 
meaning that decisions regarding data need to 
encompass a societal, as well as an individual, point 
of view (ibid.). At the same time, data does not fit 
the description of the alternative to a private good 
— namely, a freely accessible commons — because 
access and exploitation depend on investment 
at scales beyond the reach of most. Further, 
individual bytes of data cannot be reasonably 
priced and compensated (the administrative costs 
of compensation would likely be impossibly large).3

3 Quite paradoxically, while data cannot necessarily be exclusively 
owned, it can be sold — at least in secondary markets, as part of the 
valuation of a firm. Thus, various mergers and acquisitions transactions 
are characterized by the market as “data plays,” where the valuation of 
the company is based on the value of data being acquired. For example, 
PayPal’s acquisition of the firm Honey Science for US$4 billion was 
described as follows: “The acquisition is a pure data play and the power 
of data for personalization cannot be underestimated, which is why I’m 
not surprised by the massive price tag on this acquisition” (Taulli 2019).
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Closely related to the issue of ownership is that 
of boundaries on commercial exploitation. These 
boundaries may be based on societal preferences 
in areas such as surveillance, the application of 
the precautionary principle to moderate the pace 
of the implementation of new technologies, and 
the establishment of standards, especially as 
regards future data-driven artificial intelligence 
(AI) and IoT implementation. Some differences 
have already emerged across jurisdictions in 
such areas as the use of facial recognition. 

Access is another area of potential differentiation 
of public policies. The data-driven economy 
has evolved on the basis of proprietary libraries 
generated by firms as part of their commercial 
or industrial activities or obtained from public 
sources, including data generated by public 
administration activities (for example, collection 
of geostatistical data) that is increasingly provided 
freely by governments as “open data” to stimulate 
the development of applications. However, this 
free enterprise model is precisely the one raising 
numerous public policy issues, including market 
dominance and the plethora of issues related 
to standards, bias, manipulation and so forth. 
Moreover, there is an inherent “anti-commons” 
problem with this model, given that data has 
the public good characteristic of being non-
rivalrous, while proprietary data and algorithms 
generated on data are protected trade secrets. 

How these issues are addressed has important 
implications for market structures and the 
distribution of benefits. In the case of the 
platform companies, the options range from 
regulation as utilities to some form of mandatory 
data sharing. Market intermediation based on 
regulated data trusts, which absorb the library 
costs, operate under fiduciary principles and 
practices, and provide the data at a competitive 
fee to clients, is another and seemingly market-
friendly approach that is being promoted in some 
jurisdictions (McDonald 2019). In the case of 
small firms, competitive access to data, coupled 
with access to data analytic tools through the 
“platform as a service” business model, could 
mitigate the tendency toward extreme market 
outcomes that the proprietary data model 
generates and facilitate the participation in the 
data-driven economy of small and medium-sized 
enterprises (SMEs) from developing economies.

Public Sector Engagement
The public good nature of data — combined with 
the acceleration of the pace of innovation, which 
implies shorter time horizons for recoupment 
of investment — suggests that there is a newly 
expanded role for public sector investment in 
the data-driven economy. Industrial policy has 
been making a comeback in recent years, with 
the data-driven economy putting wind in its 
sails as governments worldwide are engaging 
heavily through publicly funded research and 
development (R&D), public procurement policies 
to support specific emerging technologies, and 
favourable regulatory policies in the hope of 
gaining or capturing a leading role in this new 
economy. These countries include the United States, 
which has prioritized AI, quantum information 
systems, advanced communication networks and 
advanced manufacturing (White House 2020); 
the European Union, which targets the same 
technology nexus under its “Industry 4.0” program 
(European Parliament Research Service 2015; see 
also European Commission 2017 and Morrisson and 
Pattinson 2019 for updates); the United Kingdom, 
which has adopted a “mission-oriented industrial 
policy” that aims to address “grand challenges,” one 
of which is AI and data (HM Government 2017); and 
Japan, which has a “connected industries” policy 
aimed at this same nexus of emerging technologies 
under its “Society 5.0” initiative. China has set 
similar objectives in its Made in China 2025/AI 
2030 programs, although these programs are no 
longer publicly mentioned, as they have attracted 
fire from the United States and the European 
Union — indeed, one of the main criticisms levelled 
against the new US-China Trade Agreement is that 
it fails to dismantle China’s industrial policy.

Notwithstanding the general consensus against 
such government policies, Gene M. Grossman 
(1990, 118-19), while conservatively leaning 
against the use of subsidies, taxes and strategic 
trade policies, draws two key conclusions 
at odds with the current consensus:

 → The arguments for industrial policy do not apply 
to all industries: “The nature of the problem 
makes case-by-case analysis unavoidable.” In 
other words, “horizontal” treatment is not the 
optimal way to consider industrial policy.

 → The strongest case for government intervention 
rests on support at the early stage of the 
development of technologically innovative 
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products, which involves large R&D expenditures 
and features significant learning-by-doing 
effects. In such cases, market innovation would 
take place at an inefficiently slow pace. The 
emerging data-driven economy appears to be 
replete with such early-stage opportunities. 

Accordingly, a reconceptualization of public sector 
engagement in the economy, based on economically 
meaningful filters, is needed to reconcile what 
governments are actually doing with what the 
consensus framework (and the rules based on 
it) calls for. Absent such reconceptualization, 
there will be needless international friction. 

Prosperity in an 
Asset-based Economy 
The data-driven economy promises to intensify the 
skewing of income distribution that was witnessed 
in knowledge-based economies in the past several 
decades. The era of the knowledge-based economy 
saw a steep rise in the share of intangible assets 
in the market capitalization of companies and a 
steady rise in the profit share of national income. 
AI applications promise to intensify these trends: 
deployed as a factor of production, AI can be 
thought of as “machine knowledge capital.” In this 
role, it competes for income share with white-collar 
work. In addition, by making robots more flexible, 
AI allows machines to compete away a still greater 
income share from manual labour. Given the 
economics of “superstars” (Rosen 1981), the best AI 
applications will capture disproportionate market 
share and outsized returns. As protected IP, AI will 
thus further skew income flows and wealth shares. 

From the patterns of income distribution observed 
in the last few decades, the most prosperous 
communities will be those that collect the rent in 
this asset-based economy; the least prosperous 
will be those that pay the rent. The income 
gradient across these communities will be steep 
and result in commensurate skewing of economic 
welfare, access to services and even lifespan. 
The question that communities and the societies 
in which they are embedded will face is how to 
actually capture benefits in this economy and 
how to distribute them. The system will need to 
have the flexibility to allow experimentation.

Innovation System Dynamism
Communities that have the capacity to innovate 
will prosper if they accumulate rent-generating 

technology. Doing so means accumulating a roster 
of companies that apply and develop technology; 
it also can involve providing public support for 
the scaling up of start-ups and promoting outward 
investment to acquire technology or technology-
rich companies. By the same token, communities 
will also have an interest in protecting their 
innovation systems from what would be (from 
their perspective) inward foreign direct investment 
(FDI) that is extractive or predatory in nature. 

Traditional frameworks for FDI have been 
premised on the understanding that FDI brought 
with it technology and best practices, as well 
as connections to global markets. However, in 
the innovation sectors, FDI can be dangerous. 
The US Department of Justice and Federal Trade 
Commission have launched investigations of the 
major US tech companies’ business practices, 
including as to whether they have engaged in 
anticompetitive mergers or acquisitions (Kendall, 
McKinnon and Seetharaman 2019). National policy 
frameworks for FDI thus need to be reviewed 
and likely revised. Other issues that need review 
include the role of FDI by state-owned or state-
linked enterprises and how to ensure that 
developing countries are not denied the capacity 
to benefit from knowledge spillovers by allowing 
for technology transfer conditionality in FDI 
approvals, which is contrary to where the current 
discussion of China’s development policies is going.

The Sovereignty Pillar 
Given the shift of political discourse onto digital 
platforms where it is susceptible to manipulation, 
the sovereignty pillar becomes an essential part 
of the governance regime. The sovereignty pillar 
safeguards the integrity of a country’s social choice 
mechanisms, which, in turn, determine everything 
from the political stripe of the governing party 
to gender policies, environmental commitments, 
and distributional issues such as access to 
health care, low income support and so forth. 

The issue of sovereignty, however, raises the risk 
of “system friction” (Ostry 1992). Historically and 
traditionally, social norms have differed across 
countries; the implications of these differences 
may get amplified in the digital age. One can 
contrast, for example, the concerns over China’s 
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use of digital technologies (including facial 
recognition) for purposes of its Social Credit 
reputation-scoring system with those over 
digital personal rating systems employed in 
Western market contexts by eBay, Airbnb, credit 
rating services and so forth, which operate in 
similar ways. Although surveillance capitalism 
raises its share of worries (Zuboff 2019), the 
differences in context — including the role of 
state power and the absence of an independent 
judiciary in China — heighten for many the threat 
perception in the latter context (Kobie 2019). 

Difficulties also emerge in another dimension. 
Biometric data technology — ranging from facial 
recognition to retina or iris scans, fingerprints, 
voiceprints, scans of hands and so forth4 — is being 
deployed ubiquitously in the absence of elaborated 
protocols for use,5 with no social consensus within 
polities and certainly without a widely accepted 
useful standard for multilateral purposes. 

The most prominent current flashpoint is facial 
recognition, and it is meeting with resistance at 
the grassroots of societies. For example, calls have 
been made for a moratorium on the deployment of 
facial recognition in the United States (Garvie and 
Moy 2019). San Francisco has issued an ordinance 
banning its use by city agencies, including the 
police force, based on an assessment that the 
“propensity for facial recognition technology 
to endanger civil rights and civil liberties 
substantially outweighs its purported benefits, 
and the technology will exacerbate racial injustice 
and threaten our ability to live free of continuous 
government monitoring.”6 Protesters from Hong 
Kong to Santiago to Baghdad have attacked 
surveillance cameras as the visible manifestation 
of state control (and, in Hong Kong, they have 

4 This list is from the Illinois General Assembly (2008).

5 Darrell West (2019) makes 10 recommendations for promoting the 
acceptable of use of facial recognition, but this proposed list underscores 
the absence of an agreed framework.

6 See City of San Francisco (2019, art. 1(d)). In addition to this San 
Francisco ordinance, three states (Illinois, Texas and Washington) 
have biometric privacy laws, and a recent legal test under the 2008 
Illinois Biometric Information Privacy Act enforced a penalty for the 
non-consensual taking of a fingerprint of a minor as a biometric entry 
pass into an amusement park (Gemalto 2020). However, the United 
States has emphasized self-regulation by data firms at the federal level, 
making it legal in the other 47 states for software to identify an individual 
using images taken without consent while they are in public (ibid.). 
The European Union sees things differently, having outlawed the non-
consensual harvesting of biometric data under its General Data Protection 
Regulation (GDPR).

adopted technology to defeat surveillance 
[Mahtani 2019], a sign of things to come). 

Privacy policy also faces more general issues. In 
the absence of a commonly accepted definition, 
there are different traditions in defining what 
constitutes “personal data” or “personally 
identifiable information” (Schwartz and Solove 
2011) and in identifying the limits on information 
use, data collection or disclosure of information 
(Schwartz and Solove 2014). While it is almost 
universally accepted that individual privacy 
should be safeguarded, there are policy trade-offs 
associated with stricter privacy rules. For example, 
since data (including personal data) is an input for 
AI algorithms, stricter regulations can jeopardize 
the development of AI applications. At the same 
time, companies that embrace stricter data policy 
regulations can increase clients’ confidence and 
attract more users (Goldfarb and Tucker 2012). 

Such trade-offs set up a tension within national 
policy frameworks that will likely resolve in 
different policy mixes in countries with strong 
“offensive” potential in the data-driven economy, 
versus those with mainly “defensive” interests. 
These outcomes might vary systematically 
across countries by size, with different choices 
being seen as optimal for large versus small 
population economies. In the international 
context, there is potential for a regulatory 
race to the bottom, as some countries adopt 
lax privacy policies with a view to supporting 
domestic companies to grow and also to attract 
FDI. In this regard, Avi Goldfarb and Daniel 
Trefler (2019) compare privacy policies to labour 
and environmental regulations, where some 
evidence of this dynamic has been found (Davies 
and Vadlamannati 2013; Beron, Murdoch and 
Vijverberg 2003; Fredriksson and Millimet 2002).

Established WTO Mechanisms
With steeply increasing cross-border transfers of 
data, including personal information, differences 
in regulatory approaches could create system 
friction and ultimately require international 
arbitration. In this regard, WTO law contains 
some important built-in flexibilities, including 
in the General Agreement on Tariffs and Trade 
(GATT), GATS and the Agreement on Trade-Related 
Aspects of Intellectual Property Rights (TRIPS 
Agreement). These flexibilities are established 
through the “general exceptions,” which 
seek to balance economic and non-economic 
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interests (such as, for example, protection of 
public morals or public order). Analysis of the 
history of the use of these exceptions sheds 
some light on the ways the sovereignty pillar 
can be implemented in the emerging digital 
economy, taking into account, of course, the 
general provisos that WTO dispute settlement 
decisions have no formal precedent value for 
future cases7 and that the data-driven economy 
will likely create novel factual circumstances.

With respect to goods trade, GATT article XX 
(general exceptions) has featured prominently in 
a number of WTO disputes (Ministry of Economy, 
Trade and Industry 2016, part II, chapter 4). While 
GATT applicability to future digital trade disputes 
might be quite limited, given the nature of the data-
driven economy,8 the GATT history does provide 
some insights. First, panels have taken into account 
the relationships between policy objectives 
(the “justifiable reasons”) and measures, as well 
as the appropriateness of the methods used; 
in particular, they have examined whether 
the measures of concern can reasonably be 
explained by the policy objectives and whether 
less-trade-restrictive measures are available. 
Second, actual impacts on trade were examined. 
Overall, there are few instances where a defence 
based on justifiable reasons was upheld; in 
most cases, the measures were determined to 
be inconsistent with the WTO agreements. This 
tendency may be read as bias in favour of trade 
or as the result of a selection process that results 
in weak cases not going to the panel stage.

With respect to services trade, there has been only 
one dispute that directly invoked the relevant 
GATS measure, article XIV (general exceptions) 
— namely, United States — Measures Affecting the 
Cross-Border Supply of Gambling and Betting Services 
(US — Gambling), the complaint initiated by Antigua 
and Barbuda.9 The complainants argued that the 
US ban on online gambling was inconsistent with 
its commitments under GATS; the United States 
countered that its measures were covered by the 

7 The informal practice of treating past decisions as precedents has been 
argued by the United States to inappropriately qualify members’ rights 
and obligations. This is one of the bones of contention that have led to 
the suspension of the Appellate Body. Steve Charnovitz (2019), however, 
documents past US reliance on precedents in GATT/WTO disputes.

8 The issue of whether digital products are goods or services or something 
else has not been resolved at the WTO. This issue is under discussion in 
the context of the WTO moratorium on tariffs on electronic transmissions.

9 See www.wto.org/english/tratop_e/dispu_e/cases_e/ds285_e.htm.

“public morals” exception allowed under GATS 
article XIV. This case established the applicability of 
GATS to the digital realm through the principle of 
technological neutrality with regard to the different 
modes of supply: “prohibition on one, several or 
all of the means of delivery included in mode 1…
constitutes a limitation on the total number of 
service operations…within the meaning of Article 
XVI:2(c)” (cited in Burri 2017, 97).10 Upon appeal, the 
Appellate Body found that the case advanced by 
the United States failed to satisfy the requirements 
of the chapeau of article XIV11 and thus found 
the measure to be protectionist. This decision 
suggests that high standards would be applied for 
data and privacy measures that hinder trade.

While GATS article XIV(c)(ii) provides for 
exceptions based on “the protection of the 
privacy of individuals in relation to the 
processing and dissemination of personal 
data and the protection of confidentiality of 
individual records and accounts,” privacy 
policy has not yet been addressed within 
the WTO dispute settlement process.12

Workability of WTO Disciplines 
in the Digital Age 
The foregoing suggests that the WTO framework 
provides scope for countries to establish 
rules in areas of sovereign governance for 
the digital realm and to defend them in 
international arbitration, while still imposing 
disciplines on outright protectionism. 

Many countries follow the so-called “geographically 
based approach” to data privacy: data must 
be protected where it is created and, in order 

10 Further to this point, the Appellate Body’s December 21, 2009, ruling in a 
later dispute, China — Measures Affecting Trading Rights and Distribution 
Services for Certain Publications and Audiovisual Entertainment Products, 
clarified that distribution can cover both physical delivery and online delivery. 
See www.wto.org/english/tratop_e/dispu_e/cases_e/ds363_e.htm.

11 In US — Gambling, the Appellate Body viewed the chapeau as 
establishing three prohibitions: against arbitrary discrimination between 
countries where the same conditions prevail; against unjustifiable 
discrimination between countries where the same conditions prevail; and 
against the use of a justification as a disguised restriction on international 
trade. These standards are cumulative in nature.

12 Scholars have considered a hypothetical challenge of data privacy 
regulations within the WTO legal system (Thierer 2018). Its application 
critically depends on the scope of the definition of the private sphere 
of individuals. That being said, L. Lee Tuthill (2016) and Daniel Crosby 
(2016) argue that the WTO agreements provide sufficient policy room 
to impose limitations on data flows or to require data localization on 
grounds of privacy and data protection.
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to export data, the destination country must 
demonstrate that it has equivalent levels of 
protection. This approach implies that the source 
country determines the minimum level of data 
protection, which invokes the principle of an 
“adequate level of data protection” (Weber 2012); 
however, adequacy is in the eyes of national 
legislatures, and democratic legitimacy will 
demand that minimum standards not become 
de facto maximum ceilings for protection.

In any litigation, of particular importance would 
be the relationship of the issue in relation to 
trade. Where a case involves the GATS, a country’s 
schedule of individual commitments comes 
into play: if a country did not undertake any 
liberalization obligations in a particular services 
sector, it would be fully safeguarded in applying 
a discriminatory measure in such a sector. In this 
regard, the lack of progress on the Trade in Services 
Agreement means that many countries have more 
policy space available to adapt as regulation for the 
digital transformation, without constraint of trade 
rules. If the active discussions on an e-commerce 
agreement reach fruition, that flexibility would 
be circumscribed, although countries would have 
had a reasonable forewarning of the issues.

One major caveat applies: the introduction of data 
measures in regional preferential agreements, 
in particular through the Comprehensive and 
Progressive Agreement for Trans-Pacific Partnership 
and the CUSMA, circumscribes flexibility. For 
example, while these agreements recognize the 
legitimacy of measures for online consumer 
protection, personal information protection and 
shielding from unsolicited commercial electronic 
communication, the robustness of the measures is 
left largely to the discretion of domestic regulators, 
and measures must be consistent with the primary 
objective of ensuring the flow of data across 
borders. Thus, the CUSMA states unequivocally in 
article 19 that “no Party shall prohibit or restrict 
the cross-border transfer of information, including 
personal information, by electronic means if 
this activity is for the conduct of the business 
of a covered person.” This stipulation sets up a 
potentially problematic regulatory chill in an area 
where regulation has yet to catch up with risks 
and is not yet “treaty ready” (Ciuriak 2018a).

The National Security 
Pillar
The WTO national security exceptions as set out 
in GATT article XXI were crafted in 1947 in light 
of the experience of World War II. They allow 
countries to take trade measures that are otherwise 
inconsistent with their GATT/WTO obligations 
under circumstances that relate to fissionable 
materials (that is, nuclear weapons), traffic in 
arms, or measures taken in time of war or other 
emergencies in international relations. These 
measures were framed for a membership that was 
essentially co-extensive with a hegemonic region, 
conceived in an era when physical borders also 
were largely coincident with economic borders, 
and based on implicit assumptions that physical 
borders were effectively policed and defended. 

These are not the conditions that raise concerns 
in the modern digital context. Reflecting this, 
the recently concluded CUSMA, which provides 
national security exceptions using article XXI-
type language, drops the specific examples. 
However, by not replacing them, it leaves open the 
question of what would be the scope of threats 
that would rise to a level that warrants invoking 
a national security exception to limit trade or 
other commercial interactions. In particular, 
the requirement of an “emergency” to defend 
measures under the existing WTO regime is hard 
to read in the kinds of national security concerns 
that have been raised in connection with the 
IoT infrastructure build-out, which have to do 
with access to data on an ongoing basis through 
backdoors in IoT equipment and so forth.

Experience in Applying the 
National Security Exception 
under the Rules-based System 
The challenge of developing a national security 
exception fit for purpose for the digital age is 
made more difficult by the fact that the WTO has 
little experience in dealing with national security 
issues as an exception. GATT article XXI was 
not invoked for the first 70 years following its 
introduction. The comparable provisions under 
the GATS’ article XIV bis and under the TRIPS 
Agreement’s article 73 have never been tested. 
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This Pandora’s box has now been opened and a 
number of trade-restrictive policies that were 
justified on national security grounds have been 
challenged at the WTO. Current disputes include 
several mounted in respect of national security 
tariffs imposed by the United States on imports 
of steel and aluminum. Qatar has brought a 
case against the United Arab Emirates; the 
latter objected to Qatar’s panel request, saying 
that it and eight other countries were forced to 
take measures in response to Qatar’s funding of 
terrorist organizations, citing article 73 of the TRIPS 
Agreement, as well as article XXI of the GATT 
and article XIV bis of the GATS.13 China has raised 
Australia’s exclusion of Huawei from its rollout 
of fifth-generation (5G) networks at the WTO 
Council on Goods, labelling Australia’s measures a 
“discriminatory market access prohibition on 5G 
equipment” (WTO 2019d). Another dispute that 
might involve national security is the request for 
WTO consultations by Korea in respect of Japan’s 
Amended Export Licensing Policies and Procedures, 
which Korea argues impose “unduly stringent 
export licensing policies and procedures whenever 
export of such products and technologies are 
destined for Korea” (WTO 2019e; Sugiyama 2019b).

So far, only one case, Russia — Measures Concerning 
Traffic in Transit (Russia — Transit), brought by 
Ukraine against the Russian Federation, has gone 
the distance in WTO dispute settlement, with 
an unchallenged panel report released (WTO 
2019b). One of the major issues addressed in this 
case is whether the national security exception 
is wholly “self-judging” or “non-justiciable” 
(for a discussion of this issue, see, for example, 
Alford 2011). If it were deemed to be so, a WTO 
member invoking this exception would be free 
to determine whether the applied measure is in 
its own national security interests and the WTO 
panel could make no further findings in this 
regard. Russia, supported by the United States, 
argued in favour of this interpretation; the WTO 
panel, however, ruled otherwise, making a strong 
statement that WTO rules do indeed determine 
the legitimacy of measures applied under the 
security exceptions (this has been described as 
the panel asserting WTO “stewardship” over 
the trade system in this respect; Heath 2019). 

13 The panel in this case, DS526, has requested an extension and indicated 
its report would not be circulated until the second half of 2020 (WTO 
2019f).

A second issue addressed by the panel — and 
arguably the more important one from the 
perspective of framing a national security exception 
for the digital economy — was the requirement 
for an emergency for the national security 
exception to be sustained: that is, there must be 
“a fundamental change of circumstances which 
radically alters the factual matrix” (WTO 2019b, 
para. 7.108). Having identified an emergency in 
international relations, the panel found that the 
measures in question were not “so remote from, 
or unrelated to” the emergency as to make it 
“implausible” that they were adopted to protect 
Russia’s essential security interests as impacted 
by that emergency (ibid., para. 7.145). The panel’s 
decision was not appealed, leaving the panel report 
as the sole WTO jurisprudence on this issue. 

A third issue is that governments contesting 
national security matters are unlikely to divulge 
information that could be used to infer their 
capabilities or methods; remarkably, in Russia 
— Transit, the two antagonists discussed the 
national security event of concern as only 
hypothetical (Heath 2019)! The tendency of 
governments to treat any information bearing 
on national security as classified suggests that 
there will be non-trivial problems in establishing 
the fact base to be considered in adjudicating a 
trade dispute triggered by a cyber incident.

The framing of a national security exemption 
for the digital age has not been materially 
advanced through regional trade agreements.14

Toward a National Security 
Exception for the Digital Era 
The foregoing leads to several conclusions. First, 
the legacy measures in the WTO Agreement 
do not provide a compelling intuitive point of 
departure for a workable framework for the 
digital domain; the national security exceptions 
will thus likely need to be developed on a tabula 
rasa basis. Second, the emergence of new threats 
across the entire economic spectrum means that 
commitments to services trade made in the context 
of the economy as it was in the early 1990s, which 

14 Cyber security is addressed in the CUSMA in article 19.15, but this 
agreement uses non-binding language that only stipulates that countries 
“shall endeavor” to “build the capabilities of their respective national 
entities responsible for cybersecurity incident response” and “strengthen 
existing collaboration mechanisms for cooperating.” In addition, the 
CUSMA recognizes and promotes the risk-based approach to cyber 
security issues.
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informed the negotiation of the WTO, need to 
be reviewed. This process would ideally also be 
carried out in the context of the negotiation of 
a new WTO instrument addressing data. Third, 
drawing a clear distinction between digital flows 
that constitute “digital products” and “electronic 
transmissions” in general would help limit the 
intrusion of the unconstrained national security 
regime for information into the generally well-
regulated world of trade in goods and services.

Discussion: Toward a 
Global Data Governance 
Framework 
Given that the state remains the basic unit for 
economic and social organization in the most 
fundamental terms of safeguarding national 
security, establishing economic frameworks and 
providing for social security (a point that has been 
underscored by the national responses to the 
COVID 19 pandemic), a priority will inevitably be 
placed by states on preserving their ability to carry 
out these functions as the digital transformation 

unfolds. In this regard, they face challenges at 
two levels: reconciling the tensions between these 
three primary objectives at the national level; 
and managing their international relations in a 
context where international treaties constrain 
policy space. Jim Balsillie (2018) describes how 
this challenge can be visualized (see Figure 1). 

Ideally, domestic policy frameworks would have 
been adapted to the digital age and coherent 
national strategies would have been developed 
before international treaties were negotiated. 
However, governments do not have the luxury 
of starting with a clean slate on which to 
etch their idealized schemes. Moreover, there 
are several major complicating factors. 

First, the three major digital jurisdictions — the 
United States, China and the European Union — 
have sharply differing strategies, which reflect the 
hands that they hold (Ciuriak and Ptashkina 2018). 
The EU implementation has placed greater weight 
on the sovereignty pillar, emphasizing privacy 
protection and the development of its internal 
Digital Single Market (Viola 2018), notwithstanding 
concerns that this approach is holding back its 
ability to develop its digital economy to capture 
economic value (for example, see comments from 
Jack Ma, then chairman of Alibaba, cited in Soo 
[2019]). The United States has opted for an open 

Capture Economic Value

GATS/FTA Compliance

Cyber Security

Sovereignty
(Ethics, Democracy, Privacy)

National Security
Carve-out
Expanded

Address Together with Coherent National Strategies

Figure 1: Policy Framework for the Knowledge-based, Data-driven Economy

Source: Adapted and reprinted with permission from Balsillie (2018). 
Note: FTA = free trade agreement.
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trade regime, as this enables its leading firms to 
capture economic value globally, except in areas 
where China has taken a lead, where the United 
States emphasizes national security (although 
the breadth of the national security claims makes 
them colourable as tactics for value capture in a 
contest with Chinese interests). China emphasizes 
sovereignty but, unlike the European Union, with 
a national security angle, as its Great Firewall 
controls the messaging within its national 
borders. As a by-product, the Great Firewall also 
enables China to capture economic value through 
the promotion of local companies, such as, for 
example, WeChat (competitor of WhatsApp and 
Facebook) or Alibaba (competitor of Amazon).

This strategic behaviour on the part of the three 
main digital jurisdictions creates stumbling blocks 
for small open economies, which need national 
data strategies to capture value, but also need to 
comply with the European Union’s GDPR and face 
both geopolitical pressure to align on national 
security grounds and geo-economic pressure 
aimed at limiting their ability to capture rents. 
Developing countries, which are rules- and regime-
takers, are most vulnerable in this context and 
need a multilateral process in which they have 
greater collective bargaining power to establish a 
sustainable arrangement. Of particular importance 
in this regard would be a resolution to the WTO 
moratorium on tariffs on digital products and to 
the OECD/G20 Inclusive Framework discussions 
on nexus and profit allocation rules, which take 
into account the principle of aligning profits 
with underlying economic activities and value 
creation in the new digital context (OECD 2019b). 

Second, in our information society, control of 
information represents an independent source of 
power. Accordingly, the major platform companies 
are themselves significant players in shaping 
the rules. With effectively unlimited financial 
resources showered on them by financial markets 
supercharged by negative real policy interest rates, 
and exploiting the technology newly developed by 
millions of highly trained Ph.D.s around the world, 
modern tech CEOs have power over resources 
that rivals that of most governments and engage 
in such projects as space flight that formerly were 
the sole province of the state. Moreover, they have 
influence over public opinion that dwarfs that of 
the traditional newspapers of record, yet do not 
face the checks and balances that circumscribe the 

political power of the Fourth Estate in traditional 
democracies — especially as regards transparency.

Third, the institution best placed to host the 
negotiation of a new interface between nations and 
the international commercial system — the WTO 
— has been effectively sidelined. As summarized 
in Ciuriak (2019b), the various reform efforts 
currently under way would ideally be integrated to 
ensure a coherent regime that would likely feature 
significant reforms in at least eight major areas:

 → a regime for the trade-related 
aspects of data exchange;

 → the sovereignty exceptions outlined above;

 → the national security exception regime;

 → a regime for most-favoured-nation treatment 
in the digital domain and for granting 
preferences as a derogation from that regime;

 → competition policy measures tailored 
for a world of global superstar firms;

 → an updated IP regime that reflects the 
changed nature of innovation and the 
advent of new forms of IP, such as AI;

 → an investment regime tailored for the 
knowledge-based, innovation-intensive 
economy, where knowledge spillovers are a 
vital asset underpinning development; and

 → an overhaul of the treatment of the 
public sector role in the economy (an 
issue that is likely to move front and 
centre in a post-pandemic context).

The regulation of data flows and digital trade is an 
area of active international ferment with multiple 
exercises under way in various multilateral 
institutions, at the national level, and in ad hoc 
policy forums worldwide. This paper’s analysis 
supports a broadened framework for integrating 
multiple threads, starting with the e-commerce 
negotiations, other work programs under the WTO 
and the G20 initiatives, but also integrating the 
work in more specialized areas, such as competition 
policy and IP, and in multi-stakeholder processes 
addressing the plethora of social governance issues 
that are emerging with the digital transformation. 
While it is not likely that a new “digital round” 
can be mobilized before a détente is reached 
in the technology war between the United 
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States and China, the rapidity of change in the 
modern innovation context — where machine 
learning collapses the time to explore innovation 
space — suggests that time is of the essence in 
working out a sustainable “solution space” for 
this new economy. The future will come soon 
enough — and probably sooner than we think.
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