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Executive Summary

The world is rife with “wicked” problems —
problems that no one knows how to solve without
creating further problems. Wicked problems such
as climate change, terrorism or global poverty
transcend nations, generations and traditional
solutions. Moreover, there is no one or best way

to address wicked problems because they have
many different causes and manifest in different
contexts (for example, terrorism in the United
States is different from that in Ireland or Mali).

Policy makers have a responsibility to attempt to
mitigate such problems. The world has the tools,
analytical expertise and vast troves of various
types of data to assist them in this task. By mixing
vast troves of data, policy makers and researchers
may find new insights and strategies to address
these complex problems. However, national and
international government agencies and large
corporations generally control the use of such
data. These data controllers often hoard data

and only occasionally share it. Moreover, some
big companies (and likely some governments)

do not have a handle on the data they hold,

and even where it is stored. These companies
have little incentive to review their data and
assess how it might be helpful to others.

The author proposes a new international
organization, the Wicked Problems Agency, to
catalyze both data sharing and data analysis
in the interest of mitigating wicked problems.
This organization would work to prod societal
entities — firms, individuals, civil society
groups and governments — to share and
analyze various types of data in the hope that
such data sharing coupled with sophisticated
data analysis could provide new insights.

The Wicked Problems Agency would be different
from many other international organizations,

as it would be international, cloud-based and
focused on analysis, rather than providing public
services. It would also serve as a centre for
international and cross-disciplinary collaboration
and training in the latest forms of data analysis.
To entice firms and governments to share

data, the Wicked Problems Agency would rent
useful data and compensate those entities that
control data, in the interest of incentivizing data

sharing. It would also be required to protect
that data from theft, manipulation and so on.

Over time, the Wicked Problems Agency is likely
to produce additional benefits. It could reduce the
data market’s current opacity (most people and
firms do not know what data they hold and its
current and potential value). Moreover, it could lead
entities to hire people who can think creatively
about the multidimensional uses of data. Finally, it
is increasingly clear that data analysis is the future
of innovation. The Wicked Problems Agency could
provide a practical example of how data sharing
can yield both economic and public good benefits.

Introduction

In 2021, the United Nations Trade and Development
Programme (UNCTAD) issued a plea in its 2021
Digital Economy Report: “Global data-sharing

can help address major global development
challenges such as poverty, health, hunger and
climate change...Without global cooperation on
data and information, research to develop the
vaccine and actions to tackle the impact of the
pandemic would have been a much more difficult
task. Thus, in the same way as some data can

be public goods, there is a case for some data

to be considered as global public goods, which
need to be addressed and provided through
global governance” (UNCTAD 2021, 198).

Global public goods are goods and services with
benefits and costs that potentially extend to all
countries, people and generations. Global data
sharing can also help solve what scholars call
“wicked” problems — problems so complex

that they require innovative, cost-effective and
global mitigating strategies. Wicked problems

are problems that no one knows how to solve
without creating further problems; they transcend
nations, generations and traditional solutions.

Data sharing is not always “good for society.” Both
corporations and governments can share data
inappropriately, violating human rights and data
protection laws. For example, Facebook shared
data inappropriately with the British research firm
Cambridge Analytica (Confessore 2018). Human
Rights Watch reported in December 2022 that the
Hungarian government repurposed data it collected
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from people applying for government services.

The government not only used this information to
disseminate the campaign messages of the ruling
party Fidesz, but it also allegedly shared the data
among agencies, leading to selective enforcement
of laws that further benefited Fidesz (Human Rights
Watch 2022). In this regard, data sharing among
social entities is no different from other activities —
all processes and programs have costs and benefits.

But if public, private and non-governmental entities
could protect and anonymize personal data (a big
if) and share it to achieve public good purposes, the
people of the world could reap substantial benefit.

Scholars have tried to quantify the benefits of
data sharing, but this author views these studies
cautiously since we are in the early stages of
measuring and valuing data. The Organisation

for Economic Co-operation and Development
(OECD) notes that some studies suggest that

data access and sharing can increase the value

of data to holders (direct impact), but it can also
help create 10 to 20 times more value for data
users (indirect impact), and 20 to 50 times more
value for the wider economy (induced impact).
At the same time, data access and sharing may
also reduce the producer surplus of data holders
(the share of money going to the big companies
that have long been collecting personal data). The
OECD concludes that these studies suggest that
data access and sharing can help generate social
and economic benefits worth between 0.1 percent
and 1.5 percent of GDP in the case of public sector
data, and between 1 percent and 2.5 percent of
GDP (in a few studies up to 4 percent of GDP)
when also including private sector data (OECD
2019). In addition, data access and sharing can
also boost spillover benefits by enabling “super-
additive” insights that may be greater than the
sum of insights from isolated parts (data silos),
leading to increasing returns to scope (OECD 2015).

This paper discusses why the world has made
so little progress in encouraging cross-sectoral
and international data sharing. As the UNCTAD
report noted, data generated in one country
can also provide social value in other countries,
which would call for sharing of data at the
international level through a set of shared and
accountable rules (UNCTAD 2021). Moreovetr,
the world is drowning in data, yet much of
that data remains hidden and underutilized
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However, individuals and groups of individuals

in the private and civil society sector can be
motivated by greed and guilt to do things
differently. Herein, the author suggests a new
international organization, the Wicked Problems
Agency. This organization would work to prod
societal entities — firms, individuals, civil society
groups and governments — to share various types
of data in the hope that such data sharing coupled
with sophisticated data analysis could provide new
insights into the mitigation of wicked problems.

Background

Many factors impede global data sharing for public
good purposes; this analysis focuses on two.

First, policy makers generally do not think about
data as a global public good; they view data as

a commercial asset that they should nurture

and control. While they may understand that
data can serve the public interest, they are more
concerned with using data to serve their country’s
economic interest (Aaronson 2022). Second, many
leaders of civil society and business see the data
they have collected as proprietary data — they
collect it, control it and can control the reuse of
that data. So far, many leaders of private entities
with troves of data are not convinced that their
organization will benefit from such sharing,
although many private entities voluntarily

share some data for social good purposes.

However, data cannot meet its public good purpose
if data is not shared among societal entities.
Moreover, if data is a sovereign asset, policy makers
are unlikely to encourage cross-border data sharing
even if it might address problems that transcend
borders. As the Bennett Institute for Public Policy
and the Open Data Institute (ODI) have argued,
“value comes from data being brought together, and
that requires organizations to let others use the data
they hold” (Bennett Institute and ODI 20204, 4). But
that also means the entities that collected the data
may not accrue all of the benefits from that data
(ibid.). In short, private entities are not sufficiently
incentivized to share data in the global public good.

Researchers have presented several reasons why
societal entities should share data for the public
good. The Open Data Policy Lab at the Governance



Lab (GovLab) at New York University stressed that
gaining access to data sources and other assets
held by organizations may facilitate business
decisions, find and rectify errors, and gain new
insights. These organizations can then test to see
if their findings are replicable. Sharing data in the
public interest could also enhance reputation and
fulfill an organization’s social responsibilities. It
can help firms recruit and retain talent. Finally, it
can help organizations comply with regulations,
become more transparent, or otherwise promote
responsible data management (Verhulst, Young
and Zahuranec 2021). Meanwhile, the ODI found
that data sharing in the public interest could
improve market reach, help entities benchmark
and gain insights into their performance, build
relationships with stakeholders, optimize their
supply chain, address sector-specific challenges,
and build and sustain trust (ODI 2020).

However, policy makers are just beginning to
suggest strategies or mechanisms to facilitate
data sharing to achieve the domestic public good
nature of data.' These plans describe data as a
sovereign asset that should benefit their citizens
and local/national organizations. For example,

in 2018, the French government asked French
politician and mathematician Cédric Villani? to
head up a task force on artificial intelligence (AI) for
France and Europe’s future. After the task force’s
investigation, Villani and his colleagues stressed
that “the benefits of data...are currently enjoyed
by a set of a few major stakeholders” (Villani
2018, 6). These stakeholders were not based in
Europe. To address this problem of data inequity,
he recommended that “the public authorities
must introduce new ways of producing, sharing
and governing data by making data a common
good,” where a community would define use and
governance (ibid., 8). In addition, Villani stressed
that data policies must be designed to safeguard
EU sovereignty, protect privacy and foster
economic growth among the nations of Europe
(ibid.). In another example, Ravi Shankar Prasad,
India’s minister of law and justice, electronics and
information technology, and communications,
declared in 2020, “Data is a nation’s asset. This
great asset of data has to be properly used,
processed and value added for healthcare,

1 Governments are starting to propose strategies for cross-border
data sharing, including Japan’s free flow of data built on trust and
Switzerland’s proposal for trustworthy data spaces.

2 See https://en.wikipedia.org/wiki/C%C3%A9dric_Villani.

agriculture and education. Therefore, not only
data ownership but also data sovereignty becomes
important” (quoted in Press Trust of India 2020).

While policy makers are thinking of ways to ensure
data benefits their constituents, executives at firms
are experimenting with a new form of corporate
social responsibility called data stewardship, which
could facilitate data sharing for both national and
international public good purposes. Data stewards
are individuals who work to create public value
(including official statistics) by reusing data

and data expertise, identifying opportunities

for productive cross-sectoral collaboration, and
proactively requesting or enabling functional access
to data and insights from that data (Verhulst 2021a;
2021b).2 Organizations that steward data make
important decisions about who has access to it,

for what purposes and to whose benefit (Massey
2022). To this end, data stewards have created

new entities such as data collaboratives* and data
trusts® to facilitate this process (Coyle et al. 2020).

Meanwhile, many private firms that collect data
have a “data for good” program (Porway 2021;
2022). However, although these programs can be
global, these efforts may not be scalable at the
global level. Moreover, these programs are at the
behest of the management of the private entity
and if economic conditions worsen, executives
may be less willing to share. Finally, data for good,
data stewardship and data social responsibility
strategies cannot alter market conditions

that act as a disincentive to data sharing.

Before beginning the analysis, the author makes
several caveats. First, the author refers to data as

a generic term, but acknowledges that there are
many different sources (internet-connected devices
and satellites) and types of data (personal and
non-personal). Second, the author sidesteps the
competitiveness and national security implications

3 We can see data stewardship in action at data.org, a platform for
partnerships such as that between the World Food Programme and
Tableau (a data visualization firm), which maps food insecurity after
natural disasters or conflict. See www.data.org; www.tableau.com/
about/blog/2020/9/inside-look-world-food-programmes-data-driven-
response-hunger-during-covid-19.

4 Data collaboratives are a new form of collaboration, beyond the
public-private partnership model, in which participants from different
sectors — in particular companies — exchange their data to create
public value.

5 Data trusts and collaboratives are vehicles for different entities to share
data in a trustworthy manner, whereas data stewardship acts as an
incentive to share data.
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of data, which can affect data controllers’
willingness to share data. Third, the paper does not
address all of the problems related to multi-sectoral
data sharing for the public good — such as making
the data findable, useable, shareable (machine-
readable format) and useful. Fourth, data portability
rules, which enable individuals to move their data
from one company to another, are not discussed.

This paper proceeds as follows: First, it examines
why/how data can be a public good. Next, the paper
discusses why private entities control so much

of the world’s supply of personal data, as well as
other types of data, and why firms are reluctant

to share that data. The analysis then focuses on
the role of policy makers and their belief that

data sovereignty might ensure that their country
can utilize data to prosper. Next, it examines the
current state of data sharing for global public good
purposes and what is limiting in such sharing. The
paper concludes with some recommendations.

Why Are We Talking
about Data as a Public

Good?

In most economies, we rely on market forces —
supply and demand — to produce needed goods
and services. But markets do not always work
efficiently or equitably (Duch-Brown, Martens
and Mueller-Langer 2017; Mirando Montoya et
al. 2022). The people of the world do not all have
equal access, ability and understanding to use
data effectively (a data divide). Countries also
have different abilities to collect and monetize
data to enhance human welfare (UNCTAD 2021).
For this reason, some analysts (including this
author) describe data as both a commercial
asset and a public good (Aaronson 2022; Bennett
Institute for Public Policy and ODI 2020a).

A public good is a good or service that the
“free market” will underproduce because it is
non-excludable and non-rival (Duch-Brown,
Martens and Mueller-Langer et al. 2017). Data
does not quite fit the public good paradigm.
Data is inherently non-rival — it does not get
used up as most people use it. But users can be
excluded through a wide range of strategies,
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including intellectual property rights (IPRs), trade
rules, data governance rules and price (Bennett
Institute for Public Policy and ODI 20204, 7).

Nobel Prize-winning economist Elinor Ostrom
provided a model for governance of such public
goods — a commons where various stakeholders
would collaborate to ensure that these public goods
could be provided and used in an equitable and
efficient manner. According to economist Diane
Coyle (2020), “Conventional property rights make
conflicts over who ‘owns’ this value inevitable,
and hence the growing interest in forms of data
governance that could deliver trustworthy access
to data. A classic commons problem can be
tackled by assigning private ownership and access
rights; the challenge with non-rivalrous data is to
assign common ownership and access rights.”

Scholars and practitioners are developing
strategies to govern data based on the
commons model.* The commons includes
software commons such as GitHub, licensing
commons such as Creative Commons, open-
access scholarly journals, digital repositories,
institutional commons such as digital libraries
or Wikipedia, and subject matter commons.

Although shared models for access to data are
gaining traction, data sharing and wicked problem
solving are hampered by private sector data
opacity, models of data ownership and suspected
hoarding by firms. Executives at these firms know
the data they collect and hold has value, although
they might not know how to achieve that value.
So they supposedly hoard data. Moreover, these
companies are not required to be transparent
about the data they collect and how they might
use it for commercial purposes (Coyle 2022).

Meanwhile, the public is not demanding that
their data, whether held by public or private
entities, should be shared to achieve public good
purposes. In fact, survey data reveals people

are divided — they are open to certain entities
sharing data and will support such data sharing
if they trust the organization using the data. A
2019 Pew Research Center survey found many
Americans do not think they benefit much from
the collection of their data, and they find that
the potential risks of this practice outweigh

the benefits (Auxier and Rainie 2019). However,

6 See Bloom (2020) and Bloom et al. (2021).



49 percent of Americans are comfortable with
data sharing to assess potential terrorist threats
but only 25 percent think smart speaker makers
should share users’ audio recordings with law
enforcement to help with criminal investigations
(ibid.). Deltapoll interviewed 2,002 UK adults
online between August 31 and September 4, 2020,
on behalf of the British government’s Centre for
Data Ethics and Innovation. It asked questions
relating to data sharing, the impact of data use
and sharing on the economy and society. Some

64 percent of those polled stated it could or would
bring benefits both to innovation and society as a
whole.” A 2021 survey of 2,000 US respondents also
revealed ambivalence about data sharing. Some
50-75 percent of survey respondents were willing
to share data from their own Internet of Things
(IoT) devices for public benefits. Yet respondents
stated they trusted government less than sharing
data with other organizations with public purposes,
such as universities, non-profits and health-care
institutions (Mossberger, Cho and Cheong 2022).

In another US-based study, the authors surveyed
and interviewed a random sample of Americans.
Participants strongly preferred data reuse for public
health and research over profit-driven, marketing
or crime-detection activities. Participants also
strongly preferred data use by universities

or non-profit organizations over data use by
businesses and governments (Schmit et al. 2021).

Private Firms Want to
Control the Data They
Collect and Prefer Not to
Share It

Markets for data are opaque and, as a result, no one
knows the scale, scope or specifics of such markets.
It is likely that private entities (firms, civil society
groups and so on) control a growing portion of

the world’s data. Some argue that private sector
collection and storage of data today is greater

than that of many governments (Bennett Institute

7  See www.gov.uk/government/publications/cdei-publishes-polling-data-on-
data-sharing.

for Public Policy and ODI 2020b, 6). To make this
assertion, one must rely on proxies such as who
funds and accrues scientific data. For example, the
OECD has found that in many fields of science, the
private sector has become the main funder.? In the
United States, the National Science Foundation
found “that federal agencies provided only 44% of
the $86 billion spent on basic research in 2015. The
federal share, which topped 70% throughout the
1960s and ’70s, stood at 61% as recently as 2004
before falling below 50% in 2013” (Mervis 2017). To
the funder go the profits and the data. And that data
acts as a force multiplier, increasing the power of
the firm. For example, Google and Apple are now
creating some of the world’s most accurate and
widely used maps, outstripping the capabilities

of national mapping agencies. In addition, social
media platforms such as Facebook, LinkedIn and
Twitter know more about the social and work
networks of their many customers than government
officials (Simon 2019; Schleffer and Miller 2021).

UNCTAD (2021) reports that 70 giant global firms
hold the bulk of the world’s collections of personal
data. These platforms collect, monetize and control
the use and reuse of much of the world’s data. There
is growing evidence that these firms collect every
bit of data that they can about their customers

(G. 2022; Slynchuk 2022; Freedman 2023; Knowledge
at Wharton Staff 2019). The cybersecurity firm Avast
notes that through its data collection, employees

at Google know what languages you read and
speak, your household budget, where you have
been (if you use Google maps), and where you live
and work (Sidell 2020).° Many of these firms have
been collecting data globally, which gives them a
huge competitive advantage. Companies can use
this data to create new products and services and
derive value from data “far beyond initial purposes
for which the data has been collected” (Jones
Harbour and Koslov, quoted in Taylor et al. 2022).

During the pandemic, the largest digital firms
became even larger, more valuable and more
profitable (UNCTAD 2021). These firms have

many sources of power: gatekeeper power (they
are essential distribution channels), leveraging
power (use the data they have to compete with
the firms that depend on their infrastructure) and
information exploitation (to manipulate users to

8 See www.oecd.org/sti/msti.htm.

9 Google allows users to delete their data and to turn off ad
personalization.
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buy more or change their behaviour, and so on).
They also use the information they have to create
new products or thwart potential rivals. Hoarding
may be an essential part of their business model
(Khan 2018, 9). According to UNCTAD, control over
many data sets gave some countries with such
firms both power and competitive advantages

in digital technologies such as data analytics,

Al, blockchain, the IoT, cloud computing and all
internet-based services (UNCTAD 2021, 22, 29, 198).
So control of data entails control of downstream
sectors. These network effects are leading to a
“winner-takes-all” scenario (Acemoglu et al. 2019).
Such a winner-takes-all situation has major costs.
As they extend control of data online, firms may
learn to rely on rents from both their intellectual
property (IP) and their monopoly control (Scassa
2021; Ciuriak 2018; Mazzucato, Entsminger and
Kattel 2020; Gurumurthy and Chami 2022). Over
time, their control over data stores may make

it harder for others, whether individuals, firms,
civil society groups, international organizations
or national governments, to use that data to
innovate (Kraemer and Shekhar 2022).

The opacity of data markets may also encourage
firms to adopt or continue business practices that
are harmful to society. First, these firms continue to
use a business model that allows them to collect,
use, control and reuse data from individuals

but then group the data at scale. They then use
complex algorithms to extract value from these
troves of collective data. But in most nations, data
is protected under rules framed as about privacy,
which are premised on a relationship between
data controllers and data subjects as individuals,
not as members of a group. However, as Martin
Tisné (2020, 3) notes, “The era of machine learning
effectively renders individual denial of consent
meaningless. Even if I refuse to use Facebook

or Twitter or Amazon — the fact that everyone
around me has joined means there are just as
many datapoints about me to target.” As of this
writing, most countries have not enacted rules
governing collective rights to data, which may
increase the reluctance of individuals to allow
their data to be shared. Privacy laws may in fact
impede data sharing. US and EU data protection/
privacy regulations permit using data for profit
(Kemp 2020). However, some jurisdictions, such
as the United States, make it harder to use the
same data for socially beneficial uses (for example,
to protect public health). (Schmit et al. 2021).
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Second, under international IP rules, large data-
rich firms can control the results of the analysis
and the reuse of the analyzed data sets (Scassa
2021). Yet even these firms do not really understand
the amount or value of the data they collect and
hoard. As an example, Facebook (Meta) has no
idea where all of its user data goes, or what it

is doing with it, according to a leaked internal
document obtained by Motherboard, a tech
publication. The document stated, “We do not have
an adequate level of control and explainability
over how our systems use data, and thus we

can’t confidently make controlled policy changes
or external commitments such as ‘we will not

us