~ A Service of
’. b Leibniz-Informationszentrum

.j B I l I Wirtschaft
) o o o Leibniz Information Centre
Make YOUT PUbllCCltlonS VZSlble. h for Economics ' '

Crawford, Colin

Article
Protocol power: Matter, IoT interoperability, and a
critique of industry self-regulation

Internet Policy Review

Provided in Cooperation with:
Alexander von Humboldt Institute for Internet and Society (HIIG), Berlin

Suggested Citation: Crawford, Colin (2024) : Protocol power: Matter, IoT interoperability, and
a critique of industry self-regulation, Internet Policy Review, ISSN 2197-6775, Alexander von
Humboldt Institute for Internet and Society, Berlin, Vol. 13, Iss. 2, pp. 1-26,
https://doi.org/10.14763/2024.2.1776

This Version is available at:
https://hdl.handle.net/10419/300742

Standard-Nutzungsbedingungen: Terms of use:

Die Dokumente auf EconStor durfen zu eigenen wissenschaftlichen Documents in EconStor may be saved and copied for your personal
Zwecken und zum Privatgebrauch gespeichert und kopiert werden. and scholarly purposes.

Sie durfen die Dokumente nicht fiir 6ffentliche oder kommerzielle You are not to copy documents for public or commercial purposes, to
Zwecke vervielféltigen, 6ffentlich ausstellen, 6ffentlich zugénglich exhibit the documents publicly, to make them publicly available on the
machen, vertreiben oder anderweitig nutzen. internet, or to distribute or otherwise use the documents in public.
Sofern die Verfasser die Dokumente unter Open-Content-Lizenzen If the documents have been made available under an Open Content
(insbesondere CC-Lizenzen) zur Verfiigung gestellt haben sollten, Licence (especially Creative Commons Licences), you may exercise
gelten abweichend von diesen Nutzungsbedingungen die in der dort further usage rights as specified in the indicated licence.

genannten Lizenz gewahrten Nutzungsrechte.

.: BY https://creativecommons.org/licenses/by/3.0/de/legalcode
Mitglied der
WWW.ECOMSTOR.EU K@M 3
. J . Leibniz-Gemeinschaft


https://www.econstor.eu/
https://www.zbw.eu/
http://www.zbw.eu/
https://doi.org/10.14763/2024.2.1776%0A
https://hdl.handle.net/10419/300742
https://creativecommons.org/licenses/by/3.0/de/legalcode
https://www.econstor.eu/
https://www.leibniz-gemeinschaft.de/

INTERNET POLICY REVIEW

Journal on internet regulation

Volume 13 |ssue 2

oo  Protocol power: Matter, loT
e INteroperability, and a critique of industry

" self-regulation
E' Colin Crawford Concordia University
ACCESS DOI: https://doi.org/10.14763/2024.2.1776
@ Published: 26 June 2024

Received: 30 October 2023 Accepted: 22 March 2024

PEER

REVIEWED Competing Interests: The author has declared that no competing interests exist that

have influenced the text.

Licence: This is an open-access article distributed under the terms of the Creative
Commons Attribution 3.0 License (Germany) which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly
cited. https://creativecommons.org/licenses/by/3.0/de/deed.en

Copyright remains with the author(s).

Citation: Crawford, C. (2024). Protocol power: Matter, loT interoperability, and a
critique of industry self-regulation. Internet Policy Review, 13(2). https://doi.org/
10.14763/2024.2.1776

Keywords: Interoperability, Protocols, Internet of things, Self-regulation, Matter

Abstract: This article puts forth the concept of protocol power as the disproportionate influence of
dominant platform actors to shape and set industry-wide standards, and thus determine certain
rules of inclusion at the technical, existential level of protocol. In this way, protocol power shapes
and prefigures dynamics of platform power and intermediation as ever more objects are made
“smart” and connected through such standards. To examine protocol power, | take up the case of
Matter, an emerging Internet of Things connectivity standard led by Big American Tech promising
to make all smart things interoperable across all platform ecosystems in the face of growing
critiques from regulators, developers, and users. Increased levels of interoperability and
connectivity are opening up new sites of data production and accumulation, and provide more
opportunities for service and subscription provision by dominant platforms. This article argues that
Matter and its promises exemplify processes of industry self-regulation, networked governance, and
power-sharing among dominant actors in the tech industry in efforts to maintain and expand their
market and platform power.
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This paper is part of Locating and theorising platform power, a special issue of Internet
Policy Review guest-edited by David Nieborg, Thomas Poell, Robyn Caplan and José van
Dijck.

Introduction

The three-arrowed logo of Matter was ubiquitous at the 2023 Consumer Electron-
ics Show in Las Vegas, representing a new ‘universal’ connectivity protocol promis-
ing seamless integration and interoperability between smart devices regardless of
the platform ecosystems in which they are housed. In recent years, virtually all
new consumer electronics have been made connected or smart in some capacity.
Seeking ever more sites of user data production and accumulation, as well as the
provision of digital services and subscriptions facilitated by connectivity, the Inter-
net of Things (IoT) and smart products for the home have emerged as key areas of
focus for the technology industry. A rapidly multiplying number of household ob-
jects are now embedded with sensors to record, collect, and transmit various types
of data and communicate with other devices and networks in the name of user
control, convenience, efficiency, and automation (Crawford, in press-a; Sadowski,
2020a). Such visions of control and seamlessness have taken pride of place in con-
temporary technological imaginaries, shaping expectations that the future is in-
evitably ever smarter and more connected (Ferrari, 2020; Halpern & Mitchell,
2023).

Announced in late 2019, Matter is the joint initiative of the Connectivity Standards
Alliance (CSA), an loT consortium based in Northern California, comprising hun-
dreds of companies such as Apple, Amazon, Google, Huawei, Samsung, Comcast,
Schneider, and lkea. Matter provides a unique example of platform ecosystem co-
ordination and collaboration, with over 2,500 engineers from over 600 member
companies coming together to design and build it (CSA, n.d.; Schneider, 2023).
Based upon Internet Protocol (IP), Matter is proposed to be a ‘universal language’
that will allow loT devices to communicate with one another at the application
layer over local area networks of home devices, promising to reduce demands up-
on cloud communication and energy consumption and provide greater speed and
privacy (Lamb, 2023). One of the CSA’s central goals is, somewhat ironically, to
make all smart household objects and appliances as fast, simple, and easy to use
as their unconnected predecessors, all while such connectivity produces and col-
lects user data and allows for the insertion of more platform services in the home
(CSA, 2022; Fung, 2022b).
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The universal standard of Matter promises to make more objects not only smart
and thus “platform ready” (Helmond, 2015), but also ostensibly interoperable and
platform-agnostic (compatible across platform ecosystems). This standard is a
prime example of cooperative or organisational interoperability, where numerous
actors come together to make and promote the added functionality of newly inter-
operable products and services within various proprietary systems (Berg 2024;
Doctorow, 2019). Business management theorists have described such dynamics as
‘coopetition” among firms in the greater service of market expansion (Adner, 2017).
Coopetition is opposed to adversarial interoperability, wherein actors make new
products compatible with existing systems without their knowledge or approval in
an attempt to challenge or even replace them (Doctorow, 2019). Cory Doctorow
has argued that the ways in which Big Tech — Apple, Amazon, Google, Meta, Mi-
crosoft — secures laws, regulations, and court decisions have dramatically restrict-
ed such pro-competitive forms of interoperability (2019). In the face of this cri-
tique, these industry leaders are now working together on the issue to expand the
range of products in the loT market and their ability to communicate and work
with one another. This expansion is taking place in part through hardware Big
Tech produces, and the rest through devices that most likely come into contact
with and are mediated by their operating systems, as Apple’s HomeKit, Amazon’s
Alexa, Google’s Assistant, and Samsung’s Smart Things make up the oligopoly of
smart home operating systems currently dominating the market. In this way Mat-
ter exemplifies Big Tech’s vision of domestic space as a network of central and pe-
ripheral nodes, with their devices and operating systems as hubs and interfaces
controlling a range of other smart hardware (Crawford, in press-a). While more in-
teroperability may give users more choice and allow smart things to work more
seamlessly, this shift must be critically examined nonetheless as an exercise of
platform power sharing and self-regulation, through protocol.

That Matter is beginning with the burgeoning consumer smart home market is of
particular interest, as it is a necessary step toward improving the clunky, fragment-
ed, walled ecosystems of smart devices and apps. It is a kind of testbed to deter-
mine the balance (or bare minimum) of how porous, interoperable, and collabora-
tive such ecosystems must be to maintain Big Tech’s dominant market positions,
sustain product value propositions, and foster broader market growth. While pri-
marily focused on removing barriers to the growth of the smart home and con-
sumer loT market at present, the CSA is also setting its sights on the smart build-
ing, factory, utilities, and urban infrastructure of the future in efforts to signal both
Matter and the CSA's potential importance in the coming years and decades (CSA,
2022). These protocols that facilitate the communication between a growing range
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of smart things and multiple platform ecosystems represent a crucial infrastructur-
al development for our broader understandings and analyses of platform power,
tech policy, and the general expansion of smartness (Halpern & Mitchell, 2023).
Matter is, therefore, an important case study for understanding the evolving and
relational dynamics between platforms and loT hardware as “data infrastructures
that facilitate, aggregate, monetise and govern interactions between end-users
and content and service providers” (Poell et al., 2021, p. 5).

Through this “smartness creep” (Crawford, in press-a) the home’s objects and occu-
pants are emerging as critical sites of platformed mediation and extraction, and
thus platform power (Langley & Leyshon, 2017; Sadowski, 2020b). The smart
home’s promises of frictionless connectivity have, however, yet to materialise due
to the notable lack of platform ecosystem interoperability, most basically defined
as the ability for various technological systems and products to share and use legi-
ble information and resources with one another (Berg, 2024; Gasser, 2015). This
strategic withholding of interoperability has resulted in a highly fragmented land-
scape of devices, apps, and platforms. Such fragmentation has sought to maximise
product use and purchase and lock users into walled-garden ecosystems as much
as possible to capture value from users through continued data production, prod-
uct purchases, service subscriptions, and so on (Crawford, in press-b). In the con-
text of growing criticisms of this walled-garden model from users and developers,
as well as an increasing number of antitrust suits and policies aimed at Big Tech
(e.g. the US vs Apple; EU’s Digital Markets and Services Acts), Matter is a promise
from industry leaders to solve (self-regulate) the issue of interoperability on their
own through this protocol (Department of Justice, 2024; Stoltz et al., 2022). | thus
define protocol power as the disproportionate influence of dominant actors in plat-
form ecosystems to produce and set industry-wide standards and thus determine
certain “rules of inclusion” on the technical, existential level of protocol (Castells,
2009, p. 43). Protocol power exemplifies the relationality of platform power, as the
setting of standards emerge from and shape unequal relations between actors
(Emirbayer, 1997). In this way, Matter promises to rearrange the current constella-
tion of protocol power from the closed ecosystems of the smart home operating
system oligopoly toward more interoperability — if only among these already dom-
inant systems.

This article argues that Matter must therefore be understood in two critical ways.
First, as a form of networked governance (Caplan, 2023) and power-sharing: where
dominant private actors are cooperating on this interoperability protocol in at-
tempts to expand the range and functionality of all loT products to maintain their
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powerful market positions (Caplan, 2023). Second, as a case of industry self-regu-
lation: a market-oriented ‘solution’ and response to the growing critiques and po-
tential regulation of closed ecosystem business models and their corresponding
technological designs. | begin by situating this analysis within critical theories of
protocol, code, and the politics of standardisation and then provide an overview of
existing debates about interoperability policy and the technology industry’s self-
regulation. This is specifically in relation to the smart home and its Internet of
Things. Following this, | trace the history of the organisation behind Matter, the
Connectivity Standards Alliance, launched in 2002 under the name the ZigBee Al-
liance, and explain how it came to be in collaboration with many of the world’s
largest and most powerful technology firms. Lastly, through the case study of Mat-
ter and its rollout, | examine how the CSA is shaping dominant discourses sur-
rounding connectivity and interoperability to maintain and expand the hegemonic
power of tech industry leaders.

Methodologically, this article brings together critical approaches from media, in-
ternet, and organisation studies, such as discourse, organisation, and web history
analysis. This case study of Matter and the CSA aims to contextualise and histori-
cise the range of industrial factors and dynamics that have brought the issue of in-
teroperability and protocol power to the fore (Hartley, 2004; Heller, 2023). | made
use of the Internet Archives’ Wayback Machine to gain access to old organisation
webpages and trade literature (Ben-David & Huurdeman, 2014; Rogers, 2017).
Through critical historical and discourse analysis of dozens of public statements
and communications, industrial certifications and policy documents, trade litera-
ture and journalism, and promotional materials from the CSA and its partners, |
chart the growing influence of this organisation and the uneven geographies of its
development, application, and regulation over time.

Such an examination foregrounds the neglected, prefigurative role of protocol in
connecting smart devices to one another as the foundation or infrastructure upon
which so many dynamics of platform power are subsequently played out. This
study of Matter offers a critical analysis of an important shift taking place in the
configuration of protocol power from walled-garden smart home ecosystems (the
Apple, Google, Amazon, and Samsung smart home operating system oligopoly) to-
wards more openness and interoperability between operating systems and devices.
| argue that the Matter initiative allows Big Tech to respond to the mounting cri-
tiques from users, developers, and regulators about the limits and harms of the
closed ecosystem model, while maintaining as much of their platform and market
power as possible through networked governance and self-regulation.
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This article concludes its analysis of the shifting terrain of loT interoperability by
pointing to the larger stakes of the production of smartness and connectivity more
globally in efforts to open up more radical, existential questions about which tech-
nologies should be smart or connected at all. Taking up the critiques of political
ecologists and neo-Luddites, future analyses of protocol and platform power must
challenge the interrelated social, economic, and ecological consequences of the
smartness mandate from the scale of global networks and flows to the everyday
Internet of Things (Crawford, in press-a; Garcia, et al., 2018; Halpern & Mitchell,
2023; Sadowski, et al., 2021).

Protocol, code, and the politics of standardisation

This article builds its analysis of Matter upon theorisations of computing protocols
and standards (Beuster, et al., 2022; Cath & Floridi, 2017; Cohen, 2020; Cowen,
2014; Chun, 2006; DeNardis, 2009; Galloway, 2004; Lessig, 2000; Yates & Murphy,
2019) as management techniques “for achieving voluntary regulation within a con-
tingent environment” (Galloway, 2004, p. 7; Lessig, 2000). Science and technology
scholars such as Lawrence Lessig (2000), Laura DeNardis (2009), Deborah Cowen
(2014), Alexander Galloway (2004), and JoAnne Yates and Craig Murphy (2019)
have laid out that processes of technological standardisation are inherently politi-
cal and have long histories: railroads, telegraph networks, shipping containers, in-
ternet protocols, and so on. Powerful stakeholders, such as states, corporations,
and professional associations each exert their material influence in standard set-
ting in attempts to lock in their preferred (or proprietary) methods and technolo-
gies, and thus further extend their power. Standards organisations such as the In-
ternational Standards organisation (ISO) and Internet Engineering Task Force
(IETF) foreground the vital role such bodies play in maintaining the “critical infra-
structure of the global economy” (Yates & Murphy, 2019, p. 2). The Connectivity
Standards Alliance and Matter, like other connectivity standards and their parent
organisations (Bluetooth, Wi-Fi), thus embody the aspirations of dominant actors
in the contemporary tech sector to create advantageous conditions of network and
platform power at the technical level of 10T protocol through both standardisation
and specific “rules of inclusion” (Castells, 2009, p. 43).

Galloway describes the power of the internet protocol as “a type of control based
on openness, inclusion, universalism, and flexibility. It is control borne from high
degrees of technical organisation (protocol)” (2004, p. 142). In Lessig’s formulation,
TCP/IP (Transmission Control Protocol/Internet Protocol) operates as a strong regu-
latory force: “code is law” (2000). Wendy Hyui Kyong Chun further argues that code
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is “better than law” as it isn’t bent or interpreted, but rather its “enforcement stems
from itself” (2006, pp. 66-67). Code either abides by the rigid rules of a system
standard or it simply cannot exist. The protocol power of TCP/IP lies in its high de-
grees of flexibility, adaptability, and interoperability upon which a vast range of ac-
tivity is made to conform in order to transpire.

At a broader scale, Langdon Winner makes the case for conceptualising technology
itself as a form of de facto legislation, as it creates specific sets of material condi-
tions, rules, expectations, and requirements of use. Such conditions of use are
most often undemocratically designed and implemented by dominant private in-
terests and actors, and unevenly distributed and accessible to users and publics
(2007, p. 205). In this vein Lessig writes that “when government steps aside, it's not
as if nothing takes its place. It's not as if private interests have no interests; as if
private interests don't have ends that they will then pursue”, with the enforcement
of such ends being employed through protocol (2000). At stake in the design and
production of digital hardware, software, and often infrastructure, is the hegemon-
ic power of private industry — in this case, Big Tech — to maintain and expand its
infrastructural role in daily life (Gilbert & Williams, 2022). Relatedly, such quotidi-
an ubiquity works to shape dominant understandings of interoperability and con-
nectivity which limit our imaginaries of other more socially and ecologically ori-
ented organisations of technology (Garcia, et al., 2018; Sadowski, et al., 2021). In
this way, Matter represents a technological fix to the questions and challenges of
tech design and regulation by proposing an industry-driven market solution in
place of rigorous public policy which might direct tech production elsewhere.

Both through and beyond this discussion of interoperability and Matter, this article
seeks to open up critical and existential debates about the current organisation,
production, and direction of smartness and the Internet of Things as growing
facets of platform power, through the idea of protocol power. While more interop-
erability between existing technologies is certainly positive and necessary, what
Matter seeks to set up is the ‘smartification’ of ever more objects, to be produced
and further mediated by dominant actors and their platform ecosystems (Doc-
torow, 2019; Sadowski, 2020a). These aspirations for greater connectivity seek to
heighten the production and sale of hardware, services, and user data, shoring up
the market positions and thus power of Big Tech through sharing it. Critical chal-
lenges and alternatives to industry-led ‘solutions’ like Matter are therefore impera-
tive to our understanding, imagination, and potential regulation of platform power,
not only at the level of software and services but also hardware and protocol.
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Industry self-regulation & interoperability policy

Recent decades have seen an acceleration of the vertical integration of proprietary
platform ecosystems which have brought about higher levels of digital enclosure
and strategically restricted as much interoperability as possible for the purposes of
market domination, user lock-in, and value generation (Crawford, in press-b). As
major technology companies continue to grow larger and their power more con-
centrated, a range of critiques and debates about their business models, privacy
standards, infrastructural power, and levels of interoperability have emerged, each
reflecting the diversity and complexity of the regulatory contexts such dominant
firms traverse (Cusumano, et al. 2021; Fei, 2023; Flew, 2021; Gillespie, 2018; Hov-
enkamp, 2023; Khan, 2017; Srnicek, 2017; van Dijck, et al., 2019). The American
giants, for instance, are adapting to different regulatory pressures in several re-
gional political contexts, such as content moderation and antitrust investigations
at home, and the EU’s implementation of its General Data Protection Regulation
(GDPR) which expands user privacy and data portability rights, and Digital Markets
and Digital Services Acts (DMA; DSA) which crack down on the gatekeeping roles
these firms play in relation to issues such as App Stores and interoperability
(Cyphers & Doctorow, 2021; Flew, 2021; Kerber & Schweitzer, 2017; Unver, 2022).
Such regulatory efforts are relatively new, and dominant platforms have enjoyed
minimal regulation over the past decades (Flew, 2021; Khan, 2017; Owen, 2019).
The regulatory picture is rather different elsewhere, such as in China’s technology
sector, where the state continues to tightly restrict the operations of international
firms. The Chinese tech giants are themselves facing heightened domestic regula-
tory crackdowns, with the state unilaterally enforcing greater interoperability be-
tween the ecosystems of Baidu, Alibaba, Tencent, and ByteDance, specifically for
messaging and digital payment services (Fei, 2023; Flew, 2021).

Recent tech policy has sought to balance market competition with sociotechnical
concerns for user welfare, choice, and security, each of which are made ever more
complex given the various scales and layers of interaction necessary to the func-
tioning of tech ecosystems and markets (Flew, 2021; Garcia, et al., 2018; Hov-
enkamp, 2023; Khan, 2017; Unver, 2022; van Dijck, et al., 2019). Here applications
of network(ed) governance theory to Big Tech speak to both the governance of dig-
ital networks and the networking or distribution of governance responsibilities to
various actors and organisations (Caplan, 2023; Cohen, 2020). This concept of net-
worked governance is useful for thinking about the many actors involved in both
producing and managing the issue of interoperability as a similar “problem of
many hands" (Thompson, 1980, p. 905, as cited in Caplan, 2023, p. 3456). Though
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meaningfully different from content moderation, transnational standards organisa-
tions like the IEEE (Institute of Electrical and Electronics Engineers) and the CSA
can also be read critically as influential network governance entities in their own
right, affording certain organisations, technologies, and standards their protoco-
logical — and in the Winnerian sense, legislative — powers (Cohen, 2020;
DeNardis, 2009; Galloway, 2004; Lessig, 2000; Winner, 2007). Here such organisa-
tions offer forms of networked governance where responsibility can be distributed,
and highly brokered solutions can be reached on terms favourable to industry
leaders (Cohen, 2020).

The setting of an international standard by dominant actors is a particularly pro-
ductive form of power sharing and market control by determining the “rules of in-
clusion” and participation on a technical level (Castells, 2009, p. 43; Galloway,
2004). While interacting with focal firms in the tech ecosystem has been unavoid-
able for smaller companies and complementors across the value chain for some
time, they must now adhere to the Matter standard set by dominant firms to par-
take in its promised benefits of universal interoperability and consumer choice
(Adner, 2017; Fung, 2022a; Tiwana, 2014). Interoperability is thus a key issue
which reveals not only the changing shape of tech markets, but also how dominant
technological imaginaries influence our ability to understand, negotiate, and ulti-
mately reorganise and govern platform power (Ferrari, 2020).

For the Internet of Things to function, interoperability and communication be-
tween various layers of devices, software, and networks are especially essential.
These layers comprise the (i) perception layer of devices, sensors, and controllers
communicating with one another; (ii) the access layer connecting such devices to
local or larger networks; (iii) the cloud layer of databases and operating systems;
and (iv) the application layer of software with which users interact (Unver, 2022, p.
233; Plantin, et al., 2018). Legal scholar Mehmet Bilal Unver writes that such lay-
ers “constitute the building blocks of the IP stack” and the levels of interoperability
between system structures determine “interdependent value chains for the eco-
nomic activities of the stakeholders” (Unver, 2022, p. 234). From this vantage,
ecosystem lock-in, interoperability’s opposite, becomes all the more visible as the
production of a false form of function scarcity or friction between product ecosys-
tems for the sake of value generation (Crawford, in press-b).

Functionality and communication across these layers are what afford connected
objects their so-called smartness, usefulness, and value. Focusing on protocol al-
lows us to trace the contours of interoperability or the lack thereof among various
ecosystems, adding perspective to critical analyses of platform power in relation to
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key concepts such as gatekeeping, bottlenecks, lock-in, competition, and coopera-
tion across hardware, software, and service layers. Matter’s promises to break down
the ecosystem lock-in effects of the giants’ walled gardens are provocative as they
present a sizable shift to the status quo — that is, if they ever really materialise.
Outlining how industry leaders seek to guide and control such processes of trans-
formation through the setting of protocol standards reveals some of the key ways
in which platform power is negotiated between platforms, developers, regulators,
and users through discourses of market potential, efficient production, and user
value.

It is precisely in this light that Matter must be understood as a form of industry
self-regulation amidst calls for policy intervention toward more open, interopera-
ble, and holistic technology policy (Bourrea, et al., 2022; Cyphers & Doctorow,
2021; Edwards, 2016; Flew, 2021; Fung, 2022a; Morton, et al., 2021; Sweiss, 2019;
Unver, 2022). Cyphers and Doctorow (2021) suggest that a more interoperable
platform ecosystem requires a mix of more user- and public-centred interpreta-
tions of existing tech and media legislation as well as the implementation of new
policies and standards. They suggest that allowing users, developers, and smaller
companies the ability to build upon the existing frameworks of the giants in terms
of greater data portability, back-end openness, and the ability to delegate tasks to
non-proprietary code would also be necessary. Unver further suggests the follow-
ing principles to guide a holistic, bottom-up regulatory approach to the issues of
gatekeeping concerning interoperability: (i) accessibility and user choice; (ii) trans-
parency in reporting to public regulators; (iii) fairness in guaranteeing unbiased
components and services; and (iv) accountability for software and algorithmic
management (2022, p. 240). He argues that such a framework of principles would
work to solve some of the outdated challenges facing competition law and con-
sumer welfare that trouble tech regulation.

While such analyses provide some ways to think about potential policy interven-
tions, it remains clear that interoperability in and of itself is no silver bullet for
tech regulation and is a complex issue given the growing range of markets and
sectors in which the tech industry is entangled. We are also witnessing the indus-
try capture some of these critiques through nominal concessions and forms of self-
regulation, of which Matter is a prime case study. We must remain critical of analy-
ses of interoperability — legal papers, policy reports, industry literature, and so on
— if their stated goals are merely to foster more competition and innovation
(Bourreau, et al. 2022; Cusumano, et al. 2021).

The promises of Matter to solve and self-regulate issues of interoperability, user
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choice, and privacy speak to how industry leaders seek to capture dissent, curtail
challenges to their hegemony, and frame such issues on their own terms. One of
the key ways such private interests shape the production of technology and its
imaginaries — the ways they network their governance — is through trade associa-
tions and private standards organisations (Cohen, 2020; Flew, 2021), such as Mat-
ter's parent organisation, the ZigBee/Connectivity Standards Alliance.

“Control your world”: The development of the ZigBee
Alliance

The ZigBee Alliance was conceived of in Northern California in 1999 by a group of
tech entrepreneurs and engineers seeking to create a ‘complete, open, global stan-
dard for reliable, cost-effective, low-power, wirelessly networked products address-
ing monitoring and control” (Gislason, 2008). Officially founded in 2002, the Zig-
Bee Alliance was composed of a growing number of international consumer elec-
tronics and tech companies such as Honeywell, Ericsson, Motorola, Philips, Intel,
Samsung, and Somfy as leading partners. The founding mission of the working
group was to:

Bring about the existence of a broad range of interoperable consumer devices
by establishing open industry specifications for unlicensed, untethered
peripheral, control and entertainment devices requiring the lowest cost and
lowest power consumption communications between compliant devices
anywhere in and around the home. (ZigBee, 2002)

The IEEE Working Group for Wireless Personal Area Networks (WPAN) ratified the
802.15.4-2003 standard in collaboration with ZigBee, which launched its first ver-
sion in 2004 (Ergen, 2004). Parallels can be drawn between the ZigBee Alliance
and 802.15.4 and other industry organisations and standards such as the Wi-Fi Al-
liance and IEEE 802.11 (Wireless Local Area Networks/WLAN) and the Bluetooth
Special Interest Group and IEEE 802.15.1, with the IEEE granting such private or-
ganisations the commercial name brand for these connectivity standards (Kay,
2006). Aimed at battery-powered devices communicating simple messages at short
range with lower data rates, the ZigBee standard promised to connect a larger
number of wireless devices through mesh networking, allowing devices to commu-
nicate with one another without having to pass through a central node and thus
self-heal if one node goes down, and accelerating rates and paths of data transfer
to lower energy requirements (Ergen, 2004). Throughout the 2000s, dozens more
companies partnered with ZigBee, such as Cisco, France Telecom, LG, Silicon Labo-
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ratories, and Texas Instruments, signalling the desire of a range of actors across
tech, consumer electronics, and communications industries to participate in the
proliferation and standardisation of this wireless protocol.

At the turn of the decade, ZigBee altered its self-description to read “ZigBee pro-
vides green and global wireless standards to connect the widest range of devices
intelligently to help you control your world’, emphasising its energy efficiency, in-
ternational reach, and functional application: to provide digital control (ZigBee,
2011). Around this time the organisation also launched its Zigbee Smart Energy
standard for utility meters, aiming to establish itself in this market, as calls from
governments the world over for expanded energy measurement and management
became more popular (ZigBee, 2011). Throughout the 2010s, the Alliance’s mem-
bership grew to over 400 members, adding major players such as Huawei, AT &T,
and Amazon’s Research and Development company Lab 126. The rhetoric promot-
ing Alliance membership during this period speaks to the ways in which the Al-
liance was networking the governance of loT standards. Their messaging empha-
sised how member organisations would have the opportunities to i) learn and
shape loT standards; ii) develop loT products and services; iii) be a part of the Zig-
Bee ecosystem; and iv) promote their products and services (ZigBee, 2017).

In 2019, lkea, Apple, Amazon, and Google joined the ZigBee alliance as promoters
and board members, announcing their collaboration on Project CHIP: Connected
Home over Internet Protocol. This joint initiative came in response to years of
wide-ranging complaints from users, developers, and regulators about the lack of
interoperability between platform ecosystems. For the smart home, this lack was
causing fragmented and frustrating user experiences, inefficient production
processes, and barriers to overall market growth, all while concentrating the mar-
ket power of Big Tech companies and their walled gardens (Amadeo, 2019; Ed-
wards, 2016; Khan, 2017; Manyika et al., 2015; Sweiss, 2019). As an explicit
promise to create a unifying smart home protocol standard, the giants — aided by
the existing network of ZigBee — sought to soothe critics and display the potential
for the industry to solve problems of its own creation, lest governments intervene.

With Apple’s HomeKit running over IP (both Wi-Fi and Bluetooth Low Energy),
Amazon’s “Works with Alexa” using a combination of ZigBee and other IP proto-
cols, and Google’s Nest/Home using various standards, including Thread, an open
IP standard developed by its own Nest Labs, there was (and remains) a chaotic mix
of heterogeneity and protocological fragmentation between these ecosystems.
Earlier versions of Thread as an open 802.15.4 standard came closest to the
promises of CHIP/Matter, but the project failed to garner any real momentum or
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industry buy-in on its own (Alleven, 2016). For CHIP, the common denominator be-
tween these systems was Internet Protocol, the already ubiquitous network layer
of protocols upon which a standardised application layer could translate such IP
data into a universal language, allowing devices to identify and speak to one an-
other and, in theory, usher in a new era of loT interoperability as the tech sector
was becoming increasingly focused on the home as a strategic site of growth
(Amadeo, 2019).

The addition of these major players shored up the Alliance’s position as an indus-
try leader in loT communications amongst several competing IP connectivity stan-
dards. The long-held vision for smart device communication and interoperability
and the proximity to Big American Tech in Northern California set the ZigBee Al-
liance apart from other organisations as the site for the American giants’ invest-
ment in such a project.

The first version of the CHIP website explained the project and its mission as fol-
lows:

The project is built around a shared belief that smart home devices should be
secure, reliable, and seamless to use. By building upon Internet Protocol (IP),
the project aims to enable communication across smart home devices, mobile
apps, and cloud services and to define a specific set of IP-based networking
technologies for device certification. The industry Working Group will take an
open-source approach for the development and implementation of a new,
unified connectivity protocol. [...] The project aims to make it easier for device
manufacturers to build devices that are compatible with smart home and voice
services such as Amazon’s Alexa, Apple’s Siri, Google’s Assistant, and others.
(Project CHIP, 2019)

Here we can observe the American giants’ immediate influence, signalling a com-
ing shift toward interoperability in the industry while also taking the opportunity
to market their own smart home brands. During Project CHIP’s (short) two-year life,
relatively little information was produced or distributed about it other than a few
meagre updates and info sessions hosted by ZigBee, Thread, and Silicon Labs, each
citing the respective relevance and potential of their products within the coming
interoperable loT landscape (Higginbotham, 2020). Early visions for the CHIP stack
included layered integration of various protocols for different processes: “Blue-
tooth LE for setup, Wi-Fi for high-bandwidth use cases, like streaming video from a
security camera, and the still-nascent Thread for low-bandwidth devices such as
motion sensors” (Seifert, 2021). Bringing these IP protocols together was champi-
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oned as the promising innovation of the project: a resilient, low-power mesh net-
work which could pass information between numerous devices and ecosystems
over IP (regardless of network connectivity) and eliminate a single source of net-
work failure, as is the case with Ethernet or Wi-Fi.

CHIP, however, faced many setbacks due to the pandemic as well as the complexity
brought about by the number and scale of organisations working together (Higgin-
botham, 2021a). Originally hoping to have certified products to market by the end
of 2020, the Alliance delayed this goal to the end of 2021 in April of that year and
then rebranded both CHIP and the ZigBee Alliance entirely the following month
(Seifert, 2021). While only existing briefly under this name, Project CHIP func-
tioned to send the important message to users, developers, and regulators that
major players in the tech industry, crucially the American giants, were invested in
loT and smart home interoperability. The following section investigates this
process of rebranding and how the organisation and its partners have sought to
continue to shape discourses surrounding interoperability and connectivity amidst
the standard’s protracted rollout.

Matter’s protocol promises: “A rising tide lifts all boats”

In May 2021, ZigBee Alliance announced the rebranding of the organisation to the
Connectivity Standards Alliance (CSA) and of Project CHIP to Matter. CSA CEO and
president Tobin Richardson noted that the Alliance needed a new name and iden-
tity to reflect how it has grown and changed over its nearly twenty-year history to
now host several communications standards beyond its original namesake. The Al-
liance’s new website address, csa-iot.org, further consolidates the aims of all its
certified products under the umbrella of expanding the loT ecosystem through
standardisation. The new name for its smart home standard, Matter, invokes the
atom, framing the protocol as the “building blocks” of a more interoperable loT
with the new brand’s entrepreneurial slogan “build with matter” (CSA, 2021). In the
official Matter rebrand video, its logo of three curved inward-facing arrows appears
next to the icons of Bluetooth and Wi-Fi, indicative of the CSA's hopes and aspira-
tions for similar levels of connectivity brand ubiquity. Such messaging speaks to
the promise of Matter to unify the industry and produce “a smart world greater
than the sum of its parts” (CSA, 2021).

The launch event thematised how Matter as a single universal standard will do
two key things (CSA, 2021). First, it will allow consumers to choose from a much
wider range of interoperable smart products which are much simpler to set up and
use with one another. Such simplicity and interoperability promises to heighten
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value propositions for a larger range of less tech-savvy users and grow the loT
market through removing the friction and clunkiness currently impeding rates of
adoption. Second, Matter aspires to liberate developers from wasting their time
and labour developing and maintaining unique connectivity requirements for each
proprietary ecosystem (Hill, 2023). This launch emphasised that with Matter, devel-
opers across the tech value chain will be able to focus on and compete at elevated
levels of innovation, product design, and user experience since they will only have
to develop products for one universal connectivity standard (CSA, 2021).

On display at this launch were enthusiastic and optimistic expressions of what
management theorists call ‘coopetition’, the dynamics of both cooperation and
competition among various firms in business ecosystems necessary to expand val-
ue propositions and overall market health (Adner, 2017; Crawford, in press-b). Dur-
ing a roundtable discussion at the event, the Alliance and its partner representa-
tives emphasised how, despite being “fierce competitors”, they had to come togeth-
er and collaborate to grow the market to keep competing and innovating (CSA,
2021). Such themes work together to support the future-oriented narrative drive of
smartness evoked in the event’s language of how ubiquitous, ambient computing
will finally allow for better, more convenient, and more efficient life in the home
through universally interoperable technology (CSA, 2021). The main takeaway
from these rebrands was that such visions of interoperability could only be materi-
alised through new degrees of industry collaboration and standardisation.

At the time of announcement, the Alliance stated that Matter was ready for testing,
and would have products to market by the end of 2021 (Brown, 2021). After nu-
merous delays, ostensibly due to high demand and engineering complexity, the
CSA held its official Matter Launch Event eighteen months later in November 2022
in Amsterdam (Lovejoy, 2022; Tuohy, 2022). Here Richardson announced the first
wave of 190 certified Matter products in key product categories such as lighting,
phones, tablets, smart speakers, hubs, TV and media devices, security sensors, door
locks, and software components and applications, with more categories awaiting
certification: cameras, robot vacuums, appliances, energy management, environ-
mental sensing and controls, and ambient motion and presence sensing (CSA,
2022).

On a technical level, Matter, like its predecessor CHIP, operates at the application
layer, translating Wi-Fi, Ethernet, Bluetooth, Thread, and other IP protocols into a
universal language to allow devices to transmit messages to one another and use
whichever protocol necessary given their function. Building a Matter network,

however, requires at least one device to act as an always on and in the home bor-
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der router, such as a compatible smart speaker, hub, smart tv box, or smart light, to
link devices together and extend the range and reliability of the smart home net-
work (Hill, 2023). While some backwards compatibility is available for devices with
the right semiconductor hardware to house these various IP radios and protocols,
the necessity of hubs and border routers will also drive future hardware sales, par-
ticularly in the popular smart speaker segment dominated by Amazon, Google, Ap-
ple, Samsung, and Baidu’s Xiaodu, and critically, their cloud-connected digital as-
sistants and operating systems (Cohen, 2020; Hill, 2023).

Responses since the announcement and launch of Matter have been mixed, with
tech writers simply reproducing the unbridled optimism of the CSA and its mem-
bers (Alleven, 2021; Brown, 2021) and others waiting to see how well Matter will
actually work and how long it takes to fully roll out (Fung, 2022a; Tuohy, 2021;
2022). Amazon began by only adding Matter support within its own ecosystem
with seventeen Alexa products, plugs, switches, and lightbulbs over Wi-Fi and An-
droid. More complex constellations of device compatibility over Thread and iOS ar-
rived in May 2023, in theory opening up the Alexa ecosystem to a much wider
range of interoperable products (Vonau, 2022). Apple, on the other hand, updated
its smart home platform ecosystem to be Matter compatible several months earlier
but is also still waiting on the wider rollout of certified products and software to
observe what effects the new standard will have on its TV & Home product cate-
gory (Apple, 2024). The many promises of Matter thus remain speculative at this
juncture, though its existence has been productive and useful nonetheless in that
it allows its members to point to it as a solution on the way — whenever that may
be — for a range of audiences: users, developers, investors, and regulators.

The CSAs new self-description projects its lofty ambitions to such varied stake-
holders:

The Alliance is the Foundation and Future of the loT. Our wide-ranging global
membership is on a mission. That mission is to ignite creativity and
collaboration in the Internet of Things, by developing, evolving, and promoting
universal open standards that enable all objects to securely connect and
interact. We believe all objects can work together to enhance the way we live,
work, and play. (CSA, n.d.)

The CSA further states that its role is to provide “the infrastructure and processes
for consensus-driven standards with actionable outcomes” (CSA, 2021). Such pro-
motional discourses and rhetoric from the Alliance and its members acknowledge
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certain issues, critiques, and challenges in the industry — interoperability, privacy,
security, energy consumption — and presents their own carefully crafted and self-
interested solutions: collaborative efforts on open, universal, low-energy, or other-
wise more efficient connectivity standards for the loT. This messaging seeks to sig-
nal the ability of the industry to self-regulate and bring about new forms of net-
worked governance through the growing industry organisation of the CSA.

The Alliance has also explicitly expanded the role of global lobbying in its mission,
recently partnering with major non-governmental organisations such as the World
Economic Forum and its Council on the Connected World, making good on
Richardson’s promise that “the organisation will be taking on more active roles, in-
cluding with policymakers and regulators” (Higginbotham, 2021b; Alleven, 2021).
For example, in a LinkedIn post following a White House event for enhancing loT
security, Richardson wrote:

The fact that the White House, the Government of Singapore, the European
Union and other government bodies are defining security and privacy protocols
is great. What makes their work even more impactful is when they incorporate
private companies from the ecosystem into that process. In my opinion, the only
way we can stay ahead of the threat to consumers is through public/private
collaboration. Taking that one step further is attacking the problem on a global
and not regional scale. (Richardson, 2022)

Here we can see the championing of co-regulation by industry and government in
part through groups such as the CSA. Amidst recent scrutiny from national and re-
gional regulatory bodies, member companies stand to benefit politically from as-
sociating with the CSA due to its broad coalition of firms, open-source standards,
and ostensible commitment to loT security through co-regulation efforts (Haldane,
2023).

In terms of structure, firms on the CSA's board of directors are Alliance “promoter
members’, the highest level of membership with the most influence in shaping the
strategic decisions and directions of the organisation, and Matter specifically as its
new flagship product. While Matter is an open standard which can be accessed and
implemented by all developers, the use of the Matter logo as a marketing tool and
guarantee of interoperability, as well as access to Alliance networks and resources,
requires paying for product certification and/or membership fees, creating a clear
hierarchy of influence, power, visibility, and functionality. While the organisation
rhetorically emphasises its ‘global” reach and membership, the composition of the
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Alliance’s board of thirty-four members reflects its priority markets, with firms bal-
anced between North America (12), Western Europe (12), and East Asia (10) (CSA,
n.d.). Unsurprisingly, market analyses project smart home growth in these highly
networked, overdeveloped economies to be much higher than in South America,
Africa, and Central and South Asia, and such priorities shine through (Statista,
2023).

The aspirations of Matter as a universal standard, however, speak to the transna-
tional market capture sought by its creators. At the level of protocol, the Matter
standard seeks to dictate the future of the Internet of Things and smart home on
the terms of dominant transnational tech firms from North America, Europe, and
East Asia by unifying already ubiquitous IP standards. Such a power-sharing
arrangement speaks to the vital role of protocol and private standards organisa-
tions working closely with industry leaders as ever more objects are made smart,
connected, and “ready” not only for one platform but ostensibly for all (Helmond,
2015).

While Matter proposes some benefits for consumers through heightened choice
and smoother functionality, we must remain critical of how and why the issue of
interoperability is being negotiated and to what ends. For regulators, the tempta-
tion is to take industry solutions such as Matter as substitutes for rigorous public
policy, eliding the ways in which such shifts shore up the platform power of al-
ready dominant actors through sharing it. Like antitrust tech regulation, if deci-
sions are guided merely by consumer choice and welfare, much of the issue re-
mains untreated (Khan, 2017; van Dijck, et al., 2019).

Conclusion

The story of the CSA and the development of this standard speak to important
shifts taking place across technology industries, value chains, and platform ecosys-
tems. These developments showcase how dominant actors have come together to
cooperate and network the governance of loT connectivity standards with the dual
hope of both avoiding potential regulation and expanding tech markets and smart
products through new levels of interoperability. This vision of interoperability rep-
resents some concessions of the industry to various levels of critique and a degree
of acceptance of the growth limits of the walled-garden model of proprietary plat-
form ecosystems. In doing so, it dresses up this shift toward more interoperability
as the newest iteration of Big Tech’s fantastical projections of the perfectly
smooth, smart, frictionless, indeed enchanted user experience of technology. This
article has shown how Big Tech is exercising its protocol power as the industry
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seeks to dramatically expand and universalise the Internet of Things as one of its
next extractive frontiers. Through attempting to establish a global, “universal” loT
connectivity standard backed by major transnational firms across the tech value
and production chain, Matter’s initiative represents important forms of industry
self-regulation and power-sharing among dominant firms.

At present, most existing policy analysis, scholarship, and discourse on interoper-
ability is limited by merely focusing on fostering more competition, user choice,
and innovation. Matter can be read, in part, as a strategic industry response to
such analyses in efforts to pre-empt policy intervention and to further open up the
home as a frontier for platform extraction through hardware, services and sub-
scriptions, and data production and collection. Instead, critical scholarship and
policy must foster more challenging and radical debates about which technologies
need to be smart or interoperate at all, to chart alternative paths forward for think-
ing about different technological imaginaries and regulatory frameworks which
prioritise public, social, and ecological goods over market growth and private ex-
traction. While preliminary, the analysis laid out here offers a way to begin to un-
derstand and critique the growing roles of industry organisations and standard-
setting as key forms of networked governance and industry self-regulation for loT
interoperability and the tech industry more broadly. Upon such an understanding,
further critical inquiries might speculate about what alternative interoperability
policy could look like in limiting the expansion and consumption of smartness and
the loT at (or before) the point of production (Hogan, 2018).

The conspicuous consumption of energy and natural resources, manufacturing de-
mands, and labour involved in sustaining this outward spiralling of smartness
must be debated at the level of whether or how such smart technologies should
have any right to exist at all (Crawford & Joler, 2019; Garcia, et al., 2018; Hogan,
2018; Mueller, 2021; Pickren, 2014; Winner, 1978). While beyond the scope of this
article, future critical scholarship and policy on interoperability must take up the
more radical challenges informed by neo-Luddism (Coulthard & Keller, 2012; Gar-
Cia, et al., 2018; Meuller, 2022) and critical political ecology (Hogan, 2018; Pickren,
2014) to debate, existentially, not only how technological systems interact and
communicate with one another, but also what degrees of smartness and connectiv-
ity are socially and ecologically necessary or useful in the first place. What if inter-
national standards organisations were made to involve more rigorous public de-
bate about technological design rather than viewing such issues as engineering
challenges and market solutions? Might interoperability policy be expanded as a
tool to limit consumption, and therefore waste, “at the site of production” of smart
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technologies which use vast quantities of natural resources, energy, and labour pri-
marily for the purposes of data collection, platform enclosure, and profit genera-
tion? (Hogan, 2018, p. 648; Pickren, 2014; Sadowski, 2020a). We simply do not
need and cannot afford to use such resources on frivolous consumer electronics
such as connected toothbrushes and toasters but must instead wrest debates
about smartness from private industry toward public policy and democratic design
to prioritise socially and ecologically useful technology production and regulation.

Case studies of industry-wide projects such as Matter provide openings to discuss
larger questions of what is at stake in the production of such smartness and con-
nectivity. Publicly oriented applications of smart tech toward more efficient energy
management, mass transportation, and accessible and equitable communications
infrastructure are but a few worthy horizons for alternative technological imagi-
naries and politics. Deeper investigations into specificities of the tech industry’s le-
gal, discursive, and technical responses to growing questions about data security
and privacy in relation to the loT is one path for such future work. Political ecolog-
ical analyses of the resource extraction, production chains, and consequent e-
waste necessary for such ubiquitous connectivity, not to mention how smartness is
greenwashed through discourses of consumer energy efficiency and automation
(Dixon, 2020; Nyborg & Repke, 2011), are also essential elements of the smartness
question requiring further investigation and critique (Halpern & Mitchell, 2023). As
the creep of smartness moves outward in all directions, real political issues such
as interoperability, privacy, exploitation, resource consumption, and waste must be
understood as interrelated problems of platform power to be met with more rigor-
ous public challenge from users, scholars, and policymakers alike.
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