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Assessing internet risks among high school students in Kanagawa
Prefecture:
A 2019 survey and the analysis of factors involving underage internet
use

Mitsuteru TASHIRO*

*Chuo University?
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Abstract

In order to mitigate the risk of luring minors
using the internet, this study analyzed the current
status of risk and its underlying factors based on
responses in a questionnaire distributed among
high school students in Kanagawa Prefecture,
Japan. Results showed that the experience of
receiving a message from a stranger saying "I want
to meet you" is higher for female students who
publish photographs of their face on social media
or do not follow family rules on the use of the
internet. The proportion of female students
responding to a request of sending their
photographs with "no" or "consult with a parent or
teacher" was higher if they had experience in
information literacy education within a year, had
content filtering installed on their smartphones, or
followed family rules.

Introduction
This study aims to explore preventive
strategies against the luring of minors under the age
of 18 on the internet (referred to as NET luring
hereafter) and analyzes the risks caused by their
internet use (NET risks hereafter). According to the
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in Japan (2020), the household penetration rate of
smartphones in 2019 was83.4%; categorized by age
group, 80.2% for those under 12 years old, 98.4%
for those aged 13-19, and 99.1% for those aged 20-
29. This spread of smartphones in our lives comes
with the inevitable (but preventable) risk of an
increase in NET luring. A survey by the National
Police Agency of Japan (2018) reports that there
were a total of 2,082 minors victimized on social
networking services (SNS) in the fiscal year of
2019, with the number of serious crimes such as
murder, indecent assault, and forcible sexual
intercourse jumping from 26 in 2013 to 158.

To prevent NET luring, the Japanese
government has legislated the Act on Establishment
of Enhanced Environment for Youth’s Safe and
Secure Internet Use, and for smartphone use,
telecommunication carriers such as DoCoMo
(2023), KDDI (2023), and SoftBank (2023) offer
free filtering as well as zoning services for
protecting minors by verifying user age. In addition,
telecommunication companies, service providers,
and private foundations provide educational
instructors to elementary, junior high, and high
schools to offer classes on information ethics
[LINE (2015), DoCoMo (2023b), KDDI (2023b),



SoftBank (2008)]. As a regulation by public sectors,
the Tokyo Metropolitan Board of Education (2016)
promotes the “SNS Tokyo Rule”, and the Cabinet
Office of Japan (2017) as other
organizations distribute leaflets on “What parents
can do now”. As an outreach program of private
companies and foundations, DoCoMo (2023c),
KDDI (2023c), and SoftBank (2023b) implement
regulations for smartphone use. Service providers
such as LINE Mirai Foundation (2020) and Yahoo
(2023) as well as their affiliated foundations and
many other private organizations have launched

well as

outreach initiatives.

While one counter-approach against the NET
risks may be to disallow or limit the minors’ use of
smartphones or other devices, this practice would
not be a fundamental solution to the problem as the
penetration rate of smartphones is already high
among minors and there are certainly social as well
as educational advantages to using them. Against
this background, this study investigates the current
risks associated with minors’ internet use based on
the concept of safety management. Mukaidono
(2016) states that safety (of any kind) can be
enhanced in three aspects: technical aspects, human
aspects, and organizational aspects. In this study, I
investigate effects of the following three control
measures for securing safety: content filtering (or
parental controls) as a technical aspect, information
literacy education as a human aspect, and family
rules on the use of the internet as an organizational
aspect. Based on results from a survey, I examined
the effectiveness of these control measures through
statistical analysis of collected responses.

Review of Previous Survey and Research
Related Surveys

The National Police Agency of Japan (2018)
summarizes the current status of NET luring in The
current status of crimes due to the use of SNS
published in The status of juvenile delinquency,
child abuse, and sexual abuse in 2019. According
to the survey, there were a total of 2,082 cases of
NET luring that led to victimizations, of which 844

pertained to the violation of the Child Welfare Act
and the Youth Protection and Development
Ordinance, 28 Violation of the Child Welfare Act,

482 concerned child prostitution, and 671 related to
child pornography. Major crimes also included 1

murder, 49 forced sexual intercourse, 46 kidnaping,

and 15 forced indecency. The survey also reported
that among those cases, 1,867 were through the use
of mobile phones (89.6%), of which 1,845 (88.6%)
were via the use of smartphones. Among 1,722

cases that were subsequently investigated by police,
there were only 13.4% of parents reporting to have
installed filtering on their child’s mobile devices.

A similar report can be found in The survey on
internet use among youth in 2023 by the Children
and Families Agency of Japan (2023). In the report,
the use of filtering was 44.2% among elementary
school students and 33.3% among high school
students, presenting higher rates of filtering use
than those reported by the National Police Agency.
Additionally, when asked about rules at home
regarding the use of the internet, 41.9% of high
school students answered that they had some rules
at home, whereas 47.5% did not. Among those
family rules, 33.2% pertained to monitoring in-app
purchases, 24% on the use of apps, and 16.4%
related to how long and where one can use mobile
phones. Regarding education on information
literacy, 90.7% of high school students had taken a
course, with 97.3% of those cases offered at school,
24.8% by parents, and 17.5% from other media
such as television, books, and brochures.

Lastly, LINE MIRAI Foundation (2019) has an
ongoing large-scale survey in collaboration with
the Tama University Kumon Center and the
Kanagawa Prefectural Board of Education. The
survey shows that 33% of high school students who
became friends on the internet were students from
the same high school, and 42% were from different
schools. Furthermore, 64% of males met males, and
80% of females met females. As a safety measure,
33% of respondents answered that they had some
type of content filtering installed, 16% completely
followed family rules on internet use, 24% mostly



followed the rules, and 45% had no rules.
Additionally, the survey critically showed that
those high school students who published
photographs of their faces tended to receive
messages from strangers more frequently, and
elementary and junior high students
received messages from strangers less frequently if
they followed family rules.

school

Previous Research

There has been some existing research on the
three aspects of safety science (the technical,
human, and organizational aspects) in relation to
NET luring. The technical aspect mostly includes
the use of age verification and content filtering.
Analyzing data from LINE Play, Toriumi et al
(2016). found that most direct messages involving
NET luring first asked about the child’s age and
place of residence. Since most conversations were
found to have ended at that point when the recipient
turned out to be a minor or have a distant place of
residence, it seems that the target of NET luring
tends to be those over the age of 18 and/or those
who live closer to the sender.

When it comes to the use of age verification
systems, LINE Corporation (2015) prohibits
minors from setting up LINE IDs and searching
individuals by IDs through age verification
provided by mobile phone companies, which can
prevent minors and adults from being unnecessarily
connected. For content filtering, the Ministry of
Internal Affairs and Communications (2023)
defines filtering as a service that protects juvenile
generations from contact with illegal and harmful
information and helps them use the internet safely
and securely. The Act on Establishment of
Enhanced Environment for Youth’s Safe and
Secure Internet Use also stipulates that, in principle,
mobile phone operators are obliged to provide
filtering services when the user of internet
connection through mobile phones is a minor.
Filtering includes such functions as parental
controls, restrictions on app usage or usage time, as
well as the ability to block access to harmful

websites. Mobile phone carriers such as DoCoMo
(2023), KDDI (2023), and SoftBank (2023)
provide these services free of charge. Regarding the
effectiveness of filtering, the National Police
Agency (2018) reported that 91.6% (n = 1,540) of
victims of internet crimes did not use filtering
functions. Since filtering is used by only 30% of
mobile phone users, it can be predicted that filtering
can make a difference in preventing those crimes.
In this study, I examined the difference between age
and the presence or absence of filtering to test the
effectiveness of the technical aspect.

For the aspect,
information literacy can function to provide safety.
Orita et al (2016).
developing teaching materials using manga, and
their subsequent study managed to test the
effectiveness of using those materials for
information literacy education. However, these
studies focused on the extent to which participants

human education on

conducted research on

learned and retained knowledge about information
literacy and did not investigate whether such
knowledge actually resulted in the reduction of
NET risks through changes in behavior. The current
study directly examined the effectiveness of
information literacy education in more pragmatic
terms , Orita et al.(2010).

Lastly, on the social aspect of safety assurance,
Chiba et al(2014). surveyed 300 pairs of middle or
high school students with their mothers. They
found that while there was no correlation between
whether or not junior high or high school students
met strangers online and whether the students had
rules at home, when there were no family rules, the
students were more likely to be exposed to violent
images or videos as well as abusive language.
Additionally, children who were aware of the
family rules of avoiding suspicious or potentially
harmful websites were found to have less
experience seeing harmful information.

The Current Study
Participants and Survey Period

I conducted a Ilarge-scale survey and



quantitatively analyzed the responses. I sent out
questionnaire forms to public high schools in
Kanagawa Prefecture, Japan, in collaboration with
the Prefectural Board of Education. Individual
teachers distributed the questionnaires to students
in classrooms. After filling out the questionnaire,
the student responses were sealed in a special
envelope to prevent any spread of (potentially)
personal information. The responses were sent to
the KUMON Center at Tama University, Japan.
Any personal information collected in the survey
was handled in accordance with the ethics
guidelines of the university. The survey took place
between October and December of 2019, with a
total of 3,465 people (2,144 valid responses)
recruited from four public high schools.

Hypotheses based on Previous Surveys and
Research

The Target of Analysis

Based on the results of previous surveys and
research, this study investigated the effectiveness
of drawing on the three aspects of safety science
(technical, human, and organizational aspects) to
prevent NET luring that involves minors. While
existing research focused on only one aspect of
safety science, this study simultaneously examined
all three aspects. For the target of analysis, I
selected two dependent variables: (1) the previous
experience of receiving direct messages from a
stranger for a meet-up and (2) whether one can
appropriately respond to requests from a stranger
for sending one’s selfie. The justifications follow.

To quantify the incidents of NET luring, I
chose to measure the experience of receiving
solicitation messages over the past year (DM/Y
hereafter). Annually, approximately 2,000 people
experience assaults or other victimizations due to
NET luring. While it is desirable to examine the
incidents of assaults themselves, it is generally
difficult to estimate the number of people with such
experiences because asking to report the experience
can be psychologically traumatic to recollect. Even
if those questions adequately revealed the exact

degree of victimizations, the identification of
victimizations must always be followed by police
actions and psychological or clinical care for the
victims. These hurdles make it challenging to
directly examine the extent of victimizations
caused by NET luring. The survey study by the
LINE Mirai Foundation reported that 30.2% of
respondents answered yes to the question “Have
you experienced any of the following in the past
year? A stranger sent me a message on SNS or via
a messaging app saying they wanted to meet me.”
Compared to directly asking about the experience
of victimizations, I believed that this question
would yield a sufficient number of responses for

analysis.
Additionally, I  investigated  whether
respondents  (high  school students) can

appropriately handle the situation when they are
requested by a stranger to send their selfie. The
National Police Agency of Japan confirms that
requests for sending one’s selfies are as frequent
and risky as NET luring. Similar to the incidents of
NET luring, however, it is also difficult to recruit a
sufficient number of respondents through a
questionnaire by asking such questions as “I have
sent a nude picture of myself to a stranger.”
Additionally, police actions and psychological care
will also be necessary after finding incidents of
victimizations. Therefore, the current study instead
focused on whether students respond appropriately
to requests for a selfie, such as by refusing to send
or consulting with a parent, teacher, or counselor
(hereafter, this variable will be called SelfieRR:
selfie request response).

Factors Affecting the Target of Analysis

Based on the previous studies, I hypothesized
that the following five variables can influence the
dependent variables (DM/Y and SelfieRR): gender,
age, and the three aspects of safety assurance. For
gender, most victims of NET luring are females.
Hence, DM/Y, the experience of whether one has
received solicitation messages, is predicted to be
higher for women than men. As a predictor variable



in the subsequent multinomial logit analysis,
gender was defined as a dummy-coded categorical
variable, x; (0 for female, 1 for male).
Furthermore, I hypothesized that if one has posted
a photograph of his/her face on a SNS profile, the
person will have a higher value of DM/Y because
they would be more visible, especially if one is a
woman. This variable was defined as face photo,
x, ,dummy-coded as 1 if one has posted a selfie and
0 if one has not.

Regarding age, Toriumi et al. reported that
solicitation emails often asked one’s age and the
place of residence as the first question. This is
probably because the sender wants to avoid minors
due to the influence of the Youth Protection and
Development Ordinance. Since one’s age and date
of birth can be highly personal information and
difficult to manage, I instead focused on the school
grade at the time of the survey. It was predicted that
the frequency of DM/Y would be lower in the first
and second grades and higher in the third grade
because students in the first two grades are minors
(i.e., less than 18 years old). Being in the 3rd grade
was defined as x5 and coded as 1 if one was in the
3rd grade (or part-time 4th grade) and O if one was
in the 1st or 2nd grade.

Lastly, the three aspects of safety science were
expected to have an inhibitory effect on the
dependent variables. The technical aspect referred
to the use of content filtering, the human aspect
pertained to the experience of information literacy
education, and the organizational aspect concerned
the status of compliance with family rules on the
internet use. The experience of information literacy
education was hypothesized to reduce the risk of
NET luring, defined by education, x, , and
dummy-coded as 1 if one had experienced any
information literacy education and O if not. For
filtering, the National Police Agency of Japan
reported that more than 90% of the victims of NET
luring did not make use of any filtering services. In
this study, it was hypothesized that the use of
filtering would prevent potential risks of NET
luring. Filtering was defined as x5 and coded as 1

if one had installed filtering on his/her devices and
0 if one had not. For family rules, the Tokyo
Metropolitan Government reported that even if
students have rules at home on their internet use, a
high percentage of them do not follow the rules. I
hence hypothesized that actually following the
rules (rather than having the rules) would reduce
the risk of NET luring. It was defined as a dummy-
coded variable, x¢, with 1 if one followed family
rules and 0 if one did not.

Formulating the Hypotheses

The hypotheses discussed in the previous
section were formalized by the following equations
(Equation 1-3). Defining the dependent variables,
DM/Y and SelfieRR, as y; and y,, respectively,
as well as the independent variables of gender, face
photo, age, education, filtering, education, and
rules as x;_¢, the odds of DM/Y can be defined as
y1 = f(x.) and those of SelfieRR as y, = f (xp)
with the constant terms as b and a,,. The combined
influence of the predictors (x;_g) can be defined as

g(x):

6
g(x) =b +Zanxn

n=1

Hence, the odds ratio of the two dependent
variables in connection to the predictor variables
can be expressed as follows:

eg(xe)
1= 1 eobxo
eg(xp)
Y2 = 1— eg(xp)
Results

Descriptive statistics of data from this survey
were already reported and presented by the LINE
MIRALI Foundation (2019) In this chapter, I tested
the hypotheses using inferential statistics. Table 1
presents the proportion of students having some
experience of receiving a direct message from a



stranger (DM/Y) as well as being able to
appropriately handle a request to send a selfie.
Table 2 shows similar statistics but for the predictor
variables (gender, face photo, 3rd grade, education,
and filtering). Table 3 displays the proportion of
participants with different levels of following
family rules.

Table 1 : Percentage of Yes to the Dependent Variables

Proportion

DM/Y (y,) 20.0%
SelfieRR (y,) 74.2%
n=2144

Table 2: Percentage of Yes to the Predictor Variables

Proportion

Gender (x,) 50.9%
Face photo (x,) 31.0%
3rd grade (x3) 27.6%
Education (x,) 58.9%
Filtering (xs) 30.7%
n=2,144

Table 3: Percentage on Different Levels of Following

Rules

Proportion

Not followed 48.6%
Somewhat not followed 4.0%
Neither 7.4%
Somewhat protective 24.0%
Protective 16.1%
n=2144

To formally test the hypotheses, I conducted a
multinomial logit analysis based on Equation 2 and
3 using the mlogit package in the statistical
software R, created by Yves (2020). Table 4
presents the results for DM/Y. First, there was a
difference between male and female students (b = -
0.439, SE = 0.115) with males reporting less
experience than females (who had higher values of
DM/Y). DM/Y was also significantly higher for
those who published the photograph of their face (b
=0.262, SE=0.119), which can further increase the
frequency of experience for women. However,
those who followed any rules at home had
significant a lower chance of receiving messages (b
= -0.079, SE = 0.035). 3rd grade, education, and

filtering did not seem to have any influence on
DM/Y.

Table 4: Results of the Multinomial Logit Analysis on

DM/Y

Estimate  Std. Error AMPE
Intercept -1.119 0.138  -0.176  ***
Gender (x4) -0.439 0.115  -0.069 ***
Face photo (x;) 0.262 0.119 0.041 *
3rd grade (x3) -0.137 0.128  -0.022
Education (x,) 0.091 0.115 0.014
Filtering (x5) -0.152 0.123  -0.024
Rule (xg) -0.079 0.035 -0.012 *

#xp<(.001 **p<0.01 *p<0.05 and “.” for p<0.1

Similarly, Table 5 presents the summary of
results for SelfieRR. The analysis showed that
SelfieRR was significantly higher for those who
had some experience of information literacy
education (education: b = 0.289, SE = 0.104),
indicating that knowledge of information literacy
can help students more appropriately respond to a
request for sending selfies. The same pattern of
results was also observed for filtering (b = 0.387,
SE = 0.117) and rules (b = 0.096, SE = 0.032),
suggesting that those who had installed filtering on
their mobile device or followed family rules had a
higher chance of appropriately responding to the
requests. Lastly, male students were found to be
less likely to deal with the requests with appropriate
responses.

Table 5: Results of the Multinomial Logit Analysis on

SelfieRR

Estimate Std. Error AMPE
Intercept 1.176 0.132  0.215 ***
Gender (x;) -0.739 0.109 -0.135 ***
Face photo (x;) -0.212 0.116  -0.039
3rd grade (x3) -0.190 0.113  -0.035
Education (x,) 0.289 0.104  0.053 **
Filtering (x5) 0.387 0.117  0.071 ***
Rule (xg) 0.096 0.032 0.018 **

#xp<(.001 **p<0.01 *p<0.05 and “.” for p<0.1

In summary, for gender differences, DM/Y was
found to be higher for female students. This was
further the case if those female students published



a photograph of their face, which made it possible
for strangers to identify that they were a woman.
Hence, being a woman and being identified as a
woman can lead to the internet troubles such as
NET luring. In terms of school grades, there was no
significant difference between 3rd grade students
and Ist and 2nd grade students. Hence, there was
no indication in data that 3rd grade high school
students were more likely to be targeted by
strangers. With respect to the three aspects of safety
science, DM/Y was significantly lower when
students followed a family rule on the internet use;
SelfieRR was significantly higher when students
had received any information literacy education,
installed filtering on their device, or followed a rule
at home.

Discussion

In this study, I examined high school students’
experiences in receiving direct messages from a
stranger (DM/Y) and whether they can
appropriately respond to requests from a stranger to
send their selfies (SelfieRR). For DM/Y,
considering that many victims of online kidnapping
are women, publishing a photograph of one’s face
can be thought to increase the risk of NET luring
(as reflected in the increase in DM/Y, see Table 4)
because the picture allows strangers to identify one
as a woman. Unfortunately, providing information
literacy education or using the filtering functions
did not seem to mitigate the risks. This may be
attributed to the fact that DM/Y is a type of passive
experience; that is, there is usually no way but to
receive direct messages (unless one blocks the
sender’s account, which is impossible to do
preemptively). This can also mean that senders
usually send messages indiscriminately to people
who they can identify as women. For this reason, it
is necessary to take control measures such as
encouraging women not to let their female identity
be visible, and information literacy education and
setting household rules can be used to raise their
awareness. Additionally, one should also avoid
unnecessarily registering and disclosing one’s

gender on SNS. Lastly, results showed that DM/Y
did not differ between 3rd and 1st-2nd graders. This
may be due to the fact that there is actually not
much age difference between those two grade
groups. Since DM/Y was the reported experience in
the past one year, there may not have been any
significant difference in the grades. Analysis of the
effects of age hence would require a much wider
range of ages to be sampled.

As with DM/Y, men had a significantly lower
chance of responding to requests to send a selfie
appropriately (see results for SelfieRR in Table 5).
This may be because female students tend to be the
victims of NET luring, and they may have more
experience in dealing with the situation, whereas
males were less aware of the issue due to their
smaller chance of victimization. However, this does
not mean that men are not victimized in NET luring.
Information literacy education can be critical in this
respect to provide opportunities for male students
to become aware of the issue. In this connection,
results showed all three aspects of safety science
(education, filtering, and family rules) are effective
in increasing the chance of SelfieRR. This
contrasting difference from that of DM/Y may be
because SelfieRR by nature is an active response to
engage with the trouble, which contrasts with
DM/Y, which is a passive incident. However, it is
also possible to project that the three aspects of
safety science themselves are effective in
controlling trouble such that minors who receive
literacy education, install filtering, and follow
family rules do not engage in such risky behaviors.
In the future, it is critical to focus on what factors
may encourage students to follow the three aspects
of safety science.

Conclusion
With the spread of the internet and
smartphones, the web environment surrounding
minors has changed significantly. In particular, due
to the rapid spread of SNS, there are many
unknowns risks associated with the of the internet
for minors. In this study, I analyzed the frequency



of receiving direct messages from a stranger and
one’s ability to appropriately respond to a request
from a stranger by distributing a questionnaire
survey among high school students. I focused on
the impact of the following three aspects: gender,
age, and safety science. As a result, I found that
DM/Y was significantly higher among women who
disclosed their face photos, significantly lower
when they followed household rules on the internet
use; SelfieRR was lower among men, and
significantly higher when there were three elements
of safety science in place. These results indicated
that the three aspects of safety science, namely
information literacy education, installation of
filtering, and adherence to household rules, may be
effective in reducing NET risk.

On the other hand, it can be predicted that
while women had a higher rate of getting direct
messages from a stranger, men were less able to
appropriately respond to requests for sending a
selfie, and probably, they should exhibit a higher
proportion of actually sending the picture. As
information literacy education, installation of
filtering, and following domestic rules were to
found to be effective, it is necessary to set up
profiles (in SNS) that do not disclose one’s gender
and this can be discussed in family rules as well as
in literacy education.
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Attachment

Questions used in this study

(1) In the past year, have you ever received a
message from a stranger asking you to meet them?
1 Yes

2 None

(2) What would you do if someone you became
close to online asked for a photo of you?

1. Send because you trust

2. Send a photo that does not identify you

3. Decline

4. Talk to an adult, such as a parent or teacher
5. Others

6. I don't know

(3) Gender

man

woman

I don't want to answer

(4) Do you disclose your personal information on
social networking sites or messaging services?

1. Yes

2.No

(5) Grade
Freshman

2nd Grade

3rd Grade
Part-time 4th grade

(6) Have you taken any courses on mobile phones
or the Internet at school in the past year?

1. Yes

2.No

(7) Is filtering set up on your phone?
1. Yes
2. No

(8) Do you follow the rules for using mobile
phones and computers at home?




