~ A Service of
’. b Leibniz-Informationszentrum

.j B I l I Wirtschaft
) o o o Leibniz Information Centre
Make YOUT PUbllCCltlonS VZSlble. h for Economics ' '

Drechsler, J6rg; Dundler, Agnes; Bender, Stefan; Rassler, Susanne; Zwick, Thomas

Working Paper
A new approach for disclosure control in the IAB

Establishment Panel: multiple imputation for a better data
access

IAB-Discussion Paper, No. 11/2007

Provided in Cooperation with:
Institute for Employment Research (IAB)

Suggested Citation: Drechsler, J6rg; Dundler, Agnes; Bender, Stefan; Rassler, Susanne; Zwick,
Thomas (2007) : A new approach for disclosure control in the IAB Establishment Panel: multiple
imputation for a better data access, IAB-Discussion Paper, No. 11/2007, Institut fuir Arbeitsmarkt-
und Berufsforschung (IAB), Niirnberg

This Version is available at:
https://hdl.handle.net/10419/31918

Standard-Nutzungsbedingungen: Terms of use:

Die Dokumente auf EconStor durfen zu eigenen wissenschaftlichen Documents in EconStor may be saved and copied for your personal
Zwecken und zum Privatgebrauch gespeichert und kopiert werden. and scholarly purposes.

Sie durfen die Dokumente nicht fiir 6ffentliche oder kommerzielle You are not to copy documents for public or commercial purposes, to
Zwecke vervielféltigen, 6ffentlich ausstellen, 6ffentlich zugénglich exhibit the documents publicly, to make them publicly available on the
machen, vertreiben oder anderweitig nutzen. internet, or to distribute or otherwise use the documents in public.
Sofern die Verfasser die Dokumente unter Open-Content-Lizenzen If the documents have been made available under an Open Content
(insbesondere CC-Lizenzen) zur Verfiigung gestellt haben sollten, Licence (especially Creative Commons Licences), you may exercise
gelten abweichend von diesen Nutzungsbedingungen die in der dort further usage rights as specified in the indicated licence.

genannten Lizenz gewahrten Nutzungsrechte.

Mitglied der

WWW.ECONSTOR.EU mégég


https://www.econstor.eu/
https://www.zbw.eu/
http://www.zbw.eu/
https://hdl.handle.net/10419/31918
https://www.econstor.eu/
https://www.leibniz-gemeinschaft.de/

IAB DiscussionlPaper

Beitrdge zum wissenschaftlichen Dialog aus dem Institut fir Arbeitsmarkt- und Berufsforschung

No. 11/2007

A New Approach for Disclosure
Control in the IAB Establishment
Panel

Multiple Imputation for a Better Data
Access

Jorg Drechsler, Agnes Dundler, Stefan Bender,

Susanne Rassler, and Thomas Zwick

Bundesagentur fiir Arbeit



IABDiscussionPaper No. 11/2007 2

A New Approach for Disclosure Control in
the IAB Establishment Panel

Multiple Imputation for a Better Data Access:

Jorg Drechsler*, Agnes Dundler*, Stefan Bender*,
Susanne Réssler*, and Thomas Zwick**

* Institute for Employment Research (I1AB), Regensburger Strafe 104,
90478 Nlrnberg, Germany
Joerg.Drechsler@iab.de, Agnes.Dundler@iab.de,
Stefan.Bender@iab.de, Susanne.Raessler@iab.de
** Centre for European Economic Research (ZEW), L 7, 1,
68161 Mannheim, Germany
zwick@zew.detor

Auch mit seiner neuen Reihe ,,IAB-Discussion Paper* will das Forschungsinstitut der Bundesagentur
fur Arbeit den Dialog mit der externen Wissenschaft intensivieren. Durch die rasche Verbreitung von
Forschungsergebnissen Uber das Internet soll noch vor Drucklegung Kritik angeregt und Qualitét
gesichert werden.

Also with its new series "IAB Discussion Paper" the research institute of the German Federal
Employment Agency wants to intensify dialogue with external science. By the rapid spreading
of research results via Internet still before printing criticism shall be stimulated and quality shall
be ensured.

! The research provided in this paper is part of the project “Wirtschaftsstatistische Paneldaten und
faktische Anonymisierung* financed by the Federal Ministry for Education and Research (BMBF)
and conducted by the following institutes: Federal Statistical Office Germany, Statistical Offices of
the L&nder, Institute for Applied Economic Research (IAW), Centre for European Economic Re-
search (ZEW), Institute for Employment Research (IAB). For more information about this project
see for instance Ronning and Rosemann (2006) or Ronning et al. (2005). We thank our project
partners and the participants of the “UNECE Conference on Data Editing and Imputation”, 25.09-
27.09.2006 in Bonn and “The Conference on Privacy in Statistical Databases 067, 13.12.-
15.12.2006 in Rome, and especially J.M. Abowd, T.E. Raghunathan, D.B. Rubin and J.P. Reiter for
their helpful comments on the paper.



mailto:Joerg.Drechsler@iab.de
mailto:Agnes.Dundler@iab.de
mailto:Stefan.Bender@iab.de
mailto:Susanne.Raessler@iab.de
mailto:zwick@zew.detor

IABDiscussionPaper No. 11/2007 3

Contents

Y 0 1S = o 4
1 INErOdUCTION ... eeean 5
2 Multiple ImpuUtation ... e 6
2.1 Multiple Imputation for Missing Data........cccceeiiiiiiiiiiiiiieeneannn. 6
2.2 Fully SynthetiC Datasets ... 8
0 B N TS I = = S < 9
3.1 The German Social Security Data .......cccccviiiiiiiiiiii e, 9
3.2 The IAB Establishment Panel ... 10
4  Application to the IAB Establishment Panel ...l 11
4.1 Generating Synthetic datasets ... 11
4.2 Drawing a New Sample from the German Social Security Data ....... 12
5 Comparison Between the Original and the Imputed Dataset........... 13
5.1 A regression by Zwick (2005) as a means of evaluation................. 13
5.2 Results from the Fully Synthetic Datasets..........ccccevvvviiiiiiiiiin.... 15
6  Assessing the Disclosure RiSK ... 17
7  Concluding RemarKs. ... 21

Y 0 & 1= Lo | 25



IABDiscussionPaper No. 11/2007 4

Abstract

For micro-datasets considered for release as scientific or public use files,
statistical agencies have to face the dilemma of guaranteeing the confi-
dentiality of survey respondents on the one hand and offering sufficiently
detailed data on the other hand. For that reason a variety of methods to
guarantee disclosure control is discussed in the literature. In this paper,
we present an application of Rubin’s (1993) idea to generate synthetic
datasets from existing confidential survey data for public release. We use
a set of variables from the 1997 wave of the German IAB Establishment
Panel and evaluate the quality of the approach by comparing results from
an analysis by Zwick (2005) with the original data with the results we
achieve for the same analysis run on the dataset after the imputation pro-
cedure. The comparison shows that valid inferences can be obtained using
the synthetic datasets in this context, while confidentiality is guaranteed
for the survey participants.

JEL-Classification: C11, C13, C49, C53

Keywords: confidentiality; multiple imputation; statistical disclosure con-
trol; 1AB Establishment Panel; synthetic datasets
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1 Introduction

In recent years, the public demand for micro data increased dramatically.
But statistical agencies face the dilemma that, although they might be
willing to provide all the information required, a release of the datasets
might not be possible for confidentiality reasons. The natural interest of
enabling as much research as possible with the collected data has to stand
back behind the confidentiality guaranteed to the survey respondent:
Once the confidentiality is in doubt, potential respondents might be less
willing to provide sensitive information, might give wrong answers on pur-
pose or might even be unwilling to participate at all - with devastating
consequences for the quality of the data collected (Lane 2005).

For that reason, a variety of methods for disclosure control has been de-
veloped to provide as much information to the public as possible, while
satisfying the disclosure restrictions needed to maintain the quality of the
collected data (Willenborg and de Waal, 2001, Abowd and Lane, 2004).
Especially for German establishment datasets a broad literature on pertur-
bation techniques with different approaches can be found (for example
Brand 2000, Brand 2002, Brand et al. 1999, Gottschalk 2005, Rosemann
2006). However, information loss is a disadvantage for some of these ap-
proaches, while for others, the analyst needs to know the techniques used
for perturbation or some special software is necessary to achieve valid in-
ferences.

This paper discusses an application of Rubin’s (1993) approach to gener-
ate synthetic datasets to a panel of establishments in Germany (the IAB
Establishment Panel)'. Rubin suggests to treat all the observations from
the sampling frame that are not part of the sample as missing data and to
impute them according to the multiple imputation framework. Afterwards,
several simple random samples from these fully imputed datasets are re-
leased to the public. Because all imputed values are random draws from
the posterior predictive distribution of the missing values given the ob-

LA slightly modified approach suggested by Little (1993), where only sensitive variables
or variables that bear a high risk of disclosure are replaced, has been adopted for
some datasets in the US (see for example Abowd and Woodcock, 2001 or Kennickell,
1997).
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served values, disclosure of sensitive information is impossible, especially
if the released dataset doesn’t contain any real data.

For our application, we use a set of variables from the 1997 wave of the
IAB Establishment Panel and compare results from a regression run by
Zwick (2005) on the original panel with results achieved with the synthetic
datasets. We demonstrate that valid statistical inferences can be obtained
in this context, while for an intruder, who is interested in the true answers
given by a single respondent, the synthetic datasets don’t provide any
useful information.

The remainder of this paper is organized as follows: Section 2 provides a
short overview of the multiple imputation framework and its modifications
for disclosure control. Section 3 introduces the two datasets used. Section
4 describes the application of the synthetic data approach to the IAB Es-
tablishment Panel. Section 5 evaluates this approach by comparing results
from an analysis by Zwick (2005) with the original data with results
achieved for the same analysis run on the dataset after the imputation
procedure. Section 6 discusses the possible disclosure risk that remains
when releasing the synthetic data. The paper concludes with some final
remarks.

2 Multiple Imputation
2.1 Multiple Imputation for Missing Data

Missing data is a common problem in surveys. To avoid information loss
by using only completely observed records, several imputation techniques
have been suggested. Multiple imputation, introduced by Rubin (1978)
and discussed in detail in Rubin (1987, 2004), is an approach that retains
the advantages of imputation while allowing the uncertainty due to impu-
tation to be directly assessed. With multiple imputation, the missing val-
ues in a dataset are replaced by m > 1 simulated versions, generated ac-
cording to a probability distribution for the true values given the observed
data. More precisely, let Yops be the observed and Y the missing part of
a dataset Y, with Y=(Ymis, Yobs), then missing values are drawn from the
Bayesian posterior predictive distribution of (Ymis|Yors), Or an approxima-
tion thereof. Typically, m is small, such as m = 5. Each of the imputed
(and thus completed) datasets is first analyzed by standard methods de-
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signed for complete data; the results of the m analyses are then combined
in a completely generic way to produce estimates, confidence intervals
and tests that reflect the missing-data uncertainty. In this paper, we dis-
cuss analysis with scalar parameters only, for multidimensional quantities
see Little and Rubin (2002, Section 10.2).

To understand the procedure of analyzing multiply imputed datasets, think
of an analyst interested in an unknown scalar parameter 6, where 6 could
be e.g. the mean of a variable, the correlation coefficient between two
variables or a regression coefficient in a linear regression.

Inferences for this parameter for datasets with no missing values usually
are based on a point estimate ¢, an estimate for the variance of ¢, V and
a normal or Student’s t reference distribution. For analysis of the imputed
datasets, let éi and v; for i=1,..m be the point and variance estimates for

each of the m completed datasets. To achieve a final estimate over all im-
putations, these estimates have to be combined using the combining rules
first described by Rubin (1978).

For the point estimate, the final estimate simply is the average of the m

. . - 1m- . . . .
point estimates 6y, =EZ¢9i with i=1,..m. Its variance is estimated by
i=1

T=W+@1+m™)B, where W:m*12219| is the “within-imputation” variance
B:le(éi_éw)z is the “between-imputation” variance, and the factor
m-143

(1+m™) reflects the fact that only a finite number of completed-data esti-
mates ¢,, i=1,...m is averaged together to obtain the final point estimate.
The quantity y=(1+m™)B/T estimates the fraction of information about 6

that is missing due to nonresponse.

Inferences from multiply imputed data are based on §,,, T, and a Stu-
dent’s t reference distribution. Thus, for example, interval estimates for 6
have the form 6, £tl-a /2T , where t(l—«/2) is the (1-a/2) quantile of
the t distribution. Rubin and Schenker (1986) provided the approximate

value v, =(m-1)7*for the degrees of freedom of the t distribution, under

the assumption that with complete data, a normal reference distribution
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would have been appropriate (that is, the complete data would have had
large degrees of freedom). Barnard and Rubin (1999) relaxed the assump-
tion of Rubin and Schenker (1986) to allow for a t reference distribution

with complete data, and suggested the value v, = (v " +v,, )" for the de-

obs
grees of freedom in the multiple-imputation analysis, where
Ve = A=) Voo ) Voo + D (v, +3) @and v, denotes the complete-data degrees

of freedom.

2.2 Fully Synthetic Datasets

In 1993, Rubin suggested to create fully synthetic datasets based on the
multiple imputation framework. His idea was, to treat all units in the
population that have not been selected in the sample as missing data,
impute them according to the multiple imputation approach and draw
simple random samples from these imputed populations for release to the

public.
For illustration, think of a dataset of size n, sampled from a population of

size N. Suppose further, the imputer has information about some variables
X for the whole population, for example from census records, and only the
information from the survey respondents for the remaining variables Y.
Let Yinc be the observed part of the population and Yex the nonsampled
units of Y. For simplicity, assume that there are no item-missing data in
the observed dataset.

Now the synthetic datasets can be generated in two steps: First, construct
m imputed synthetic populations by drawing Yexc m times independently
from the posterior predictive distribution f(Yexc|X,Yinc) for the N-n unob-
served values of Y. If the released data should contain no real data for Y,
all N values can be drawn from this distribution. Second, make simple
random draws from these populations and release them to the public. The
second step is necessary as it might not be feasible to release m whole
populations for the simple matter of data-size. In practice, it is not man-
datory to generate complete-data populations. The imputer can make ran-
dom draws from X in a first step and only impute values of Y for the
drawn X.

The analysis of the m simulated datasets follows the same lines as the
analysis after multiple imputation (MI) for missing values in regular data-
sets (see Section 2.1). However, the calculation of the total variance
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slightly differs from the calculation of the total variance in Ml settings for
treating missing data:

var(@,,) =T, :mT”B W

This difference is due to the additional sampling from the synthetic units
for fully synthetic datasets. Hence, the variance B between the datasets
already reflects the variance within each imputation. For a formal justifica-
tion see Raghunathan et al. (2003).

If m is large, inferences can be based on normal distributions. For moder-
ate m, a t reference distribution is more adequate. The degrees of free-
dom are given by

A+m™1B

v, =(m-)@A-r1)? where r= W

A disadvantage of this variance estimate is that it can become negative.
For that reason, Reiter (2002) suggests a slightly modified variance esti-
mator that is always positive:

T, = max(O,Tf)+5(nSny”W) , Where 0=1 if T;<0, and =0 otherwise.

Here, nsyn is the number of observations in the released datasets sampled
from the synthetic population.

3 The Datasets?

For the imputation of the IAB Establishment Panel, we use additional in-
formation from the German Social Security Data. In the following Section
both datasets will be described in detail.

3.1 The German Social Security Data

The German employment register contains information on all employees
covered by social security. The basis of the German Social Security Data
(GSSD) is the integrated notification procedure for the health, pension and

2 This chapter follows the description given in Alda, Bender & Gartner (2005).
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unemployment insurances, which was introduced in January 1973.° This
procedure requires employers to notify the social security agencies about
all employees covered by social security.

As by definition the German Social Security Data only includes employees
covered by social security - civil servants and unpaid family workers for
example are not included - approx. 80% of the German workforce* are
represented. However, the degree of coverage varies considerably across
the occupations and the industries.

The notifications of the GSSD include for every employee, among other
things, the workplace and the establishment identification number. We
use this number to match the selected establishment characteristics ag-
gregated from the employment register with the 1AB Establishment Panel.
As we use the 1997 wave of the panel, data are taken from the register
for June, 30th 1997 (see Figure 5 in the Appendix for all characteristics
used).

3.2 The IAB Establishment Panel

The IAB Establishment Panel® is based on the employment statistics ag-
gregated via the establishment number as of 30 June of each year. Con-
sequently the panel only includes establishments with at least one em-
ployee covered by social security. The sample is drawn following the prin-
ciple of optimum stratification. The stratification cells are defined by ten
classes for the size of the establishment, 16 classes for the region, and 16
classes for the industry®. These cells are also used for weighting and ex-
trapolation of the sample. The survey is conducted by interviewers from
TNS Infratest Sozialforschung. For the first wave, 4,265 establishments
were interviewed in Western Germany in the third quarter of 1993. Since
then the Establishment Panel has been conducted annually — since 1996
with over 4,700 establishments in Eastern Germany in addition. The re-

On the structure of the insurance number and on the data office of the pension insur-
ance providers cf. Steeger (2000).

An overview of the data is given in Bender, Hass, and Klose (2000), a detailed de-
scription can be found in Bender, Hilzendegen, Rohwer, and Rudolph (1996).

The approach and structure of the establishment panel are described for example by
Bellmann (2002) and Kalling (2000).

From 2000 onwards 20 industry classes are used.
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sponse rate of units that have been interviewed repeatedly is over 80%.
Each year, the panel is accompanied by supplementary samples and fol-
low-up samples to include new or reviving establishments and to compen-
sate for panel mortality. The list of questions contains detailed information
about the firms’ personnel structure, development and personnel policy.
An overview of available information in 1997 is listed in the Appendix, Fig-
ure 5.

4 Application to the 1AB Establishment Panel
4.1 Generating Synthetic datasets

In a first step, we only impute values for a set of variables from the 1997
wave of the IAB Establishment Panel. As it is not feasible to impute values
for the millions of establishments contained in the German Social Security
Data for 1997, we sample from this frame, using the same sampling de-
sign as for the IAB Establishment Panel: Stratification by establishment
size, region and industry (see Table 4 in the Appendix for an example).
Every stratum contains the same number of units as the observed data
from the 1997 wave of the Establishment Panel. We gain further informa-
tion by adding variables from the German Social Security Data and match-
ing these variables to the observations in the Establishment Panel via es-
tablishment identification number. After matching, every dataset is struc-
tured as follows: Let N be the total number of units in the newly gener-
ated dataset, that is the number of units in the sample ns plus the number
of units in the panel n,, N=ns+n,. Let X be the matrix of variables with
information for all observations in N. Then X consists of the variables es-
tablishment size, region and industry and the variables added from the
German Social Security Data (see Figure 5 in the Appendix). Let Y be the
selected variables from the Establishment Panel, with Y=(Yin, Yexc), Where
Yinc are the observed values from the Establishment Panel and Yy are the
hypothetic missing data for the newly drawn values in X (see Figure 1).

Fig. 1. The full M1 approach for the 1AB Establishment Panel

missing data

A
(s N

data from the Y
new sample exc

X : Y. data from the IAB
1 INnc

Establishment Panel
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Now, values for the missing data can be imputed as outlined in Section 2
by drawing Yexc m times independently from the posterior predictive distri-
bution f(Yexc|X, Yinc) for the N-n, unobserved values of Y.

After the imputation procedure, all observations from the Establishment
Panel are omitted and only the imputed values are kept for analysis. Re-
sults from this analysis can be compared with the results achieved with
the real data.

4.2 Drawing a New Sample from the German Social Secu-
rity Data

Due to panel mortality a supplementary sample has to be drawn for the
IAB Establishment Panel every year. In the 1997 wave, this supplemen-
tary sample primarily consisted of newly founded establishments because
in that year the questionnaire had a focus on new foundations. Therefore,
start-ups are overrepresented in the sample. Arguably, answers from
these establishments differ systematically from the answers provided by
establishments existing for several years. Drawing a new sample without
taking this oversampling into account could lead to a sample after imputa-
tion that differs substantially from that in the Establishment Panel.

For simplicity reasons, we define establishments not included in the Ger-
man Social Security Data before July 1995 as new foundations and delete
them from the sampling frame and the Establishment Panel. For the 1997
wave of the Establishment Panel, this means a reduction from 8,850 to
7,610 observations. In a later stadium of the project, we will analyse the
influence of new foundations on answers given in the survey.

Additionally, we have to make sure that every establishment in the survey
is also represented in the German Social Security Data for that year.
Merging the two datasets using the establishment identification number
reveals that 278 units from the panel are not included in the employment
statistics. These units are also omitted leading to a final sample of 7,332
observations.

Furthermore, we have to verify that the stratum parameters size, industry
and region match in both datasets. Merging indicates that there are some
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differences between the two records. If the datasets differ, values from
the employment statistics are adopted.

Cross tabulation of the stratum parameters for the 7,332 observations in
our sample provides a matrix containing the number of observations for
each stratum. For example, one cell of the matrix contains companies
specialized in investment goods that are located in Berlin-West with 20 to
49 employees (see Table 4 in the Appendix). Now, a new dataset can be
generated easily by drawing establishments from the German Social Secu-
rity Data according to this matrix.

5 Comparison Between the Original and the Im-
puted Dataset

5.1 A regression by Zwick (2005) as a means of evalua-
tion

To evaluate the guality of the synthetic data, we compare analytic results

achieved with the original data with results from the imputed data. Basis

iIs an analysis by Thomas Zwick: ‘Continuing Vocational Training Forms

and Establishment Productivity in Germany’ published in the German

Economic Review, Vol. 6(2), pp. 155-184 in 2005.

Zwick analyses the productivity effects of different continuing vocational
training forms in Germany. He argues that vocational training is one of the
most important measures to gain and keep productivity in a firm. For his
analysis he uses the waves 1997 to 2001 from the IAB Establishment
Panel.

In 1997 and 1999 the Establishment Panel included the following addi-
tional question that was asked if the establishment did support continuous
vocational training in the first part of 1997 or 1999 respectively: ‘For
which of the following internal or external measures were employees ex-
empted from work or were costs completely or partly taken over by the
establishment?’ Possible answers were: formal internal training, formal
external training, seminars and talks, training on the job, participation at
seminars and talks, job rotation, self-induced learning, quality circles, and
additional continuous vocational training. Zwick examines the productivity
effects of these training forms and demonstrates that formal external
training, formal internal training and quality circles do have a positive im-
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pact on productivity. Especially for formal external courses the productiv-
ity effect can be measured even two years after the training.

To detect why some firms offer vocational training and others not, Zwick
runs a probit regression using the 1997 wave of the Establishment Panel.
The regression (see Table 5 in the Appendix for details) shows that estab-
lishments increase training if they expect to lose workers. One reason
could be that the market for skilled labour in Germany is small and estab-
lishments have difficulties in finding new skilled workers. Furthermore, es-
tablishments tend to offer more training if high qualification needs are ex-
pected. This is also the case if establishments give a higher priority to ad-
ditional apprenticeship training and continuing vocational training efforts
instead of hiring externally qualified employees when they have vacancies
for skilled jobs. Larger establishments tend to qualify employees more of-
ten because they usually have own training departments and can there-
fore train workers more efficiently. For firms with a high share of qualified
employees, state-of-the-art technical equipment or investments in infor-
mation and communication technology (IT) it is also essential to offer
more training. Collective wage agreements are often associated with
fringe benefits such as training, while works councils usually attach high
importance to continuing vocational training. Therefore both have a posi-
tive effect on the amount of training offered.

In the regression, Zwick uses two variables (investment in IT and the co-
determination of the employees) that are only included in the 1998 wave
of the Establishment Panel. Moreover, he excludes some observations
based on information from other years. As we impute only the 1997 wave
eliminating newly founded establishments, we have to rerun the regres-
sion, using all observations except for newly founded establishments and
deleting the two variables which are not part of the 1997 wave. Results
from this regression are given in Table 6 in the Appendix and it is evident
that the new regression differs only slightly from the original regression.
All the variables significant in Zwick’s analysis are still significant. Only for
the variable “high number of maternity leaves expected”, the significance
level decreases from 1% to 5%.
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5.2 Results from the Fully Synthetic Datasets

For his analysis, Zwick runs the regression only on units with no missing
values for the regression variables, loosing all the information on estab-
lishments that did not respond to all questions used. This might lead to
biased estimates if the assumption of a missing pattern that is completely
at random (see for example Rubin 1987) does not hold.

For that reason, we compare the regression results from the synthetic
datasets that by definition have no missing values, with the results, Zwick
would have achieved if he would have run his regression on a dataset with
all the missing values multiply imputed.

To create the synthetic datasets we draw ten new samples from the Ger-
man Social Security Data as described in Section 4.2 and impute every
sample ten times using chained equations as implemented in the software
IVEware by Raghunathan, Solenberger and Hoewyk. For the imputation
procedure we use 26 variables from the GSSD and reduce the number of
panel variables to be imputed to 48 to avoid multicollinearity problems.
Comparing results from Zwick™s regression run on the original data and
on the synthetic data are presented in Table 1.

All estimates are very close to the estimates from the real data and except
for the variable “high number of maternity leaves expected”, for which the
significance level decreases to 5% in the synthetic data, remain significant
on the same level when using the synthetic data. For all the variables ex-
cluding the dummy variable that indicates establishments with 200 to 499
employees, the “true” value from the original dataset lies in the 95% con-
fidence interval of the estimates from the synthetic datasets. This estab-
lishment size variable together with the dummy variable for establish-
ments with more than 1,000 employees are the only two variables, for
which the absolute deviation between the estimates from the two datasets
is higher than 0.1 (0.152 and 0.187 respectively). Obviously Zwick would
have come to the same conclusions in his analysis, if he would have used
the synthetic data instead of the real data.
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Table 1: Comparison between the regression coefficients from the real
data and the coefficients from the synthetic data

Coeff.from Coeff.from

Exogenous variables org. data synth. data Bsyn = Borg
Redundancies expected 0.250™" 0.251°" 0.001
Many employees are expected to be on ma- 0.266" 0.244" 20.021
ternity leave )

High qualification need exp. 0.648"" 0.625"" -0.023
Apprenticeship training reaction on skill 0.113" 0.147" 0.034
shortages

Training reaction on skill shortages 0.527"" 0.523"" -0.004
Establishment size 20-199 0.686 " 0.645"" -0.041
Establishment size 200-499 1.355™" 1.203™" -0.152
Establishment size 500-999 1.3477 1.3407 -0.007
Establishment size 1000 + 1.964™"" 1.778" -0.187
Share of qualified employees 0.778"" 0.820" 0.043
State-of-the-art technical equipment 0.169™" 0.168"" -0.001
Collective wage agreement 0.254™" 0.313™" 0.059
Apprenticeship training 0.484™" 0.406"" -0.078
Pseudo R? 0.32 0.30

Number of observations 7,332 7,332

15 sector dummies and East Germany dummy Yes

Notes: " Significant at the 0.1% level,”™ Significant at the 1% level, * Significant at the 5% level; the stan-

dard errors are heteroscedasticity-corrected.

Source: 1AB Establishment Panel 1997 without newly founded establishments and establishments not repre-
sented in the employment statistics of the German Federal Employment Agency; regression according
to Zwick (2005)

A closer look at the variables used in the analysis further confirms the
good quality of the imputation results. Table 2 compares the means for
these variables in both datasets. For most of them, the relative deviation
of the means is lower than five percent. Only the variable that indicates if
many employees are expected to be on maternity leave shows a devia-
tion, that is more than 10%, but one has to bear in mind the low percent-
age of establishments that expect this to happen (7.37% in the original
data). Therefore a relative deviation of 14.34% stems from an absolute
deviation that is lower than 0.01. In general the absolute deviation is very
low, never higher than 0.05, once more underlining the good results
achievable with the synthetic data.
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Table 2. Comparison between the means from the real data and the
means from the synthetic data for the variables used by Zwick

survey synthetic relative absolute

Regression variables . o
9 mean data mean deviation deviation

training yes/no 0.7070 0.7109 0.55% 0.0039
Redundancies expected 0.2239 0.2223 -0.75% -0.0017
Many employees are expected to be 0.0645 0.0737 14.34% 0.0092
on maternity leave

High qualification need exp. 0.1550 0.1551 0.02% 0.0001
Apprenticeship training reaction on 0.3619 0.3655 1.00% 0.0036
skill shortages

Training reaction on skill shortages 0.4494 0.4678 4.10% 0.0184
Establishment size 20-199 0.3973 0.4043 1.77% 0.0070
Establishment size 200-499 0.1348 0.1439 6.78% 0.0091
Establishment size 500-999 0.0745 0.0769 3.30% 0.0025
Establishment size 1,000 + 0.0942 0.0977 3.71% 0.0035
Share of qualified employees 0.6740 0.6271 -6.96% -0.0469
State-of-the-art technical equipment  0.6512 0.6861 5.35% 0.0349
Collective wage agreement 0.7643 0.7535 -1.41% -0.0108
Apprenticeship training 0.6141 0.6247 1.73% 0.0106

These results indicate that valid statistical inferences can be achieved us-
ing the synthetic datasets, but is the confidentiality of the survey respon-
dents guaranteed? In our case disclosure of potentially sensitive informa-
tion is possible, when the following two conditions are fulfilled:

1. An establishment is included in the original dataset and in at least
one of the newly drawn samples.

2. The original values and the imputed values for this establishment
are nearly the same.

6 Assessing the Disclosure Risk

Re-identification of survey respondents can be achieved by intruders if
they link external datasets (for example publicly available business or
credit information databases) containing specific characteristics and
names with the confidential survey data, hoping to get a single match. To
determine the disclosure risk in our setting it is necessary to find out, how
many of the establishments from the original IAB Establishment Panel
(wave 1997) are also contained in the synthetic datasets and how close
the imputed values of these establishments are to the original ones.
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As described in Section 5.2 we draw ten new samples from the sampling
frame and impute every sample 10 times, ending up with 100 imputed
datasets that have to be examined. 61.0 percent of the establishments
included in the original survey do not occur in any of the 10 new drawn
samples. 14.9 percent are contained in one of the 10 samples while only
5.5 percent can be found more than five times (see Table 3). Larger es-
tablishments have a higher probability of inclusion in the original survey
(for some of the cells of the stratification matrix this probability is close to
one). Since we use the same sampling design for drawing new establish-
ments for our synthetic datasets, this means that larger establishments
also have a higher probability to be included in the original survey and in
at least one of the new samples. Keeping that in mind, having only 25%
of establishments between 200-999 employees and 49% of establish-
ments with 1000+ employees in at least one of the new samples is a very
good result in terms of data confidentiality (see Figure 2).

Table 3: Establishments from the 1AB-Establishment Panel that also oc-
cur in at least one of the new samples

Occurrence in Number of Percentage

the sample(s) Records
None 4,469 61.0%
1 1,091 14.9%
2 535 7.3%
3 362 4.9%
4 275 3.8%
5 199 2.7%
6 144 2.0%
7 89 1.2%
8 53 0.7%
9 32 0.4%
10 83 1.1%

Total 7,332 100%
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Fig. 2: Occurrence of establishments already included in the original sur-
vey by establishment size
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The second step of our evaluation takes a closer look at the establish-
ments from the survey that appear at least once in the newly drawn sam-
ples. Using only these establishments the differences between original and
imputed values can be detected. Binary variables tend to have a matching
rate between 60 percent and 90 percent. Multiple response questions with
few categories show a high rate of identical answers in the total item
block, too. But with an increase in the number of categories this rate de-
creases rapidly. For example, for an imputed multiple response variable
consisting of 4 categories, the probability of having the same values for all
4 categories is round 57 percent. This probability decreases to round 6
percent if the number of categories climbs up to 13 (see Figure 3).

Fig. 3: Multiple response questions (identical answers in whole item
block)
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Imputed numeric variables always differ more or less from the original
value. To evaluate the uncertainty for an intruder wanting to identify an
establishment using the imputed data, we examine the variable estab-
lishment size for the 83 establishments that appear in all 100 datasets.
The average relative difference between the imputed and the original val-
ues is 21%. A plot of the distribution of the relative difference shows that
there are outliers for which the imputed values are two, three or even four
times higher than the original ones (see Figure 4). Thus, for an intruder
who wants to identify an establishment using his knowledge of the true
size of the establishment, the imputed variable establishment size will
hardly be of any use.

Fig. 4: Histogram of the relative difference between original and imputed
values for the variable establishment size

Density

-1 1) 1 2 3 4
Deviation

Observations 8,300
Mean .2072634
Standard Deviation .6101745

Summing up the second step, we find that for establishments, which are
represented in both datasets, up to 90 percent of some imputed binary
variables are identical to the original values. But just one binary variable
won’t be sufficient to identify a single establishment. Using more binary
variables, the risk of identical values will decrease quickly. If, for example,
we assume the intruder needs five binary variables for identification and
the variables are independently distributed, the risk will be 0.9°=0.59.
Still, this only holds, if the establishment she or he is looking for is really
included in the synthetic data which is very unlikely to begin with. Nor-
mally an intruder needs variables with more information than just two
categories for a successful re-identification. But as shown for the variable
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establishment size, the chance of identifying an establishment by combin-
ing information from numeric and categorical variables is almost zero.

7 Concluding Remarks

In this paper we discuss an application of Rubin’s (1993) approach to gen-
erate fully synthetic datasets to the German IAB Establishment Panel. Re-
leasing these synthetic datasets has the advantage that for an intruder,
who is interested in the true values from a single respondent, the syn-
thetic data is useless since fully synthetic datasets don’t contain any real
values. For researchers however, the datasets still provide all the required
information, since their main interest lies on aggregated information like
(sub)population means, correlations, variances or information from re-
gressions run on the data. If the imputation model is carefully selected,
the correlation structure from the original data is preserved and inference
for the synthetic data is the same as for the real data.

For evaluation, we use a typical state-of-the-art analysis by Zwick (2005)
on the 1997 wave of the IAB Establishment Panel and compare the results
he achieved with the original data with results, the synthetic datasets
would have provided. We find that the regression coefficients are almost
identical and Zwick would have drawn the same conclusions in his paper if
he would have used the synthetic datasets. Some descriptive comparisons
of the means of Zwick™s regression variables from the original and from
the synthetic datasets further emphasize the good quality of the imputa-
tion results.

From the data protection perspective, we show that generating synthetic
datasets is an appropriate way of guaranteeing confidentiality. In our set-
ting an intruder has to face two levels of uncertainty: For most establish-
ments, the probability that the establishments of interest are included in
the imputed datasets is very low and if they are included, there is no
guarantee that the imputed values are (near) the original ones.

Disclosure control to some extent naturally leads to information loss, since
the data has to be manipulated in some way. In our paper, we are able to
demonstrate that multiple imputation for disclosure control can maintain
inference for descriptive as well as for regression analysis. Still, the quality
of the synthetic data strongly depends on the imputation model, so gen-
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erating imputations only for selected variables decreases the risk of biased
estimates. For that reason we will apply the partially synthetic approach to
the IAB Establishment Panel in a next step.
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Appendix

Fig. 5: Data comparison

Information contained in the German
Social Security Data (from 1997)

Available for all German establishments with at

Information contained in the IAB
Establishment Panel (wave 1997)

Available for establishments in the survey

number of employees in June 1996
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- technological status
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- reorganisation measures

- company further training activities
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—

N

Covered in both datasets

> establishment number, branch and size
» location of the establishment

» number of employees in June 1997

Table 4: Stratification matrix

Branch of trade (16 categories)
Federal
state : 1 2 3 4 16
Establishment | Agriculture, Mining and Raw material | Investment Non-profit Total
size7 forestry quarrying processing goods organization
Berlin- 1 0-4 0 0 1 1 6 42
West 2 59 2 0 0 2 0 25
3 10-19 1 0 2 4 3 35
4 20-49 0 1 1 4 5 29
5 50-99 0 0 1 3 1 13
6 100-199 1 0 2 2 2 31
10 5,000+ 0 1 0 0 1 5
Total 4 3 9 28 40 275
Berlin- 1 0-4 0 0 0 0 1 52
East 2 59 0 0 1 6 3 45
10 5,000+ 0 0 0 0 1 1
Total B 2 4 30 41 303
Bran- 1 0-4 5 0 2 7 8 96
den-
burg

7 Number of employees covered by social security
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Table 5: Probit estimation to explain if an establishment trains or not
from Zwick (2005)

Exogenous variables Coeffcients z-Value
Redundancies expected 0.303™ 4.72
Many employees are expected to be on maternity leave 0.332" 3.21
High qualification need exp. 0.565"" 6.94
Apprenticeship training reaction on skill shortages 0.222™ 4.32
Training reaction on skill shortages 0.652""" 13.08
Establishment size 20-199 0.616"" 12.67
Establishment size 200-499 1.119™" 10.47
Establishment size 500-999 1.239"" 7.32
Establishment size 1,000 + 1.6617" 5.38
Co-determination 0.258™" 3.81
Share of qualified employees 0.633™" 9.03
State-of-the-art technical equipment 0.199™ 4.65
Investor in IT 0.244™" 5.29
Collective wage agreement 0.213™" 4.82
Apprenticeship training 0.457" 10.01

15 sector dummies and East Germany dummy Yes

Pseudo-R? 0.32

Number of observations 5,629

Notes: ™ Significant at the 0.1% level, “"Significant at the 1% level; the standard errors are heteroscedas-

ticity-corrected.
Source: Zwick (2005), p. 169.

Table 6: Probit estimation to explain if an establishment trains or not
after modifications described in Section 5.1

Exogenous variables Coeffcients z-Value
Redundancies expected 0.261""" 4.58
Many employees are expected to be on maternity leave 0.252* 2.49
High qualification need expected 0.641*** 8.10
Apprenticeship training reaction on skill shortages 0.176*** 3.40
Training reaction on skill shortages 0.597*** 11.91
Establishment size 20-199 0.683*** 15.19
Establishment size 200-499 1.351*** 15.71
Establishment size 500-999 1.398*** 11.75
Establishment size 1,000 + 1.972*** 9.15
Share of qualified employees 0.766*** 10.28
State-of-the-art technical equipment 0.175*** 4.16
Collective wage agreement 0.245*** 5.46
Apprenticeship training 0.4207*** 9.31

15 sector dummies and East Germany dummy Yes

Pseudo-R? 0.32

Number of observations 6,258

Notes: ™ Significant at the 0.1% level, “~“Significant at the 1% level; ~ Significant at the 5% level, the stan-

dard errors are heteroscedas ticity-corrected.

Source: 1AB Establishment Panel 1997 without newly founded establishments and establishments not repre-
sented in the employment statistics of the German Federal Employment Agency; regression accord-
ing to Zwick (2005).
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